Crime and the Internet

CRCJ 4001A
 Fall 2011
Instructor:     Dr. Roberta Lynn Sinclair 


Class Time:
Monday 2:30 - 5:30 p.m.  

Office Hours: Monday 5:30 p.m. Loeb C563, or by appointment   
Office Number: C562, Loeb 
       Email:   roberta.sinclair@rcmp-grc.gc.ca
Website: Web-CT Carleton Homepage    
Course Description and Objectives
The primary objective of this course is to familiarize students with the multitude of impacts that the Internet and various technologies have on the commission of criminal offences.  Emphasis will be placed on recent trends within IT-enabled crimes, and the challenges that these offences raise within the Canadian legislative framework, law enforcement practices, and the academic study of these crime types.  Discussion of offenders and victims will also demonstrate the complexity of existing and future response strategies to IT-enabled crimes. The course draws on two themes throughout: the impact of the Internet/technology on crimes, and the implications of societal and criminal justice responses to IT-enabled crimes.  To augment the lecture material and facilitate a practical understanding of the information presented, guest speakers, class discussion, and a seminar style teaching structure are incorporated in the course.  

Required Readings are listed on the course outline.

Course Evaluation
Assignment 1: Critical Assessment of Media Portrayal of Internet Crimes 20%
Assignment 2: Group Seminar Project (60% total, group project)
            A) Seminar Presentation 30% 



B) Research Paper 30% 
 

Attendance/Participation at Seminar Presentations 20% Ongoing

Students are strongly encouraged to speak to the instructor should they encounter any difficulties with the course material.  Don’t let concerns accumulate into problems (
Supplemental and/or grade raising examinations are no longer available. 

Students are responsible for all material covered in the lectures, required readings, guest speakers and lab sessions. Evaluation procedures are outlined in the undergraduate calendar.

There will be a penalty of 10% per day for late assignments.  Specific assignment requirements and guidelines will be discussed in class (see course outline). Assignments must be typed in double space in 12 pt.  Written work will be graded for: relevance, accuracy of content, organization, clarity of expression, analytic skill, presentation, proper citation and bibliography.  These elements will be discussed in class. 

Students are responsible to keep an extra copy of any assignment that is submitted for evaluation.

Policy on Discrimination and Sexual Harassment
Carleton University is a community of faculty, staff and students who are engaged in teaching, learning and research. Its members are part of the community at large and are governed by the law common to all persons. But membership in the academic community also entails certain rights and responsibilities. The University respects the rights of speech, assembly, and dissent; it prohibits discrimination on the basis of race, ancestry, place or origin, colour, ethnic origin, national origin, creed, sex, sexual orientation, age, marital status, family status, political affiliation or belief, or handicap that is defined as such in the Ontario Human Rights Code; it requires tolerance and respect for the rights of others; and it promotes an environment conducive to personal and intellectual growth.

Students with Special Needs
Students with disabilities requiring academic accommodations in this course must contact a coordinator at the Paul Menton Centre for Students with Disabilities to complete the necessary Letters of Accommodation. After registering with the PMC, make an appointment to meet and discuss your needs with me in order to make the necessary arrangements as early in the term as possible.  Please note the deadline for submitting completed forms to the Paul Menton Centre is November 11th, 2011.
You may need special arrangements to meet your academic obligations during the term because of disability, pregnancy or religious obligations. Please review the course outline promptly and write to me with any requests for academic accommodation during the first two weeks of class, or as soon as possible after the need for accommodation is known to exist.

It takes time to review and consider each request individually, and to arrange for accommodations where appropriate. Please make sure you respect these timelines particularly for in-class tests, mid-terms and final exams, as well as any change in due dates for papers.

You can visit the Equity Services website to view the policies and to obtain more detailed information on academic accommodation at http://carleton.ca/equity/accommodation
For Religious Observance

Students requesting academic accommodation on the basis of religious observance should make a formal written request to their instructors for alternate dates and/or means of satisfying academic requirements.  Such requests should be made during the first two weeks of class, or as soon as possible after the need for accommodation is know to exist, but no later than two weeks before the compulsory academic event.  Accommodation is to be worked out directly and on an individual basis between the student and the instructor involved.  Instructors will make accommodations in a way that avoids academic disadvantage to the student.  Students who have questions or want to confirm accommodation eligibility of a religious event or practice may refer to the Equity Services website for a list of holy days and Carleton’s Academic Accommodation policies, or may contact an Equity Services Advisor in the Equity Services Department for assistance.

For Pregnancy
Pregnant students requiring academic accommodations are encouraged to contact an Equity Advisor in Equity Services to complete a letter of accommodation.  The student must then make an appointment to discuss her needs with the instructor at least two weeks prior to the first academic event in which it is anticipated the accommodation will be required.

Instructional Offences

Assignments must be fully original.  Faculty regulations require that all cases of suspected plagiarism be referred to the Dean.  This matter is taken very seriously and punishment in past cases has been severe.  The Carleton University Calendar states that instructional offences, including plagiarism, may result in failure in the course, expulsion form the degree program, or expulsion from the University.

It may constitute plagiarism if students quote or adopt ideas from any source without appropriate attribution (by the use of endnotes or footnotes).  Similarly, direct quotes must be attributed and indicated by quotation marks.  Students must obtain prior approval of the instructor if they intend to submit work which has been previously or is being concurrently submitted for credit in this and/or another course.
Notice of Collection (for LexisNexis)

At Carleton University, we recognize and respect the importance of privacy.  Personal information is gathered and used only in accordance with current privacy legislation under the Freedom of Information and Protection of Privacy Act (FIPPA).  LexisNexis requires proof of your student status in order to offer you their service without cost.  Carleton has signed an agreement with LexisNexis protecting the personal information provided by the University.  Should you choose to subscribe to their service, please review the LexisNexis privacy policy at:

http://www.lexisnexis.ca/corporate/privacy.php 

If you have any questions regarding the collection or use of your personal information by Carleton University please contact:

Margaret Haines, FIPPA Coordinator

Room 360H, Maxwell MacOdrum Library

TEL:           1 613 520 2600 ext. 8260  

FAX:          1 613 520 2750

EMAIL:      margaret_haines@carleton.ca 

TERM OUTLINE
Outline may be subject to change.
SEPT 12
Introduction to the Course
SEPT 19
Canadian Internet Use and Internet Crimes
Deloitte and Touche (2008).  A Report on Cybercrime in Canada.  Canadian Association of Police Boards. 



***Seminar Group and Topic Assignment***

SEPT 26
 Theoretical Perspectives on Crimes on the Internet



Internet Research: Ethical and Legal Considerations
· Frankel, M., and Siang, S. (1999). Ethical and Legal Aspects of Human

      Subjects Research on the Internet. 
· Durkin, Keith, and Bryant, Clifton.  (1999). “Propagandizing pederasty: A thematic analysis of on-line exculpatory accounts of unrepentant pedophiles” Deviant Behavior: An Interdisciplinary Journal, Vol. 20, 103-127.
OCT 3
Internet Crime Research Sources ***102 Macodrum Library***
· Library Presentation: Criminology Reference Specialist 
OCT 17
Victims of Internet Crime and Legislative Response to Crimes on the Internet
· Bailey, Jane.  (2007). “Confronting collective harm: Technology’s transformative impact on child pornography” UNB Law Journal, Volume LVI, 65-102.
Guest Speakers: Federal Ombudsman for Victims of Crime Office; National Child Exploitation Coordination Centre
OCT 24
Policing and Internet Crimes

· Kowalski, Melanie.  (2002). Cyber-Crime: Issues, Data Sources, and Feasibility of Collecting Police-Reported Statistics.  Canadian Centre for Justice Statistics.

· Krone, Tony.  (2004).  “A typology of online child pornography offending.” Trends and Issues in Crime and Criminal Justice.  Australian Government and the Australian Institute of Criminology.  


Guest Speaker: Royal Canadian Mounted Police 
**Assignment 1 Due**

OCT 31
Seminar Presentations (Assignment 2a, in class, as assigned)
NOV 7
Seminar Presentations (Assignment 2a, in class, as assigned)
NOV 14
Seminar Presentations (Assignment 2a, in class, as assigned)
NOV 21
Seminar Presentations (Assignment 2a, in class, as assigned)
NOV 28
Seminar Presentations (Assignment 2a, in class, as assigned)
DEC 5 
Course Wrap Up 

 

***Assignment 2b due in class***
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