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Exploring the Dark Web: A Cloak for Journal-
1sts and their Sources
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After Viktoria Marinova, a journalist with a television station in Bulgaria, was appointed host of a
new current affairs show, she vowed that the show would focus on corruption and her increasing con-
cern about the lack of journalistic freedom in her city. The first episode, which featured a story about
two journalists investigating alleged corruption of EU funds, would turn out to be the last. Just hours
after going for one of her regular runs along the river, Marinova's body was discovered on a nearby
path, brutally beaten, raped and murdered. Local authorities still claim a lack of evidence to suggest her
murder was the result of her investigative journalism, however, as an article in The Guardian points
out, Marinova’s murder “fits a pattern of violent attacks on female reporters.” And it's not just
female reporters facing violent attacks.

According to the International Federation of Journalists, we are living in an era of unprecedented levels
of violence against journalists. As part of this new war on the press, repressive regimes are not
only keeping close tabs on what journalists are reporting on: if they read or hear about something they
do not like, they quickly target the messenger. Attacks on journalists can have a chilling effect on every-
one’s freedom of expression, yet according to an article in the Washington Post, 2018 has not only been
a brutal year for journalists, it's only going to get worse. The Washington Post isn't the first to raise the
alarm with dire predictions about the safety of journalists.

At the 28th World Congress of the International Federation of Journalists in 2013, Alan Pearce said that
being a journalist is now more dangerous than ever.
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Journalists are prime targets. They have contact with politicians and activists, they have
their finger on the pulse and they are capable of causing all kinds of trouble both to gov-
ernments and to corporations.

Pearce says if the state becomes “interested” in a particular journalist, they'll surveil that person’s mail
and monitor their activities online. “They will see who your contacts are and they will start to monitor
them, too.”

Reporters Without Borders (RSF) expressed similar concerns about the passing of anti-terrorism law Bill
C-51 in Canada, which they argue contributes to the increasingly restrictive environment that journalists
have to operate within. In a letter to Prime Minister Justin Trudeau, RSF expressed their concerns about
the Bill, claiming a lack of government transparency and it being a “dark time for journalists.” RSF
pointed out multiple press freedom violations in Canada, including an Ontario judge ordering a VICE
NEWS rporter to turn over all communications between him and a source to the RCMP “setting a dan-
gerous precedent that could compromise journalistic independence and the protection of sources.”

In light of increasing concerns about surveillance and the restrictions placed on journalists by both state
and other actors, the dark web — that portion of the deep web that is intentionally hidden and inacces-
sible through regular browsers — might offer more than just a secret space for nefarious activities. In ad-
dition to cloaking those illegal activities online from prying eyes, what about those sources who put
themselves at great personal risk, simply by talking to a journalist? And what about the journalists them-
selves? In the wake of the NSA surveillance revelations, thanks to whistleblower Edward Snowden, what
about those journalists who also risk everything, including their lives, when they write about and expose
gvernmentally misdeeds, corporate fraud, or whistleblowing about drug cartels?

Today, if a reporter researches military statistics, watches a couple of videos about explosions on You-
Tube, and views an extremist website for background research, he or she will be marked from then on
and will no longer be able to research in privacy, or protect the anonymity of a source as all of their work
as a journalist will be monitored from now on (Pearce as cited in Marshall, 2013). This is why many jour-
nalists are increasingly turning to the dark web to communicate securely with their sources, ptecting
their sources from governments and others who would seek to know their ientity. Some of the digital
tools available include methods to correspond with sources securely, and the ability to pass on secret
notes and sensitive documents without fear of being exposed.

According to the Committee to Protect Journalists (CPJ), as of early October 2018, at least 43 journal-
ists have been targeted and killed for their work. More than a dozen others have also been killed but
since their deaths have yet to be officially linked to their work, they don't count as part of the official
total so far in 2018. These numbers don't include the more than 300 journalists worldwide who have
been imprisoned for their work. Each year dozens of journalists are also detained, harassed and beaten,
and it's not just repressive regimes that journalists have to worry about. Even in democratic countries,
surveillance of journalists online and off is becoming increasingly commonplace.

As with any technology, anonymity can be used for a variety of means and ends, and many of those who
use the dark web are using it to browse in privacy because of being in a country that doesn't offer open
access to the internet, and they want to be free of government censors (Chertoff, 2017). But given re-
cent revelations about wide-scale nation-state monitoring of the Internet and the increasing threat to
the lives of journalists and their sources, the dark web has the potential to play an increasingly critical
role in contributing to a healthy democracy. Reporters Without Borders encourages the use of the dark
web as part of its “survival kit” for journalists and bloggers who live in countries where they risk censor-
ship or arrest (Murray, 2014). The dark web includes sites set up specifically for journalists to exchange
files and “smuggle out important stories that portray authoritarian regimes in a negative light” (Chertoff,
2107, p 29).
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Journalists will always be under threat of attacks for exposing repressive regimes and reporting on hor-
rific stories from around the world. As some have argued, the dark net will continue to provide an in-
creasingly important safe haven not only for those sources who risk their lives when they speak out, but
also, to the very journalists whom these sources are speaking out to.
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