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THE BACKGROUNDER 
PROTECTING DEMOCRACY BY FIGHTING DISINFORMATION: EUROPEAN LESSONS 
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Values of the EU 
EUROPA.EU 

"The EU values are common to the EU 
countries in a society in which inclusion, 
tolerance, justice, solidarity and non-
discrimination prevail. These values are an 
integral part of our European way of life: 

Human dignity 
Human dignity is inviolable. It must be 
respected, protected and constitutes the real 
basis of fundamental rights. 

Freedom 
Individual freedoms such as respect for private 
life, freedom of thought, religion, assembly, 
expression and information are protected by 
the EU Charter of Fundamental Rights. 

Democracy 
The functioning of the EU is founded on 
representative democracy.

Equality 
Equality is about equal rights for all citizens 
before the law. <…> The principle of equality 
between women and men underpins all 
European policies and is the basis for 
European integration. 

Rule of law 
The EU is based on the rule of law. 
Everything the EU does is founded on treaties, 
voluntarily and democratically agreed by its 
EU countries.

Human rights 
Human rights are protected by the EU Charter 
of Fundamental Rights. These cover the right 
to be free from discrimination on the basis of 
sex, racial or ethnic origin, religion or belief, 
disability, age or sexual orientation, the right 
to the protection of your personal data, and or 
the right to get access to justice." 
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In the Battle against Disinformation 

EUROPEAN COMMISSION 

In 2018, the European Commission 
put forward an action plan and self-
regulatory tools to tackle the spread 
and impact of online disinformation in 
Europe and ensure the protection of 
European values and democratic 
systems.  
The Commission proposed an EU-wide 
Code of Practice on Disinformation, 
support for an independent network of 
fact-checkers, and tools to stimulate 
quality journalism. 

“Fake news” is a simplification of the 
complex problem of disinformation. 
Disinformation can be understood as 
false information deliberately created 
and spread to influence public opinion or 
obscure the truth. Disinformation does 
not include journalistic errors, satire, or 
parody. Fake news and online 
disinformation are not per se illegal and 
thus are not covered by existing 
legislation or self-regulation although 
some Members States are looking into 
legislative actions. 

The challenge faced by the EU is how 
to arrive at effective and proportionate 
measures to counter fake news and 
online disinformation without damaging 
freedom 

of expression, a fundamental right and 
cherished value for all Europeans. 

The use of disinformation by actors 
within the Member States is an 
increasing source of concern across the 
Union. Cases of disinformation driven 
by non-state actors have also been 
reported in the Union, for example 
related to vaccination. As regards
external actors, the evidence is strong in 
the case of the Russian Federation. 
However, other third countries also 
deploy disinformation strategies, 
quickly learning from the methods of 
Russia. Disinformation by the Russian 
Federation is considered as posing the 
greatest threat to the EU. 

The same approach the EU adopted to 
fight the misinformation during the 
COVID-19 pandemic. “Here is an 
increasing number of fake news about 
the coronavirus outbreak,” said 
Ursula von der Leyen, the European 
Commission president, the containment 
measures across Europe were temporary 
and based on scientific evidence. They 
did not signal the end of democracy or 
European liberal values, the EU 
emphasized. 

More at https://ec.europa.eu/digital-
single-market/en/tackling-online-
disinformation 

https://ec.europa.eu/component-library/eu/about/eu-values/
https://ec.europa.eu/digital-single-market/en/tackling-online-disinformation
https://ec.europa.eu/digital-single-market/en/tackling-online-disinformation
https://ec.europa.eu/digital-single-market/en/tackling-online-disinformation
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The traditional media have given up its 
gatekeeping role to digital platforms. Facebook, 

Twitter etc. now control news consumption
The dramatic diminishing of the gatekeeping 

role of traditional press amid the skyrocketing 
penetration of social media has enhanced the 
manufacturing capability of foreign state-
sponsored disinformation and propaganda. They 
are waging information warfare to undermine 
national security and social cohesion in Western 
democracies. 

The old business model that once let the 
Western press to be capable of serving the public 
interest while making money on advertising 
collapsed. The ad dollars started to flow to digital 
platforms. That weakened the gatekeeping abilities,

allowing disinformation to spread. 

In the free world, citizens change governments 
through voting, so the independent and 
professional press has always been a central source 
of information about government actions. The 
media, an integral element of the system of checks 
and balances between state institutions, public 
agencies, and branches of government, is known as 
the ‘fourth estate.’ (Jebril, Stetka and Loveless, 
2013, p. 7.) It necessitates an elevated level of 
competence and compliance with the highest 
ethical standards, a distinctive feature of the 
respectable press. The mainstream press served 

both as a fact-checker and the public opinion 
shaper in the pre-digital era. The higher demand 
rose for the quality press, producing first-hand 
reporting that brought news on essential events, 
the more lucrative the business in the media 
industry became. Meanwhile, the social and 

financial status of journalists has improved. They 
became “the trustees of the public, giving 
eyewitness accounts of situations the voting public 
had to make decisions about” (White, 2009, p. 53) 
What made this mission possible was the media's 
dominance over the channels of content 

delivery, either in print or on the airwaves. As an  
example, in the 1950s the audiences “could count 
the number of television channels on the one hand 
and rely on Walter Cronkite and a local media 
monopoly to control the flow of 
information” (Thompson, 2018.) Thanks to this 
privilege, newsrooms made their news judgment 
for the public good as they gained a reputation 

for precision. That has historically formed a 
barrier to the dissemination of fake news, a catchy 
phrase of the Trump era. 

Then things changed. Approximately starting 
from the late 1990s, the traditional mass media 
began to experience the effects of the digital 
revolution. The internet penetration was 
increasing as cell phones became more available, 
progressively turning into media devices 
competing with newspapers for readership. 
Consuming content online has never 

been easier: readers get it from smartphones, 
both in bed and when commuting to work 
(Newman et al., 2017.) Dornan (2018) argued 
that, with the arrival of social media, the 
traditional ones, once indispensable agencies of 
information, have been less prominent, except to 
provide grist for a public debate they no longer 
control.

https://reutersinstitute.politics.ox.ac.uk/sites/default/files/2017-11/Media%20and%20Democratisation.pdf
https://reutersinstitute.politics.ox.ac.uk/sites/default/files/2017-11/Media%20and%20Democratisation.pdf
https://www.press.uillinois.edu/books/catalog/76tgc9dc9780252034237.html
https://www.press.uillinois.edu/books/catalog/76tgc9dc9780252034237.html
https://www.theatlantic.com/ideas/archive/2018/12/post-advertising-future-media/578917/
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3026082
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PSYCHOLOGICAL ASPECT 

Why we humans are so susceptible to 
information manipulation? Experts clarify 

TERMINOLOGY 

Disinformation 
OXFORD DICTIONARY 

false information which is intended to 
mislead, especially propaganda issued by a 
government organization to a rival power 
or the media: 
‘the entire Western intelligence system had 
been systematically manipulated with 
clever disinformation’ 

Origin: 1950s - formed on the pattern of 
Russian dezinformatsiya. 

Alternative Fact 
COLLINS ENGLISH DICTIONARY 

a theory posited as an alternative to 
another, often more widely accepted, 
theory; 
a statement intended to contradict another 
more verifiable, but less palatable, 
statement.  
‘For the populist, there can always be 
alternative facts, because there are no 
facts.’ 

Filter Bubble 
MERRIAM-WEBSTER  

an environment and especially an online 
environment in which people are exposed 
only to opinions and information that 
conform to their existing beliefs: 
‘People's filter bubbles are filled with 
carefully tailored information—and 
misinformation—altering their behavior 
and thinking, and even their votes.’  

Conspiracy Theory 
MERRIAM-WEBSTER 

a theory that explains an event or set of 
circumstances as the result of a secret plot 
by usually powerful conspirators: 
‘Conspiracy theories sprung up soon after 
the leader's assassination.’  

Post-truth 
CAMBRIDGE DICTIONARY 

relating to a situation in which people are 
more likely to accept an argument based 
on their emotions and beliefs, rather than 
one based on facts: 
‘The referendum was the first major vote 
in the era of post-truth politics.’ 

JULIAN MATTHEWS, FOR NIEMAN 
LAB 

"The way our memory works means it 
might be impossible to resist fake news 
completely. But one approach is to start 
thinking like a scientist. This involves 
adopting a questioning attitude that is 
motivated by curiosity and being aware of 
personal bias. For fake news, this might 
involve asking ourselves the following 
questions:  

 What type of content is this?
 Where is it published?
 Who benefits?"

ERIK C. NISBET AND OLGA 
KAMENCHUK, IN THE HAGUE 
JOURNAL OF DIPLOMACY 

"Policy discourse about disinformation 
focuses heavily on the technological 
dimensions of state-sponsored 
disinformation campaigns. Unfortunately, 
this myopic focus on technology has led to 
insufficient attention being paid to the 
underlying human factors driving the 
success of state-sponsored disinformation 
campaigns." (“The Psychology of State-
Sponsored Disinformation Campaigns and 
Implications for Public Diplomacy”) 

STEVEN SLOMAN, PROFESSOR OF 
COGNITIVE, LINGUISTIC AND 
PSYCHOLOGICAL SCIENCES AT 
BROWN UNIVERSITY (NPR FILES) 

Because of technology, we are inundated 
by information. We just don't have time to 
separate the facts from the falsities. Even 
fact-checkers don't have time. A message 
can go viral before any serious truth filter 
has been applied. This leads to a positive 
feedback cycle. If one team is passing 
around unfiltered information, then its 
opponents feel the need to respond in real 
time. So they won't be able to check their 
facts either. The positive feedback is further 
increased by individuals' tendency not to 
read very carefully. People share messages 
without even reading them, never mind 
evaluating their accuracy. <…> 

Be "be more reflective." Don't believe 
everything you read, but consider the 
possibility that it's false. But I consider this 
too simplistic. The problem with fake news 
is the cultural narrative that it supports. The 
worst kind of fake news gets people 
discussing the implications of something 
that just isn't true. So the right kind of 
solution should be cultural. 

WORD OF THE 
YEAR 

'Fake news' 
"Fake news has been announced as 

the Collins Dictionary Word of the Year 
2017.  

Fake news noun: false, often sensational, 
information disseminated under the guise 
of news reporting. Example sentence: 
Research has shown that fake news is more 
likely to go viral than real. Times (2016)" 
-------
Helen Newstead, Collins' head of 

language content, said in interview with 
The Independent:  

“Much of this year's list is definitely 
politically charged, but with a new 
President in the US and a snap election in 
the UK it is perhaps no surprise that 
politics continues to electrify the language. 

'Fake news', either as a statement of fact 
or as an accusation, has been inescapable 
this year, contributing to the undermining 
of society's trust in news reporting: given 
the term's ubiquity and its regular usage by 
President Trump, it is clear that Collins' 
Word of the Year 'fake news' is very real 
news.” 

https://www.lexico.com/definition/disinformation
https://www.collinsdictionary.com/dictionary/english/alternative-fact
https://www.merriam-webster.com/dictionary/filter%20bubble
https://www.merriam-webster.com/dictionary/conspiracy%20theory#examples
https://dictionary.cambridge.org/dictionary/english/post-truth
https://www.niemanlab.org/2019/04/a-cognitive-scientist-explains-why-humans-are-so-susceptible-to-fake-news-and-misinformation/
https://www.niemanlab.org/2019/04/a-cognitive-scientist-explains-why-humans-are-so-susceptible-to-fake-news-and-misinformation/
https://brill.com/view/journals/hjd/14/1-2/article-p65_6.xml
https://brill.com/view/journals/hjd/14/1-2/article-p65_6.xml
https://brill.com/view/journals/hjd/14/1-2/article-p65_6.xml
https://www.npr.org/sections/13.7/2018/03/27/597263367/the-psychology-of-fake-news
https://www.npr.org/sections/13.7/2018/03/27/597263367/the-psychology-of-fake-news
https://www.npr.org/sections/13.7/2018/03/27/597263367/the-psychology-of-fake-news
https://www.npr.org/sections/13.7/2018/03/27/597263367/the-psychology-of-fake-news
https://www.collinsdictionary.com/word-lovers-blog/new/collins-2017-word-of-the-year-shortlist,396,HCB.html
https://www.collinsdictionary.com/word-lovers-blog/new/collins-2017-word-of-the-year-shortlist,396,HCB.html
https://www.collinsdictionary.com/dictionary/english/fake-news
https://www.independent.co.uk/news/uk/home-news/fake-news-word-of-the-year-2017-collins-dictionary-donald-trump-kellyanne-conway-antifa-corbynmania-a8032751.html
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THE VACCINE AGAINST THE FAKE-NEWS EPIDEMIC IS FOUND! 

“Study of thousands of players shows a simple online game works like a 'vaccine', 
increasing skepticism of fake news by giving people a “weak dose” of the methods 

behind disinformation.” - University of Cambridge 

“…Long story short, we built a video game. Together with partners at DROG, a Dutch anti-

misinformation platform, we created Bad News, a multiple award-nominated free-to-play 

online browser game in which players start out as anonymous Twitter users and grow to 

become fake news tycoons by making use of various common manipulation strategies to gain 

followers whilst preserving online credibility. In total, there are six badges to be earned in the 

game, each representing one such strategy: impersonating people online, using emotional 

language, polarising audiences, spreading conspiracy theories, discrediting opponents, and 

trolling. 

Play the Bad News Game! 
https://www.getbadnews.com/#intro 

So why play the ‘bad guy’? Think 

of it this way: the first time you 

go to a magic show, you’re likely 

to be duped by the trick. But 

once the magician explains the 

trick to you, you won’t be fooled 

by it again… 

So did it work? Short answer: 

yes.”  

Dr Sander van der Linden; an Assistant Professor of Social Psychology and Director of the Cambridge Social Decision-Making Lab in the Department of 

Psychology at the University of Cambridge; Jon Roozenbeek, a doctoral researcher in the Department of Slavonic Studies and the Department of Psychology 

at the University of Cambridge.  

 “Finland is winning the war on fake news!” 
“What it’s learned may be crucial to Western democracy” -- CNN  

 

Play “Troll Watch: How To Be An Online Troll” 

“A Finnish game lets players pretend to be trolls spreading fake news on social media. The idea is that if people understand 
how disinformation campaigns are built, they will be more skeptical of them.” – NPR 

 
“Players learn to wield the tools that trolls use as they seek to influence public opinion: botnets, paid marketing and internet 

memes in a realistic mobile setting. This gives them an opportunity to reflect on their real-life choices, and to better understand 
the consequences of their actions. Troll Factory combines authentic social media content with game-like simulation that’s 

personalised based on the user’s choices.” - Yle 

https://trollfactory.yle.fi/ 
 

 

https://www.cam.ac.uk/research/news/fake-news-vaccine-works-pre-bunk-game-reduces-susceptibility-to-disinformation
http://www.aboutbadnews.com/
http://www.getbadnews.com/
https://www.getbadnews.com/#intro
https://www.getbadnews.com/#intro
https://edition.cnn.com/interactive/2019/05/europe/finland-fake-news-intl/
https://www.npr.org/2019/12/15/788261168/troll-watch-how-to-be-an-online-troll
https://yle.fi/uutiset/osasto/news/yles_troll_factory_game_unmasks_how_fake_news_spreads_via_social_media/10972974
https://trollfactory.yle.fi/
https://blogsmedia.lse.ac.uk/blogs.dir/9/files/2019/07/gameplay.v2.gif
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