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Canada s increasingly connected agricultural and food systems require a coordinated approach to cybersecurity and
resilience. Al-generated using ChatGPT by OpenAl, 2026.

Cybersecurity and Food-System Resilience in the Age of Artificial Intelligence

Farm and food systems should be treated as a critical-infrastructure priority. Those who
feed the country should not be left to manage emerging risks alone.

Agriculture has digitized faster than its cybersecurity posture has matured. Connected systems
now support production across large operations and family farms alike and while productivity
has increased, so too have the risks.

Agriculture’s fragmentation has offered protection in the digital era. Farms are generally too
small and dispersed to serve as viable targets for cyber criminals or malicious actors.

Artificial Intelligence presents a new paradigm, offering automation that makes the sector’s wide
attack surface cheaper to test and easier to exploit. Agriculture remains fragmented in ownership,
but increasingly, farms are turning to common providers, creating shared digital dependencies.

Food is one of Canada’s ten critical infrastructure sectors, and while the Federal Government has
produced cyber-hygiene guidance for farms, guidance alone is not a cybersecurity strategy. But,
with the emergence of powerful Al and corresponding threats, policy makers have been heavily
focused on energy, finance, and telecommunications. [1, 2, 9]. Food-sector cybersecurity cuts
across the systems Canada depends on and can no longer remain a neglected vulnerability in
Canada’s critical-infrastructure posture.[20]
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Agriculture’s unique risk profile

Agriculture is seasonal, geographically dispersed, and built around many smaller operators with
limited internal cybersecurity capacity. Even as food-system experts see significant and growing
vulnerabilities across the sector, Canadian farmers, as recently as 2025, generally view
cybersecurity as a low priority [1]. Nearly 80 percent of farms surveyed by MNP reported having
no formal cybersecurity plan [16]

Farms are private businesses, but collectively they perform a critical-infrastructure function.
They depend on infrastructure and services that extend beyond the gate of any one farm, and
cyber incidents in the sector have too often been viewed, by federal decision makers, as local
operational problems rather than national resilience warnings.

Agriculture also adheres to deadlines that are outside the control of operators, though largely
predictable based on publicly available information. Planting and harvest, storage and shipping,
even livestock care and food safety are tied to weather and biology, which produce narrow
operating windows. Attackers understand that downtime costs are exorbitant in those windows.
The Federal Bureau of Investigation has warned that ransomware actors may be more likely to
target agricultural operations during planting and harvest because of the profit motive incurred
by food-system operators in those peak periods [5].

In addition to biology and weather, modern farming practices increasingly depend on operational
technology: digital systems that monitor or control physical processes. This means remote
attackers can interfere directly with the physical conditions that make food production possible.

Agriculture and Agri-Food Canada has linked the sector’s digitization and supply-chain
connectivity to cyber risk, including service disruptions, food-security impacts, loss of consumer
trust, and reduced profits; however, no strategy has emerged in response to threats posed by
artificial intelligence [4].

Al makes existing weaknesses easier to exploit

Ransomware remains a serious concern in agriculture. In 2021, ransomware disrupted JBS, one
of the world’s largest meat processors, affecting North American and Australian operations. The
same year, a cyberattack on NEW Cooperative, an agricultural technology and grain cooperative,
raised concerns about grain purchasing, livestock feeding, and farm operations [5].

And while attacks on large targets make the headlines, Microsoft’s 2025 Digital Defense Report
makes clear that small size is no longer a shield. It’s reporting found that extortion and
ransomware drove more than half of observed cyberattacks, and that attackers increasingly target
organizations “big or small” when the opportunity exists [14].

This is supported by reporting out of the United States, where Food and Ag-ISAC disclosed 265
ransomware attacks against food and agriculture in 2025 [17].
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Beyond ransomware, Canada must prepare for operational misoperation: cyber activity that
changes how physical systems behave.

In October 2025, the Canadian Centre for Cyber Security and the Royal Canadian Mounted
Police reported multiple incidents involving internet-accessible industrial control systems. One
involved a grain drying silo on a Canadian farm, where temperature and humidity levels were
manipulated, creating potentially unsafe conditions if the issue had not been caught in time. The
same alert cited incidents involving a water facility, pointing to a broader weakness in internet-
accessible operational systems [6].

Al requires a coordinated response. OpenAl’s threat reporting reinforces the point: by
automating reconnaissance and credential testing, Al tools lower financial and technical barriers,
increasing the reach of less-skilled actors [13]. This includes actors with little understanding of a
sector’s specific operations.

Al can help attackers understand targets, interpret technical documentation, adapt known tools,
and test access more efficiently. A threat actor may once have ignored a family farm. But when
Al reduces the work required to target that farm, or a group of farms using the same control-
system provider, those farms become viable opportunities.

The U.K. National Cyber Security Centre has assessed that Al will make parts of cyber intrusion
more effective and efficient, and that some organizations will be better able to keep up than
others [3]. Canada’s farmers sit on the wrong side of that divide. Al will also improve cyber
defence, but agricultural operators are already facing Al-enabled threats, well before Canada has
taken the steps needed to ensure they can benefit from Al-enabled protection.

On risk, Al introduces two related categories of cyber risk for agriculture.

The first is Al-assisted activity. Attackers use generative models to perform work that previously
required more sector knowledge, technical skill, or linguistic ability. Al lowers the price of entry
into cyber operations. This expands the pool of actors able to participate, including less
experienced criminals, hacktivists, poorly resourced groups, and foreign proxies. Europol has
warned that more accessible Al tools allow cybercriminals to lower barriers to entry, scale
operations more effectively, and reduce the time needed to launch attacks [12]. Anthropic’s
analysis points in the same direction: the proportion of threat actors categorized as medium risk
or higher while leveraging these capabilities rose from 33 per cent to 56 per cent in under a year

8].

The result is a lower threshold for attacks. A target no longer needs to promise a major payout or
strategic effect to be worth pursuing. If the work is cheaper, faster, and easier to repeat, smaller
agricultural targets become viable. While a single farm, cooperative, or service provider may be
attacked, the risk presented by Al is that many more of them may be attacked at once or in
sequence. ENISA’s 2025 threat landscape warns that Al-assisted actors can support near-
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continuous campaigns and more diversified attack activity, which has the potential to erode
resilience even when individual incidents are not catastrophic [15].

The second is Al-orchestrated or agentic activity. In this model, Al is connected directly to
offensive tools and used to act inside digital environments with limited human involvement.
These systems can compress the time between discovery, access, and internal movement. In
agriculture, that risk is amplified because many independent operators rely on common vendors,
remote support arrangements, connected precision equipment, and similar operational
technology [8].

The figure below illustrates the difference between pre and post-Al attack execution timing. An
agentic attack automates the collection and utilization of deep domain expertise and in-situ
knowledge to make decisions in real time, assess and adjust, and dramatically accelerates the
time to compromise. By the time detection occurs, the damage is done.

The policy gap — Al attack speed vs. manual attack on Canada’s food system

Share of internet-exposed farm & food-system OT/ICS nodes compromised over time. Conservative assumptions throughout — this is the floor, not the ceiling.
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The critical gap
Al compresses reconnaissance, credential testing, and lateral movement across farms that share common vendors and remote-support
links — reaching ~80% of exposed nodes in about 90 minutes. Canada'’s real ICS intrusions (Cyber Centre Alert AL25-016) surfaced only
after manual discovery. The agentic attack is effectively complete — grain-drying silos manipulated, cold chain and processing disrupted
— before detection begins. This gap does not exist for manual attacks, which unfold over months and can be detected mid-execution.
CONSERVATIVE CASCADE CHAIN — CANADIAN FOOD SYSTEM
EXPOSED NODES Al SWEEP GRAIN SPOILAGE SUPPLY-CHAIN FAIL DETECTION BEGINS FOOD-SECURITY HIT
Internet-facing farm ICS, 90 min to ~80% Silo temp/humidity Processing & cold chain H+72 earliest Sector-wide loss in a
grain-silo & SCADA via shared vendors manipulated H+2-H+6 disrupted H+6-H+24 (manual discovery) peak-window H+96-120

lllustrative model. Curve shape and timing reflect conservative agentic-attack cascade anchored to documented Canadian incidents (Cyber Centre AL25-016) and shared-vendor exposure described in the paper
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The MITRE ATT&CK framework, a widely used map of the tactics and techniques cyber actors
use during an intrusion, helps show where this change is occurring. Al can assist across the
attack lifecycle, but it is also increasingly used in live network environments, where attackers
can read the digital landscape, test credentials, and move between connected systems faster than
many agricultural operators can detect or respond [3, 8].

A recent threat intelligence report by Anthropic found that, in an analysis of 832 accounts
associated with malicious cyber activity between March 2025 and March 2026, Al-enabled
activity was identifiable across all 14 MITRE ATT&CK tactics and 482 unique sub-techniques
[8]. Those findings suggest that Al-enabled cyber activity is already being used in operational
practice by threat actors [8].

Governance in agriculture has not evolved

Canada must take seriously the shared digital relationships across farms and food systems. These
paths can be exploited to reach many operators at once, turning local weaknesses into sector-
wide risk.

In its work on critical water infrastructure, the Cyber Centre has warned that attackers do not
need to compromise every physical asset when shared digital systems, suppliers, and remote-
access relationships provide paths into operations [2]. Agriculture has the same exposure, but in a
more distributed and under-resourced form.

This bears the characteristics of a market failure. Farmers are expected to absorb cybersecurity
risks that they cannot see, assess, price, or negotiate into contracts. Technology providers can
therefore externalize cybersecurity risk onto individual farms that lack the skills and resources to
manage it. CSKA’s Cyber Barn Raising framework makes the same policy point: producers have
a role to play, but the resilience of the agri-food sector cannot depend on producers carrying this
burden alone [18].

Federal guidance, university research, training initiatives, industry reporting, and food-value-
chain research all show that agricultural cybersecurity is on the radar in Canada [11, 16, 18, 19,
20]. But CSA Group’s 2026 research found that food-system cybersecurity lags other sectors,
remains thin in the research and standards literature, and is largely absent from cybersecurity
policies and frameworks [20].

What remains missing is a sector-wide strategy and a national, industry-facing leader with the
intelligence, convening power, and decision-making authority to bring these actors together
around agricultural cyber resilience.

When attempting to adapt to Al, that missing capacity leaves agriculture exposed on two fronts:
malicious use of Al against critical infrastructure, and weaknesses in Al systems deployed inside
critical infrastructure. A CSET workshop report identified both risks and warned that resource
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gaps shape whether infrastructure providers can adopt Al safely and manage Al-related risk [7,
9].

The Cyber Centre’s 2025 alert shows that critical-infrastructure cybersecurity depends on
knowing what is exposed, who is responsible, and how incidents move from discovery to
response. Individual farmers cannot reasonably be expected to fund or perform that work on their
own [6, 10].

Other jurisdictions have begun treating food-system cybersecurity as a sector-specific problem
rather than a general small-business issue, including the Food and Agriculture Information
Sharing and Analysis Center in the United States.

Canada should view agricultural cybersecurity as a systemic risk and build a federal response
tailored to the structure of the sector. It should move responsibility upstream, give farms trusted
support, identify the dependencies that could spread disruption, and test continuity under real
agricultural conditions.

Conclusion

Cybersecurity and food security are increasingly linked. Catastrophic attacks powered by
artificial intelligence are increasingly likely, especially as existing weaknesses become faster to
exploit, easier to scale, and harder to contain.

Food is critical infrastructure, but the food sector is fragmented. Canada needs a cybersecurity
response tailored to agricultural systems. The federal government possesses the skills,
intelligence and convening power to drive change in this sector, and to ensure responsibility for
resilience sits with those that shape the digital systems agriculture now depends on.

Those who feed the country should not be left to manage this risk alone.
Areas for practical federal action

1. Establish a Centre of Excellence for Agricultural Cybersecurity

The federal government should establish a centre of excellence for agricultural cybersecurity
with the mandate to translate national cyber threat intelligence into practical, unclassified
guidance for farms and food-system operators, and latitude to work with provincial and territorial
partners, agricultural organizations, and critical-infrastructure experts to build trusted capacity
and harden the sector against existing and emerging threats [11, 18, 20].

2. Set cybersecurity expectations for agricultural technology vendors and managed service
providers

Canada should set baseline cybersecurity expectations for companies that sell, connect, monitor,
or support technology used on Canadian farms. Where federal programs support connected
agricultural technology, cybersecurity should be built into funding conditions from the start.
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Farmers and smaller operators should not be left carrying risks created by the products,
platforms, and services they rely on [10, 20].

3. Map systemic food-system cyber dependencies
Canada should map digital dependencies across the agricultural sector to support mitigation,
exercises, incident planning, and targeted resilience funding [2, 6, 10, 20].

4. Test continuity when digital systems fail

A centre of excellence or other federal entity should conduct exercises to prepare for operational
questions before incidents occur, including how farms, vendors, processors, and public
authorities continue essential food-system functions when digital systems fail [5, 6, 10, 20].
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