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Editorial Corner
Dr. Robyn Fiori
About the Editor

Dr. Robyn Fiori is a research scientist for the Canadian
Hazards Information Service of Natural Resources
Canada specializing in space weather. Her research is
applied to the development and improvement of space
weather tools and forecasts to be used by operators of
critical infrastructures and technologies in Canada. Dr.
Fiori’s research has been published in numerous peer
reviewed scientific journals, including the Journal of
Geophysical Research, the Journal of Atmospheric and
Solar-Terrestrial Physics, and Space Weather. Dr. Fiori
received her B.Sc.,, M.Sc., and Ph.D., from the
University of Saskatchewan, Department of Physics
and Engineering Physics while studying in the Institute
of Space and Atmospheric Studies. She can be reached
at robyn.fiori@canada.ca.

This Issue

This five-article IR® Issue 14 covers a wide range of
topics.

Recognizing the current hybrid work environment the
Issue starts with the British Columbia Institute of
Technology article on virtualized experiential learning
platform that can be used for remote learning. Recent
industrial expansion is supported by the rapid
emergence of technologies such as loT, cloud-based
systems, machine learning, and Industry 5.0
innovations like virtualization and cognitive systems.
These expansions have also added complexity and
additional cyber wvulnerabilities. Industrial sectors,
enterprises, and utilities are under significant pressure
to leverage these new technologies, while also
preserving and protecting their cyber defenses. The
utility sector faces critical shortage of skills and trained
personnel and needed to either retrain their current
workforce with these advanced technologies or hire
experts from other fields to provide on-the-job hands-
on training to bridge skills gaps. This paper describes
BCIT’s Virtualized Experiential Learning Platform
which offers a robust hands-on environment for
Canadians to train, upskill, or gain insights into critical
energy infrastructure cybersecurity, and review its

features and functionalities. The paper also identifies
future work needed to keep up with the increasing
demand for critical energy infrastructure cybersecurity
training including the addition of more digital twins for
specialized training areas such as EV charging
infrastructure  cybersecurity, Advanced Metering
Infrastructure (AMI) and smart metering, 10T, Virtual
Power Plant (VPP), and advanced studies on Resilient
Energy Systems. This expansion will enhance VELP's
ability to provide comprehensive and practical
cybersecurity training in critical energy sectors; as well
as supporting larger inter-provincial energy system
interfaces and operation.

With the increase of cyber incidents affecting critical
infrastructure (Cl) operations, there is a growing need
to develop cyber security skills in the CI workforce.
However, because industrial control systems (ICS) are
Cyber-Physical System (CPS) operating business
critical infrastructure, opportunity to develop hands-on
experience is limited, especially with regards to cyber-
attacks. Dr. Antione Lemay et. el. describes the use of a
virtualized cluster replicating a SCADA network, to
provide an environment where cyber-attacks could be
safely run, and operational impacts (the physical
component of the CPS) could be observed. Virtualized
sandboxes are used to emulate the cyber components
and simulate the physical components to show attack
artefacts, optimize virtual machines to enable scaling to
a classroom level, and leverage the shared hosting to
facilitate interactions with the trainees in a fully remote
setting.

The next two articles deal with climate change issues
that have been widely reported in the media.

Recent wildfire seasons in Canada have reached
unprecedented levels, burned millions of hectares, and
threatened critical infrastructure. Aziz Najir’s paper
reviews the advancements in machine learning (ML)
and deep learning (DL) technologies for wildfire
management, emphasizing their transformative role
across pre-fire, active-fire, and post-fire stages.
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In pre-fire management, ML and computer vision
techniques enhance fuel type classification, reducing
fire hazards. For active-fire management, DL models
improve real-time fire detection and mapping, enabling
efficient resource allocation and community protection.
Post-fire, ML and DL methods facilitate accurate
burned area and fire severity mapping, supporting
effective recovery efforts. By integrating these
technologies, the paper highlights current capabilities
and future directions in wildfire management, aiming to
help bolster infrastructure resilience and safeguard
human lives.

Tamara R. Koletic’s article presents the work done by
Health Canada using Fixed Point Surveillance (FPS)
network to monitor real-time environmental radiation
solar storm. Health Canada’s Fixed-Point Surveillance
(FPS) network is a nation-wide system of detectors
developed to monitor both anthropogenic and natural
radiation sources. The network consists of over eighty
detectors, spanning from Resolute, NT in the north to
Southern Ontario. A fleet of five RS252d detectors
(sodium iodine spectrometers manufactured by
Radiation Solutions Incorporate (RSI) were installed at
the Natural Research Council of Canada (NRCan) near
Anderson Road, Ottawa, in July 2023, to test a new gain
stabilization algorithm. Due to the detectors’ proximity,
the combined signal of the fleet offered a better cosmic
ray response with improved statistical uncertainty.

This report analyzes the response of these detectors to
the strong solar flare activity and coronal mass ejections
(CME) during May 7-14, 2024. CMEs are highly
energetic particles/plasma and magnetic fields ejected
from the sun during solar activity. Though cloud cover
in Ottawa prevented residents from witnessing the
brilliant display of aurora, the Anderson fleet captured
the characteristic Forbush decrease caused by the solar

storm. The rescaled cosmic radiation counts/s in the
FPS network follow the same trends found in other
radiation (i.e., muon and neutron) monitoring systems.
The FPS responses match the onset and maximum
disturbance times of the collocated NRCan’s
geomagnetic temporal profiles. This case study is
another example that Health Canada’s FPS network can
be used for real-time space weather monitoring. And its
data offers a different and complementary perspective
on space weather events than NRCan’s magnetic data,
but with a comparable response profile.

Wrapping up Issue 14, is Valerie Keyes’ article
presenting a framework of resilience leadership.

Experience shows that resilience in leadership plays a
major role in the attainment of personal, professional,
and organisational goals as well as being an essential
part of leadership responsibility and
accountability. This paper examines the fundamental
factors that build resilience at all levels of an
organisation, from the individual to the leader, and
thence to the whole organisation. It concludes with
steps that will assist leaders to become more resilient,
thereby building better and stronger organisations that
can withstand challenges and adversities.

Next Issue

We invite authors to contribute articles for Issue 15
relating to their experience in the field of security and
infrastructure resilience. Draft articles of 2500-4000 -
words are requested by 28 February 2025. You may
not have much time or experience in writing ‘academic’
articles, but IR®’s editorial board can provide guidance
and help. Your experience is valuable and IR® provides
an ideal environment for sharing it.



Virtualized Experiential Learning Platform for Critical
Infrastructure Cybersecurity Laboratory

Dr. Moein Manbachi, Minoo Shariat-Zadeh, Jay Nayak, Mohamed Hammami, and Dr. Vidya Vankayala Smart
Microgrid Applied Research Team (SMART), British Columbia Institute of Technology

Summary:

While the recent industrial expansion is supported by
the rapid emergence of technologies such as 10T, cloud-
based systems, machine learning, and Industry 5.0
innovations like virtualization and cognitive systems,
they have also added complexity and additional cyber
vulnerabilities. Industrial sectors, enterprises, and
utilities are under significant pressure to leverage these
new technologies, while also preserving and protecting
their cyber defenses. The utility sector faces critical
shortage of skills and trained personnel. They are
needed to either retrain their current workforce with
these advanced technologies or hire experts from other
fields to provide on-the-job hands-on training to bridge
skills gaps. Additionally, the demand for clean energy
jobs in Canada is on the rise. In 2020, one in 26
Canadian workers held a green job, and the
environmental sector workforce grew by five percent
[1]. A 2021 report by Clean Energy Canada projects
that by 2030, there will be 639,200 jobs in the clean
energy sector [2]. This increases the critical need for
academic and research institutions to address the skilled
workforce shortage to support Canada’s transition to a
net-zero economy. Many experts recommend
"Experiential learning" as an effective solution. This
paper describes BCIT’s Virtualized Experiential
Learning Platform (VELP) [3] which offers a robust
hands-on environment for Canadians aiming to train,
upskill, or gain insights into critical energy
infrastructure cybersecurity, and review its features and
functionalities. This paper also identifies future work
needed to keep up with the increasing demand for
critical energy infrastructure cybersecurity training.

Background:

Virtually all aspects of modern life depend on energy
infrastructure such as industry, commercial activity,
homes, = communities,  telecommunications &
broadcasting, disaster management, climate change,
and agriculture. Over the past five years, the pandemic
has drastically affected professional training programs
that rely on experiential learning with actual physical
platforms and on-site lab-based learning. These
programs typically require interaction with real systems
and physical assets, enabling trainees to engage with
true-to-life environments and equipment. To overcome
the challenges associated with limited access to in-
person training and assets sharing the same physical
location, BCIT's Smart Microgrid Applied Research
Team (SMART) [4] has developed a Virtualized
Experiential Learning Platform (VELP) in 2021-2022
and expanded its features in 2023 and 2024 to support
remote hands-on training of various critical energy
infrastructure. This platform uses digital twin models to
support various real-field models in power and energy
and allows instructional content to be accessed securely
and remotely.

BCIT’s Critical Infrastructure Cybersecurity Lab

BCIT’s Critical Infrastructure  Cybersecurity
Laboratory (CICL) has been developed as a high-
fidelity R&D platform for advancing research and
educational initiatives in power systems, digital
substations, smart microgrids, and critical infrastructure
cybersecurity (Fig. 1) [5]. In 2020-2021, SMART
secured funding from the Future Skills Centre (FSC) to
create technology that digitally twins the "Command
and Control" layer of physical assets in CICL,
transitioning these control systems into cyberspace [6].
This led to the development of VELP



within CICL, equipped with advanced virtualization
technologies such as cloud-based dashboards. VELP
replicates the experience of working with real-world
devices and systems, allowing trainees to remotely
acquire a comparable level of understanding and
expertise [7
' -m

Fig. 1. BCIT’s Critical Infrastructure Cybersecurity
Lab (CICL)

To extend BCIT’s VELP to a broader audience
across Canada, the VELP customized its training
content to provide hands-on, virtual training programs
for Canadian professionals involved in energy systems
such as substations and their automation systems, smart
microgrids (both grid-connected and off-grid types),
energy hubs, and related Operational Technology (OT)
cybersecurity. VELP team also recognized the need for
training new users or upskilling existing personnel in
running remote or community energy systems where
gaining this expertise is costly, inaccessible, or
unavailable locally.

Introduction:

BCIT’s Virtualized Experiential Learning Platform
(VELP) uses a digital twin to closely mimic the
operations of critical energy infrastructures like smart
microgrids, substations, and other power grid
components. The platform features two hardware-in-
the-loop simulators that replicate energy system
operational scenarios in real-time. It integrates with
actual Intelligent Electronic Devices (IEDs) such as

protection relays and merging units, which safeguard
the system during abnormal events like line-to-ground
or line-to-line faults. The digital twins of these
protection devices are hosted in the cloud, enabling
trainees to interact with these components. The
microgrid model also links to a Distributed Energy
Optimizer via an industrial microgrid controller,
allowing trainees to manage real microgrid setups
including grid-connected and off-grid scenarios
remotely. For substation data monitoring and analysis,
the platform utilizes SIPROTEC Dashboard and
SICAM  Navigator cloud applications. These
applications allow trainees to monitor substation
components such as circuit breakers and leverage near
real-time and historical data to evaluate the
performance of advanced digital substations. A
visualization platform is also available, providing
students with 3D visualizations of components of the
energy infrastructure digital twin models. Fig. 2
illustrates the main architecture of BCIT’s VELP.
VELP has also integrated Claroty's xDome, a modular
cybersecurity solution designed to enhance the security
and resilience of critical infrastructures. xDome
provides comprehensive visibility, robust protection,
and efficient threat detection, supporting various asset
discovery methods and integrating seamlessly with
other security tools for vulnerability management and
policy enforcement. It also offers secure remote access
solutions, simplifying administration and ensuring
compliance, which helps trainees comprehend and
observe how cybersecurity mechanisms protect critical
energy infrastructures against various cyber threats.
The core of VELP consists of a Real-time Digital
Simulator (RTDS), a vital tool used for emulating
power and energy grid models in real-time. It employs
its software for modeling various electrical grids and
components, enabling the simulation of different load
and generation profiles and various power grid
operating scenarios. RTDS supports comprehensive
power system analysis including load flow, short
circuit, fault tolerance, and more, while also allowing
for the implementation of substation and microgrid
control layers using protocols such as IEC 61850.
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Fig. 2. BCIT’s Virtualized Experiential Learning
Platform (VELP)

VELP incorporates PB5 processing cards to simulate
different grid models and execute power grid analyses
such as load flow and switching transients, with trainees
having access to two RTDS racks for simultaneous real-
time model operations. NovaCor technology which
represents the latest in simulation hardware used by
RTDS is also used in VELP to significantly enhance
computational and modeling capabilities with the
potential to handle 90 nodes plus 180 load units.
Presently, VELP operates with one NovaCor chassis
equipped with more than three core licenses.
Additionally, VELP integrates two Giga Transceiver
Networking (GTNET) cards, supporting diverse
industrial control protocols including Modbus, DNP 3,
and IEC 61850. The VELP also utilizes RSCAD
software across its various versions to model different
energy infrastructures and critical components. For
interfacing with real-world devices, the setup includes
Giga Transceiver Digital Input (GTDI) and Giga
Transceiver Digital Output (GTDO) cards, along with
one Giga Transceiver Analog Output (GTAO) card for
driving high voltages and currents needed for protection
relays. Additionally, a Giga Transceiver Field
Programmable Gate Array (GTFPGA) is used in VELP
to mimic the Process Bus in real substations and support
the publication of IEC 61850 sampled value streams
from different grid segments.

Digital Substation Training using Digital Twins

VELP's real-time co-simulation digital twin platform
simulates the operation of digital substation automation
using protocols such as IEC 61850 GOOSE, Sampled
Values (SV), Manufacturing Messaging Specification
(MMS), DNP.3, and Modbus. Trainees can explore
advanced solutions for automation, smart operation, and
maintenance of Medium-Voltage (MV) substations
using both basic and sophisticated substation models [8-
9]. These models facilitate learning about various
substation types as well as Substation Automation
Systems and enable the investigation of the effects of
cyberattacks on different substations and grid locations.
The advanced model features a double-busbar topology
integrated with fourteen different real-field intelligent
electronic devices from various vendors, which
communicate in an interoperable way using the IEC
61850 protocol [9]. In addition, VELP's digital twin
model for substations facilitates hands-on training
focused on protocol-based cyberattacks, modeling
attack consequences on advanced substations using the
IEC 61850 protocol and on conventional digital
substations using DNP3 or Modbus. This model also
supports training in cybersecure architecture, threat
detection, and prevention strategies. The model
incorporates sophisticated tools and technologies,
including an industrial Human-Machine Interface
(HMI) for monitoring and control alongside a digital
twin HMI that operates concurrently for hands-on
training on substation operating scenarios under normal,
abnormal, and cyberattack conditions (Fig. 4). This
setup includes a primary HMI PC and a backup PC,
enabling trainees to learn how to receive data from
various components, issue control commands to field
devices, and monitor the entire critical energy
infrastructure effectively. Additionally, the platform
allows for the simultaneous operation of multiple
models, offering collaborative and interactive learning
opportunities for trainees.



IEC 61850-based Substation

Fig. 3. Single line diagram of VELP’s substation model
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For hands-on learning, VELP also uses SIPROTEC
Digital Twins in a cloud application to teach trainees
about setting up and configuring protection schemes
and integrating IEDs, enhancing their understanding of
fault analysis and cybersecurity measures relevant to
substation operations (Fig. 5). The platform is also
equipped with cloud-based applications for substation
data monitoring and analysis, such as the SIPROTEC
Dashboard and SICAM Navigator (Fig. 6 and Fig. 7).
These tools offer operational views of substations,
enabling trainees to monitor device statuses, visualize
grid models, and receive updates on abnormal
operations directly through mobile and desktop
interfaces, facilitating a comprehensive understanding
of grid management and maintenance strategies.
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Fig. 5. VELP uses the SIPROTEC Digital Twin platform
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Fig. 7. VELP’s SICAM Navigator cloud application

Smart Microgrid & Other Energy Infrastructure

BCIT SMART has transformed its smart microgrid
training into a virtual hands-on environment through
the use of advanced digital twin models of various
types of smart microgrids by [10]:

» Digitally replicating the command-and-control
layer of physical assets and transitioning this layer
to cyberspace, enabling remote access to the
training platform.

« Ensuring secure remote access for teams,
facilitating secure collaborative work in cyberspace
where team members can safely interact on various



operational aspects of the microgrid, sharing tasks,
observations, and findings.

. Integrating virtualized physical assets with
sophisticated educational materials provided through
BCIT’s Learning Management System (LMS) to
support various learning formats including individual,
cohort, and team-based approaches.

VELP’s digital twin platform features three distinct
smart microgrid types to simulate a range of microgrid
topologies and operational scenarios:

. Conventional off-grid: This model covers
remote systems in remote communities featuring diesel
power plants and typical loads found in remote
communities. It explores scenarios such as diesel
reduction through increased use of renewable energy
sources such as PVs and wind turbines, aimed at
fulfilling the energy needs of remote communities.

. Off-grid Microgrid solutions: Suitable for
remote communities, this model includes systems
powered by a combination of Diesel Genset (either
grid-forming or grid-following), Battery Energy
Storage Systems (BESS), renewable energy sources
(PV and wind turbines as grid-following resources),
and typical community loads.

. Grid-tied Microgrid: This mimics the Energy
OASIS Simulated Microgrid at BCIT, featuring grid
sources, BESS, photovoltaic (PV) systems, wind
turbines (WT), EV chargers, and typical loads, as well
as islanding operation (Fig. 8).

Fig. 8. VELP’s digital twin model for a
grid-connected microgrid

In brief, VELP could support different types of
microgrid training, from operation and maintenance to
architectural design, and from FEED study to
cybersecurity studies for different target audiences
such as remote communities, utilities, and industries. In
addition to microgrids, VELP can virtualize other
critical energy infrastructures or systems such as
Energy Hubs, Battery Energy Storage Systems (BESS),
single busbar substations, and Electric Vehicle (EV)
charging infrastructure, supporting various training
studies including cybersecurity, operation &
maintenance, protection, and Fault Location, Isolation,
and System Restoration (FLISR).

Critical Energy Infrastructure Cybersecurity
Hands-on Training using VELP:

BCIT's SMART team has engineered a cyber-
physical digital twin model within the VELP that
integrates with previously described virtualized models
for a comprehensive hands-on training experience in
operational technology cybersecurity, focusing on
power and energy grids. This model is specifically
designed for conducting cyber vulnerability
assessments on power grid protocols, using real-time
simulations to expose vulnerabilities in protocols such
as IEC 61850 (GOOSE and Sample Value) [9], DNP3,
and Modbus [11]. It facilitates lab experiments where
trainees can launch and analyze the effects of
cyberattacks like Man-in-the-Middle (MITM) and
Denial of Service (DoS), observing their impacts on
power characteristics and control operations (Fig. 9)
[11-12]. Such experiments demonstrate how these
attacks could manipulate control actions, trigger
protective mechanisms erroneously, or corrupt data
communications, potentially leading to widespread
failures in electrical grids. Through these simulations,
trainees can deeply understand the ramifications of
cyberattacks on communication protocols and the
importance of robust cybersecurity measures in
maintaining the stability and security of power systems.
The insights gained from these assessments are crucial
for developing effective cybersecure architectures,
positioning them as vital defenses against cyber threats
to critical energy infrastructures.



VELP also incorporates essential training resources
for OT cybersecurity, including an educational game
(Fig. 10) specifically designed for those new to the
field.
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Fig. 9. Power system digital twin model for
cyberattack consequence modeling practices.
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Fig. 10. VELP’s OT Cybersecurity Game: OT
Cybersecurity Adventure!

This game is intended to teach the fundamentals of OT
cybersecurity in an interactive and engaging manner,
making it accessible for beginners interested in learning
about the security challenges and strategies relevant to
operational technologies. VELP has also been integrated
with the xDome cybersecurity platform which is a tool that
facilitates training in the fields of cybersecurity
monitoring, threat detection, and vulnerability assessment
capabilities, including CVSS scoring. It also supports
cybersecurity compliance practices. As such, VELP not
only uses this platform to keep itself cybersecure but also
uses it for hands-on training purposes.

Last, VELP also equips its trainees from utilities and
industries with practical, hands-on experience in
applying cybersecurity compliance frameworks (e.g.,
NERC CIP, NIST CSF 2.0 [12], etc.), standards (e.g.,
IEC 62443, NIST SP800-82, etc.), policies, and other
frameworks and guidelines (e.g., MITRE ATT@CK,
D3FEND, etc.). Through immersive simulations and
interactive modules, VELP allows participants to
understand and implement crucial cybersecurity
measures according to established guidelines and best
practices. This practical approach helps trainees
develop the skills needed to effectively navigate and
apply cybersecurity protocols in real-world scenarios,
enhancing their preparedness for cybersecurity
compliance and operational challenges.

Conclusion and Future Work

In summary, VELP is available to support Canadians
from diverse communities, including university
students, newcomers, utilities, industries, and remote
communities, with remote hands-on training programs
in critical energy infrastructure and its cybersecurity
using advanced tools and technologies such as digital
twins and cloud applications. The Critical
Infrastructure Cybersecurity Laboratory (CICL) and its
associated Virtualized Experiential Learning Platform
(VELP) are currently undergoing enhancements with
the integration of the OT Companion, a new cloud-
based cybersecurity and asset management solution.
This upgrade is supported by additional funding from
the Future Skills Centre, aimed at tailoring the training
modules to meet the specific needs of diverse
audiences, including remote communities, utilities, and
industries.

The enhancements to the Virtualized Experiential
Learning Platform (VELP) not only support critical
skill development, but they also bolster the resilience
of Canada's power and energy grids. By supporting
research and development studies both currently and in
the future, VELP is playing a crucial role in advancing
the security and robustness of these essential systems.
This initiative underscores the commitment to
leveraging technology and education to improve
infrastructure security across the nation

10



Looking ahead, there are plans to expand
collaboration with other organizations and platforms
that share similar goals to broaden hands-on training
capabilities across Canada. Future developments for
VELP also include the addition of more digital twins for
specialized training areas such as EV charging
infrastructure  cybersecurity, Advanced Metering
Infrastructure (AMI) and smart metering, 10T, Virtual
Power Plant (VPP), and advanced studies on Resilient
Energy Systems. This expansion will enhance VELP's
ability to provide comprehensive and practical
cybersecurity training in critical energy sectors.
Further, VELP will be expanded to support larger inter-
provincial energy system interfaces and operation.
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Abstract—With the increase of cyber incidents
affecting critical infrastructure (Cl) operations,
such as the Colonial Pipeline ransomware incident,
the need to develop cyber security skills in the CI
workforce is high. However, because industrial
control systems (ICS) are Cyber-Physical System
(CPS) operating business critical infrastructure,
opportunity to develop hands-on experience is
limited, especially with regards to cyber attacks.

With the use of a virtualized cluster replicating a
SCADA network, we were able to provide an
environment where cyber attacks could be safely
run and operational impacts (the physical
component of the CPS) could be observed.

This paper describes how virtualized sandboxes
are used to emulate the cyber components and
simulate the physical components to ensure suitable
fidelity to show attack artefacts. The paper also
highlights the need to optimize virtual machines to
enable scaling to a classroom level. Finally, the
paper discusses how to leverage the shared hosting
to facilitate interactions with the trainees in a fully
remote setting.

Keywords—Cyber-physical Industrial

control systems, cyber security

systems,

INTRODUCTION

As industrial control systems (ICS) become more
and more automated, there is an increased convergence
between operational technology (OT) and information
technology (IT). This leads to increases in performance
and reliability during the course of normal operations as
real-time data and remote control can be used to
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optimize operations, respond to faults and perform
maintenance.

However, with this increased convergence, cyber
security risks were introduced into ICS. Examples such
as the ransomware attack on the Colonial Pipeline [1]
and some of the state-sponsored attacks against the
Ukrainian power grid [2] illustrate how these risks can
manifest. This means that cyber security expertise must
be developed in industry practitioners to be in line with
these new risks, particularly for operators of critical
infrastructure (CI).

One of the main cyber security skills that must be
train is the ability to perform early detection of cyber
attacks and respond to cyber incidents. Having this skill
helps to contain the damage and prevents the
degeneration of incidents into crises. Unfortunately,
because real cyber incidents are rare, it is difficult to get
hands-on experience with this skill. After all, you would
not want a power grid operator to infect their production
systems on purpose to practice incident response.

Because ICS networks are cyber-physical systems
(CPS), with the control components on the cyber side
and the industrial process on the physical side, they are
hard to reproduce in test or lab environments. As such,
ICS operators cannot just train on non-production
environments. Specialized training facilities including
cyber ranges such as the one at Idaho National
Laboratory [3] and the SANS Cyber City [4] are
typically used to provide this kind of training. This type
of cyber range is very effective for training in CPS
because trainees can observe the physical consequences
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of the cyber attacks. On the other hand, this approach
requires physical access to the cyber range and provides
limited scalability as the physical cyber ranges are
expensive to develop.

In a country like Canada, where critical
infrastructure is very geographically distributed, it is
inconvenient to require trainees to travel to a dedicated
facility, especially if the employee is performing an
operation critical role. This problem was exacerbated
by the COVID-19 pandemic. As such, as part of an
initiative to increase resilience of Canada’s energy
infrastructure by providing training, the government of
Canada decided to provide a session of remote hands-
on training on cyber incident response for supervisory
control and data acquisition (SCADA) networks, a
specific type of ICS commonly used in the energy
sector.

This paper presents an industrial experience report
on the development and delivery of this training. The
paper starts by providing the course outline and learning
objectives to clarify the development requirements.
Then, the training infrastructure’s design is discussed.
A brief overview of the remote experience and its
challenged is included afterwards. Finally, results of the
attendee survey and a conclusion are presented.

COURSE OUTLINE AND LEARNING OBJECTIVES

The course’s target audience was employees of
owner/operators of energy infrastructure as well as
contractors who serviced the sector. The attendees were
expected to have a working knowledge of IT and/or OT.
The attendees were assumed to have limited cyber
security knowledge as this was labelled an introductory
course.

The overarching goal of the course was to provide
lived hands-on experience with a cyber attack that could
have operational impacts. The focus is on the processes
needed to detect and respond to the attack. This was
done because the process can be applied generally,
while specific tools usually vary per company.
Furthermore, commercial grade tooling usually relies
on automating common tasks, which may make it more
difficult for trainees to understand what is going on. For

example, if a tool automatically generates alerts for
anomalous processes via a closed source algorithm,
learning the tool would not help a student understand
what kind of processes should and should not be
present.

The course was organised along one threat briefing
presentation and four hands-on sessions over the course
of three days. The threat briefing presented cases of real
cyber attacks in the electricity sector to both establish
the problem and highlight some commonalities. The
2015 attack on the Ukraine power grid is described in
more detail as it will serve as the basis for the attack
used in the hands-on session.

The first hands-on session had the attendees
configure their own SCADA system. There were three
goals to this session. First, it helped establish baseline
knowledge of operational technology and terminology
amongst the attendees. Most attendees where IT
professionals that had increasing OT responsibilities, or
OT professions with minimal understanding of the IT
components, due to IT-OT convergence. Second, it
provided the attendees with a way to familiarize
themselves with the tools and infrastructure that would
be used in the subsequent sessions. Third, it enabled the
attendees to observe the systems operating in a clean
state. This knowledge is critical to the detection tasks.

The second hands-on session had the attendees
perform a basic cyber attack chain on the SCADA
system they had built. This was to familiarize them with
the process an attacker follows to achieve a compromise
with an operational impact and to provide general
awareness of what modern cyber attacks look like. The
goal is also to cue in the attendees on the type of data
artefacts that are left by this kind of cyber attack. This
knowledge is also critical to the detection tasks.

The third hands-on session had the attendees follow a
detection engineering process to build network
detection rules that flagged attack artefacts without
flagging normal operational activity. This is done by
finding attack activity that sit outside of the constraints
of normal operations. In the first session, the attendees
had observed that the network traffic of OT networks
were heavily constrained by the configuration, leaving
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little room for attackers to move in an undetectable
manner.

The fourth hands-on session had the attendees
perform a host-based investigation following an
intelligence lifecycle-based approach. Attendees are
cued in to an attack from an initial detection. They must
then use that detection to extract artefacts and mine
them for information that will enable them to pivot to
additional data sources and/or to filter down telemetry
to a manageable subset in order to find relevant data
from the attack. At the same time, the attendees get
familiarized with the type of host-based artefacts that
are left by cyber attacks.

In order to achieve these course objectives, the
following are required:

o Ability to demonstrate the physical impact
of a cyber attack

e Ability to execute realistic cyber attack
chains

e High fidelity of normal
behaviour on the network level

OT system

e High fidelity of network attack artefacts

e High fidelity of host-based telemetry data
volumes

e High fidelity of host-based attack artefacts

For example, if the network traffic was unrealistic or
the network attack artefacts were not properly
replicated, the attendees may not be able to replicate the
detection engineering process in their own commercial
environment. Similarly, if not enough non-relevant data
is generated on the host, an attendee may bypass
filtering and not learn this crucial skill.

This set of requirements informed our choices for
the training infrastructure.

TRAINING INFRASTRUCTURE

As the instruction leans so heavily on the hands-on
component, it was important to have a robust training
infrastructure that fulfilled the requirements.

From the requirements, we can observe that the
cyber component of the CPS requires very high fidelity,
to ensure attack artefacts and normal baselining. On the
other hand, the physical component of the CPS does not
have the same fidelity requirements. The attendees need
to be able to observe that their attack had an impact, but
the exact physical values are not relevant.

As such, it is possible to use an approach similar to
the one described in the paper on isolated clusters for
SCADA network security research [5]. In particular,
using the combined emulation and simulation approach
enables us to achieve a high level of fidelity for the
cyber components while keeping a reasonable fidelity
on the physical component.

To emulate the environment, we used a hosted
VMware ESX server. This enabled us to create virtual
machines for all the cyber components we wanted to
emulate. Furthermore, by using a hosted ESX, it was
possible for us to be able to define virtual local area
networks (VLANS) representing different network
zones. The multi-zone setup was required to incorporate
the crucial step of pivoting (and tunneling) in the cyber
attack. This ability is unfortunately not available on
many public hosted clouds such as Azure or AWS.

In this ESX server, we created a number of virtual
machines and VLANSs that recreate a corporate IT
network, an OT network and a public network. These
VMs are grouped in a “sandbox” that represent an
individual unit that can be replicated. The exact
composition of each sandbox will be described later.

ESX also offers remote access to the sandboxes in a
secure manner. ESX allows user to connect to the server
via password-protected web form (secured via HTTPS).
It is possible to define role-based access control for
individual virtual machines. Therefore, it was possible
to create roles for the attendees that limited their access
to the machines they would interact with and thus
protect the attendees from altering the machines used in
each sandbox’s infrastructure. The users can obtain full
interactive access to the virtual machines via a web
console or a VM remote control (VMrc) console.
Because the VMs are hosted and the state is kept server-
side, this method of access has the benefit of allowing
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multiple people at different locations to see and interact
with the same machine.

When building the sandbox, there is again a
trade-off between fidelity and scalability. Normally,
corporate networks are very large and use a host of
technologies. Similarly, OT networks include a fair
diversity of items. However, the more machines are
emulated, the bigger the storage and memory footprint
of a sandbox. This means that it becomes more difficult
to replicate the sandbox to accommodate more students.

Going back to the model attack we wanted the
attendees to replicate (Ukraine 2015), the attack chain
started with a spear phishing email, followed by a
device compromise, lateral movement to compromise
the domain and finally tunneling to the OT system.
Once a pivot point was established to the OT system,
malware was deployed on controllers (PLCs) and
“ghost mouse” (full GUI remote control) of human
machine interface (HMI) machines was used to create
physical impact. Because the domain component
required the addition of a domain controller (and
multiple machines for the privilege escalation), we
decided to exclude this component. Also, since the PLC
exploitation component was too advanced for an
introductory course, this part was dropped as well.

In order to be able to replicate the critical parts of the
attack chain (except the ones that were cropped), we
built the following virtual machines:

e Attacker machine (Kali Linux)

e Firewall/router machine (pfSense)
o Infrastructure machine (mail, DNS)
machine

e Physical simulation

simulator)
e Master Terminal Unit (MTU)

e  Operator workstation (HMI, mail client)

(RTUs,

e Security Onion (network monitoring)

The attacker machine and the infrastructure machine
were located in the public network VLAN, the MTU,
the Security Onion and physical simulation machine
were located in the OT VLAN. The operator
workstation was dual homed (to illustrate a common

vulnerability) and had one network portin the IT VLAN
and one network port in the OT VLAN. The firewall
had one port in each VLAN to allow routing between
the networks. Figure 1 illustrates the network used for
each sandbox.

To minimize costs, open-source software was used
whenever possible. For the attacker machine, Kali
Linux and the Metasploit framework were used to
replicate the spear phishing malware implant payload.
For firewalling and routing, a pfSense distribution was
used. For infrastructure, Bind was used for DNS and
postfix for mail on an Ubuntu server. For network
security monitoring, Security Onion and Snort were
used. The physical simulation machine used python
scripts leveraging the modbus-tk library [6] to emulate
the RTU and another python script to act as the physical
system simulation program. These scripts were running
on a minimal Archlinux distribution to save on the
memory footprint. Furthermore, multiple network
interfaces were assigned to the machine to emulate the
presence of multiple remote terminal units (RTUs) and
create the semblance of scale without augmenting the
memory footprint. The master terminal unit machine
and the operator workstation machine were both
Windows machines for verisimilitude of attack
artefacts. However, additional software running on
these machines was open source. Notably, a version of
SCADA BR [7] open MTU program was used to
replicate the master terminal unit software and
database, as well as the historian software. The human
machine interface (HMI) software was a web
application provided by SCADA BR and accessed via a
web-browser from the operator workstation. The
SCADA protocol used was Modbus over TCP/IP as it
has been open-sourced. The network protocol was the
most impactful concession to costs as it is not a protocol
used commonly in production systems anymore and it
is used in a high fidelity context for detection
engineering. However, many of its core characteristics
(master/slave  architecture,  polling-bases  state
estimation, lack of authentication, etc.) are shared by
numerous commercial protocols today.
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In terms of the physical system simulation, because
the fidelity requirements were quite low, we opted for a
simple script that provided the preservation of energy
between the electricity generation sources and the
electricity consumption sinks. This had the benefit of
being able to generate enough measurements to
populate the small-scale SCADA network included in
the exercise, while keeping session development costs
low. It also provided easily understandable points of
actions for attendees who did not possess a good

understanding of power systems: by turning the
breaker(s) coming from the power generation lines off,
the power would go down in the power consumption
areas. Therefore, they could easily replicate the impact
achieved in the 2015 attack on the Ukrainian power
grid. A map of the electrical system is provided in
Figure 2.

From all these considerations, we managed to get
each sandbox to 18.25 GB of RAM and about 120 GB
of SSD storage. This means that we could run around 9
sandboxes on one rented server that cost us around
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Can$ 1000 per month (including the overhead for
running the VMs). When working with directed hands-
on labs, our experience indicates that the optimal
number of people per sandbox is two. One attendee can
use the instructions to follow along and direct. The
other attendee can perform the technical tasks. This
keeps both attendees engaged and communicating. It
also allows the attendees to bounce ideas off each other.
This is particularly true in cases where there is a wide
initial knowledge disparity within groups. As you add
individuals to the group, these individuals have no
ongoing tasks, which makes it harder for them to be
engaged. As such, our setup could comfortably
accommodate 18 attendees and could provide a
reasonable experience for up to 27 attendees.

REMOTE EXPERIENCE

While the infrastructure allowed the attendees to
perform the required tasks remotely, there were still a
few challenges for remote instruction.

The first challenge is one of attendee
communication and coordination. While the hosted
virtual machine shared a state between all the attendees,
they had to make sure they could follow what was going
on while someone else was working, be able to ask
guestions of their teammates and instructors, and
generally avoid stepping on each other’s toes while
working with the shared resources.

The solution we used for the purpose of this training
was to use Discord [8]. Discord is a communication tool
that allows for Discord allows for voice, video and text
chat in a multi-channel setting. This means we could
create channels for plenary discussions or group-wide
data diffusion, but also have the ability to create smaller
break-out rooms for individual groups. Discord is
“server”-based, meaning that a server is created for a
community and the data for that community is
persistent. This means that it is possible for users to
interact with Discord in an asynchronous manner, for
example posting a comment outside of the normal
training hours, so that it is read when convenient for the
recipient. Furthermore, this allows for easier archival of

conversations, which was a requirement by the
government sponsor.

Finally, Discord also has the ability to stream the
screen of one or multiple people in a channel.
Individuals see all the different streams available and
can select which one(s) they want to see. This removes
a layer of coordination from typical office meeting
applications where only one person can share screen at
a single time.

The main issue with Discord is that the platform was
initially developed with computer gaming in mind. As
such, it is blocked in many corporate organizations.
This created a challenge for multiple attendees who got
the connection instructions a few days before the start
date and either could not initially join or had to use a
personal device instead of their work computers.
Furthermore, while the screen streaming service allows
for smooth high-quality file sharing (often required to
be able to read on screen text), the bandwidth
requirements was too great for at least one attendee.

While coordination and communication between
attendees of the same group is fairly well managed,
communication and coordination with the trainer is
more challenging in a remote setting. For directed
hands-on session, in a live setting, it is possible for the
trainer to walk around and look at what attendees are
doing to ensure they are in-line with what they are
supposed to do. It is also possible for the trainer to listen
to communications between the attendees to get a heads
up when a group is struggling. This is generally not
possible in a remote setting. While the trainer can be
proactive to a certain degree by using either VMWare
or Discord stream to check on team progress, it is not
possible to anticipate problems through overhearing
conversations (unless the problem is being discussed in
the channel the trainer is in). As such, it is very
important to prime the attendees to ask questions early
and often. A number of cases where groups struggled
for too long before asking a question and not being able
to fully complete a session occurred.

Another major challenge of remote training is the
management of trainee attention. One of the advantages
on on-site training in relation to remote training is that
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there are less work-related distractions. So, it is easier
for the trainer to have somewhat of a monopoly on the
attendees’ attention (especially in facilities where
cellphones are not allowed). However, during remote
training, it is very easy for attendees to perform other
tasks on the side or be sidetracked by other priorities at
work. If the training was fully individualized, this
would not be that much of an issue. After all, if the
trainee wastes the time spent in training, they will have
to answer to their respective companies. However, it
becomes more problematic when teammates get
stranded without partners if group work is expected.

Based on the experience of this training, no good
solution was found for this issue. Proactive team
reshuffling, where stranded attendees were paired with
other stranded attendees and users with similar
behaviour patterns were paired with each other
alleviated the worst of the problem. However, some
groups consistently struggled to complete hands-on
sessions because of this issue. It should also be noted
that this was probably considered a benefit from some
of the attendee’s viewpoint. It is difficult for critical
personnel to take time completely away to attend
training. So, having the ability for partial participation
in a training activity is a massive improvement over no
possibility of training.

SURVEY RESULTS

Even with all the challenges from remote training,
the attendees appear to have enjoyed the training. A
survey was sent to the participants so they could rate
their experience and evaluate the impact of the
government program.

As a start, the session was greatly oversubscribed.
29 participants attempted to register, but participation
was capped at 19 participants, making the sessions
147% oversubscribed. This compares very favourably
to the participation of in-person sessions that were
offered before the pandemic. While it is not possible to
know if this is because of new actors cycling in and out
of industry (the previous in-person training having had
multiple successive classes, depressing turnout in later
ones), or because the ability to do the training remote

proved more compelling. However, anecdotally, there
appeared to be more attendance from British Columbia,
the province that is the most remote from the physical
training site.

Then, of the people that answered the survey, the
overall rating accorded to the session was 4.8/5, 94%
were likely to recommend the training to their
colleagues and 100% said they felt better prepared to
detect, respond and recover from cyber attacks. These
numbers show a great level of appreciation from the
attendees, even through the challenges of being remote.

Naturally, since the attendees self selected whether
to answer the survey or not, we should expect a
significant sampling bias in the results. As such, the fact
that a large number of net promoters decided to answer
the survey is not surprisingly. However, it should be
noted that people with strong negative opinions also
generally self-select to answer this kind of survey to
make their concerns heard. The fact that there does not
appear to be one is significant.

CONCLUSIONS

Based on the student’s appreciation of the course, it
appears that remote training is a viable option for
professional training of cyber incident response skills in
industrial control systems. This represents an
opportunity to address a skill gap that is growing with
the increased convergence between IT and OT because
remote training is inherently more scalable than in-
person training in a dedicated facility.

Some of the technical challenges of remote training
on CPS systems can be overcome by adopting a hybrid
emulation/simulation approach, where components
requiring a high level of fidelity to achieve the learning
objectives are emulated and the components that require
a low level of fidelity are simulated. This implies that
more thought needs to be put in the class design to
define requirements and build to purpose.

Another level of optimization can also be achieved
by replacing commercial tools with open-source
software and/or by combining multiple components on
a single virtual machine when the loss of fidelity will
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not hurt the learning objectives. This has the added
benefit of helping with the scalability of classes in
relation to hardware costs.

In addition to these technical challenges, there are
also communication and coordination challenges to
remote training. While some of them can be alleviated
using modern communication platforms and services,
others are more difficult to tackle. Notably, the
challenge of attendees getting pulled away by other
work tasks is greatly exacerbated in remote sessions.
This makes the work of the trainer more difficult, even
if this can be considered a benefit by some attendees
who cannot usually take time off work to attend full
days of training.

In that sense, we believe this experience with remote
training for cyber incident response has been positive
and could be replicated in the future. Furthermore, it
may serve as an inspiration for other hands-on training
in areas where there is little opportunity to get lived-in
experiences. For example, in cyber-physical training
courses where it is difficult for trainees to get their hand
on physical components.
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Short Review of Machine and Deep learning
Advancements in Wildfire Management

Aziz Al-Najjar, Marzieh Amini, James R Green, Felix Kwamena, Carleton University

Abstract—Recent wildfire seasons in Canada have
reached un precedented levels, burning millions of
hectares and threatening critical infrastructure. This
paper reviews the advancements in machine learning
(ML) and deep learning (DL) technologies for wildfire
management, emphasizing their transformative role
across pre-fire, active-fire, and post-fire stages. In pre-
fire management, ML and computer vision techniques
enhance fuel type classification, reducing fire hazards.
For active-fire management, DL models improve real-
time fire detection and mapping, enabling efficient
resource allocation and community protection. Post-
fire, ML and DL methods facilitate accurate burned area
and fire severity mapping, supporting -effective
recovery efforts. By integrating these technologies, the
paper highlights current capabilities and future
directions in wildfire management, aiming to bolster
infrastructure resilience and safeguard human lives.

I. INTRODUCTION

Canada’s recent wildfire seasons have been
extraordinarily severe, setting new records in terms of
area burned and intensity. In 2023 alone, wildfires
consumed over 17.3 million hectares, a significant
increase from the 10-year average of 2.2 million
hectares as shown in Fig. 1 [1]. This escalation is
attributed to prolonged drought conditions across
several regions including British Columbia, the
Prairies, the Northwest Territories, and northern
Ontario, fueling unprecedented fire activity [1]. The
impact on infrastructure has been consider able, with
numerous communities facing evacuation orders and
extensive property damage. The fires have not only
threatened the immediate safety of these areas but also
posed long term challenges to rebuilding and
reinforcing infrastructure resilience against future
wildfires. This situation highlights the critical need for
enhanced fire management strategies and infrastructure
planning to mitigate the growing threat posed by such
natural disasters in Canada and globally [2]

The escalating wildfire incidents in Canada not
only imperil vast stretches of land but also pose severe
threats to the robustness of critical infrastructure. As
observed in recent wildfire seasons, the interplay

between human activities and natural vegetation
contributes significantly to fire behavior. Notably, the
proximity of flammable vegetation and the expansion
of human settlements into fire-prone areas complicate
the dynamics of fire spread, necessitating advanced
approaches to infrastructure protection and disaster
response.

Enhancing infrastructure resilience  against
wildfires is paramount. It involves fortifying structures,
ensuring that utility networks can withstand fire
exposure, and implementing smart landscaping to
reduce fuel availability near critical assets. This
approach also demands adaptive management strategies
that utilize real-time data to optimize responses and
minimize potential damage to infrastructure, thereby
ensuring continuity in essential services during and
after wildfire events.

Transitioning into technological solutions, the role
of ma chine learning (ML) and computer vision
becomes crucial. These technologies  offer
transformative capabilities in detecting and analyzing
wildfires, enabling preemptive actions that could
mitigate the impact on infrastructure. ML algorithms
can analyze vast datasets from satellite imagery and
ground sensors to predict fire spread patterns and
potential impacts on specific infrastructures.
Meanwhile, computer vision techniques enhance
surveillance and monitoring systems, providing
detailed and accurate real-time visuals of fire-affected
areas. Such advanced technologies facilitate efficient
resource allocation, targeted firefighting efforts, and
strategic  evacuation plans, thereby bolstering
community resilience against the devastating effects of
wildfires.

The subsequent sections of this paper will begin by
dis- cussing previous work by the authors in identifying
vegetation encroachment areas on powerlines, which is
a critical aspect of wildfire prevention. Building on this
foundation, the paper will then focus on Fuel Type
Classification as a key component of pre-fire
management, emphasizing the role of ML and com
puter vision techniques in proactively managing
vegetation and reducing fire hazards. The discussion
will progress to the Fire Detection and Mapping in
Active Fire Management, where the paper will explore
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advanced models and technologies used to detect,
monitor, and respond to wildfires in real time. Finally,
the paper will address Burned Area and Fire Severity
Mapping in Post-Fire Management, highlighting the
use of ML and DL methods in assessing fire impacts
and guiding recovery efforts. Through a comprehensive
exploration of these technologies, the paper aims to
present a cohesive overview of current capabilities and
future directions in wildfire management, with a focus
on enhancing the resilience of critical infrastructure and
safeguarding human lives.

I1. IDENTIFYING VEGETATION
ENCROACHMENT AREAS ON POWERLINES

The paper titled “ldentifying Areas of High-Risk
Vegetation Encroachment on Electrical Powerlines
Using Mobile and Air borne Laser Scanned Point
Clouds” [3] focuses on developing a robust
methodology to detect vegetation encroachment on
powerlines, a critical factor in preventing power
outages and wildfires, particularly in complex urban
environments. This study addresses the unique
challenges posed by high-density urban settings, which
complicate the accurate classification of powerline and
vegetation points due to the presence of various urban
structures.

Annual Area Burned in Canada
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Fig. 1. Annual Area Burned in Canada [1]

The proposed methodology consists of a two-stage
approach to accurately and automatically detect
vegetation encroachment. In the first stage, the method
classifies the points in the point cloud into three
categories: vegetation, powerline, or background. This
classification leverages deep-learning models, with the
study comparing PointCNN and RandLANet,
ultimately selecting RandLA-Net due to its superior
performance in both mobile laser-scanned (MLS) and

airborne laser-scanned (ALS) datasets. The second
stage involves the novel point-based encroachment
detection (P-BED) algorithm, which precisely identifies
encroachment areas by analyzing the proximity
between vegetation and powerline voxels in the point
cloud. The P-BED algorithm utilizes techniques such as
map sectioning, voxel-based down sampling, and
proximity analysis to achieve highly accurate results.

The effectiveness of this two-stage methodology is
demonstrated through impressive performance metrics,
achieving F1- scores of 0.98, 0.96, and 0.94 for
classifying background, vegetation, and powerline
points, respectively, and achieving 100% precision and
96.0% recall for encroachment detection. Figure 2
illustrates the results for Walkley Road, Ottawa,
Ontario where the purple areas indicate severe
vegetation encroachment, and the pink areas show
minor encroachment. This visual representation
underscores the practical utility of the proposed method
in urban vegetation management and proactive
maintenance.

By integrating advanced Deep Learning (DL)
models and innovative detection algorithms, this work
offers a significant contribution to urban wildfire
prevention strategies, providing a scalable and precise
tool for managing vegetation encroachment on
powerlines. Future research directions may focus on
enhancing the model’s generalizability across diverse
datasets and optimizing real-time application
capabilities

I1l. PRE-FIRE MANAGEMENT: FUEL TYPE
MAPPING

Effective wildfire management begins long before
the first flames ignite. The behavior of wildfires is
influenced by a complex interplay of factors such as
weather conditions, topography, and particularly
vegetative fuel, which presents a significant
opportunity for forest management and ecological
restoration aimed at reducing fire hazards [22]. To
mitigate these risks proactively, several measures can
be employed. These include thinning trees to break up
continuous canopies and fuel ladders, conducting
prescribed burns to reduce fuel loads and restore the
ecological role of fire, and removing invasive, non-
native species that exacerbate fire risks [23].
Implementing these solutions well in advance of fire
events is crucial and requires the adoption of proactive,
data-driven strategies. This section introduces several
Al-enabled solutions for fuel monitoring, which

24



enhance the effectiveness and accuracy of pre-fire
management  measures.  These  technological
advancements facilitate the early implementation of
strategies, shifting from traditional labor-intensive
practices to more efficient, Al-driven approaches.

A. Fuel Type Mapping and Classification Systems

Accurate fuel type mapping is essential for
assessing wildfire risks and predicting fire behavior. By
understanding the specific vegetation characteristics
within an area, managers can effectively plan and
implement targeted strategies to reduce the likelihood
and impact of wildfires [24]. Various fuel type
classification systems have been developed worldwide,
including the Canadian Fire Behavior Prediction (FBP)
System [4] and the Northern Forest Fire Laboratory
(NFFL) system [5]. These models provide a framework
for categorizing vegetation types based on their fire
behavior characteristics, aiding in wildfire risk
assessment and management.

B. Limitations of Traditional Classification Systems

While traditional fuel type classification systems
have been instrumental in wildfire management, they
come with notable limitations. These systems are often
complex and expensive, with their structural variability
leading to site-specific applications that may not be
adaptable across different geographic regions [25].

Additionally, the dynamic nature of fuel types, which
can change over time due to environmental
disturbances, necessitates frequent updates to maintain
accuracy in fire risk management. This poses
significant challenges in cost-effective updating,
underscoring the need for Al-driven solutions that offer
greater adaptability and efficiency [26].

C. ML Techniques

Traditional pixel-based methods, such as neural
networks (NN), support vector machines (SVM), and
maximum likelihood classifiers, have been extensively
used for fuel type classification [7], [8], [27]. These
techniques treat each pixel independently, without
considering spatial interactions, often leading to a “salt
and pepper” effect in the classification results [8].
While widely adopted, these methods can produce
noisy outputs due to the lack of spatial context, resulting
in less accurate and sometimes misleading
classifications.

D. Object-Based Image Analysis

Object-Based Image Analysis (OBIA) offers an
alternative to pixel-based methods by integrating
textural, spatial, and spectral information into the
classification process through multi-scale image
segmentation. OBIA has been particularly
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Fig. 2. Encroachment areas of Walkley Road: Purple areas represent the areas where vegetation has severe encroachment, and
pink areas show minor encroachment. Note: the highlighted areas in the camera frames were manually highlighted for illustrating

effective in improving classification accuracy when
applied to very high-resolution (VHR) images for fuel
type mapping [28]. By incorporating multiple types of
information, OBIA significantly enhances the accuracy
of fuel type classification compared to traditional pixel-
based approaches. However, the complexity of OBIA,
including the need to select appropriate scales for image
segmentation and the correct features for classification,
makes it challenging and resource-intensive to
implement [29].

E. DL Architectures

Recent advancements in DL, especially in deep
convolutional neural networks (CNNs) and Vision
Transformers (ViT), have revolutionized fuel type
classification in remote sensing. CNN architectures
excel in feature extraction, making them highly
effective for mapping fuel types [15], [16]. These

purposes

advanced DL techniques address the inefficiencies and
time-consuming nature of conventional ML algorithms
by automatically generating meaningful representations
of complex data [17], [30], [31]. Furthermore, DL
approaches, such as spectral unmixing combined with
classification tasks, have been developed to efficiently
analyze the rich spectral and spatial information
contained in hyperspectral images [32] and LiDAR
data [28]. This integration enhances the performance
of fuel type classification by amplifying the training
set and simplifying the classification process.
However, despite their superior performance and
efficiency, DL models require large datasets to
prevent underfitting, which may not always be
available. Additionally, these models are
computationally intensive and data-hungry, posing
challenges in terms of resource requirements and
scalability.
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IV. ACTIVE-FIRE MANAGEMENT -
DETECTION AND MAPPING

FIRE

Once a wildfire ignites, it is crucial to implement
advanced methodologies for monitoring and
management, as the fire’s size and complexity can
escalate rapidly. Timely responses are essential to
contain fires while they are still small and manageable.
Traditionally, fire detection has relied heavily on
human observers using visual cues, either directly from
fire towers or through video feeds from towers, aircraft,
or ground-based cameras [6]. However, these methods
are constrained by several limitations, including
restricted spatial and temporal coverage, the potential
for human error, interference from smoke from other
fires, and dependency on daylight conditions.

To address these challenges, ML and DL-based
computer vision methods have emerged as powerful
tools. These technologies significantly extend
coverage, enhance detection efficiency in smoky
conditions, and eliminate the biases associated with
human observation [33], [34]. Automated systems in
this context typically involve the analysis of infrared
(IR) or optical images to detect heat signatures or
smoke, framing the detection problem as a
classification task ideally suited to ML approaches [35].

This section will explore common computer vision-
based methods for fire and smoke detection, as well as
techniques for wildfire monitoring, tracking, and
control. These advanced models play a pivotal role in
active-fire management, enabling more effective and

timely interventions.

TABLE |
COMPARISON OF TRADITIONAL METHODS, ML, AND DL IN WILDFIRE MANAGEMENT

Method

Pre-Fire Management: Fuel Type
Classification

Active-Fire Management: Fire
Detection and Mapping

Post-Fire Management: Burned
Area and Fire Severity Mapping

Traditional Methods

» Advantages: Established
models like the Canadian
FBP and NFFL systems are
well-validated and widely
adopted [4], [5].

* Disadvantages: Often lacks
spatial context, leading to
potential inaccuracies in fire
behavior predictions.

+ Advantages: Human observers
can provide immediate, real-time
detection with minimal
technology requirements.

* Disadvantages: Limited by
daylight, prone to human error,
and restricted spatial/temporal
coverage [6].

* Advantages: Simple, direct
methods for mapping burned
areas, such as GPS and aerial
surveys.

. Disadvantages: Labor-
intensive, time-consuming, and
often lacks precision.

ML-based methods

» Advantages: More accurate
classification by integrating
various data sources; handles
complex datasets [7], [8].

* Disadvantages: Can produce
noisy outputs due to

lack of spatial context; requires
substantial data preprocessing

(8].

* Advantages: Capable of
processing large datasets with
higher accuracy and faster
detection than traditional
methods [6], [9].

+ Disadvantages: Requires large,
high-quality labeled datasets;
performance can degrade with
poor data quality [10].

e Advantages: Effective for
predicting burned area and
assessing fire severity; handles
complex relationships well [11],
[12].
. Disadvantages:
Computationally intensive and
can struggle with parameter
tuning; may not generalize well
across different regions [13],
[14].

DL-based methods

» Advantages: Excels in feature
extraction and can automatically
learn from raw data, leading to
highly accurate classifications
[15], [16].

* Disadvantages: Data-intensive
and computationally demanding;
requires large datasets to avoid
underfitting [17].

* Advantages: Superior in
detecting and mapping fire and
smoke; can handle spatial and
temporal data with high accuracy
[18], [19].

* Disadvantages: Resourceheavy
and may require specialized
hardware; less effective with
small datasets [9].

» Advantages: Provides detailed
and accurate burned area and
severity maps; suitable for large-
scale, automated tasks [20], [21].
. Disadvantages: High
computational costs; struggles
with  generalization  across
different landscapes without
diverse training data [20].
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A. ML-Based techniques

ML based fire detection models employ a variety of
algorithms to analyze data from sensors, images, and
other sources to detect the presence of wildfires. These
models include techniques such as Artificial Neural
Networks (ANNS) [6], [10], [35], [36], Support Vector
Machines (SVMs) [9], Tree based methods [37]-[39],
Bayesian Networks (BN) [40], Adaptive Neuro-Fuzzy
Inference Systems (ANFIS) [41], and K-Nearest
Neighbors (KNN) [38]. ANNs are commonly used for
processing infrared (IR) imagery combined with visual
data and meteorological inputs, as demonstrated by [6],
who have developed systems capable of detecting
wildfires by analyzing multiple attributes like flame,
heat, light, and radiation. SVMs are also popular for
analyzing video frames to automatically detect
wildfires [9], while Genetic algorithms have been
applied for optimizing LiDAR-based fire detection
systems [42].

The main advantage of ML-based fire detection
models is their ability to process and analyze large
datasets from multiple sources, providing more
accurate and timely detection compared to traditional
methods. They can handle complex relationships
between variables and offer flexibility in integrating
different types of data, making them suitable for diverse
wildfire scenarios. However, these models also have
some limitations. They often require significant
amounts of high quality labeled data for training, which
may not always be available [10]. Additionally, the
effectiveness of these models can be influenced by the
quality of the input data, and they may struggle with
generalizing to new, unseen conditions. Despite these
challenges, ML-based methods remain a powerful tool
in the early detection and management of wildfires,
providing a solid foundation for more advanced DL
approaches.

B. DL-Based Techniques

DL models, CNNs, have become essential in fire
detection and mapping, exhibiting superior capability in
feature extraction from spatial images. These models
are utilized extensively in tasks such as fire and smoke
detection, mapping, and predictive analysis. Unlike
traditional ML methods, CNNs excel at learning
complex patterns from raw data, adeptly handling the
spatial variability typical in fire scenarios.

Specific applications include training on terrestrial-
based images to detect fire and smoke. For instance,
[18] and [34] showed that incorporating time-dependent
information significantly enhances detection accuracy.
[43] used a three dimensional approach to segment
smoke in video images. Another breakthrough involved
integrating CNNs with Long Short-Term Memory
(LSTM) networks to improve sequence 5 image
analysis, as demonstrated by [19], who achieved a
97.8% accuracy rate.

For UAV and satellite imagery analysis,
comparisons of SVM, ANN, and CNN models [9]
revealed that 15-layer architecture outperformed others,
achieving 98% accuracy. CNNs have also proven
effective in large-scale fire management using satellite
data, with the YOLO ”You Only Look Once” model
noted for its speed and accuracy over region based
methods, emphasizing the efficiency of certain DL
architectures in time-sensitive applications [44].

Recent advancements include vision transformers
like TransUNet and TransFire, which excel at
extracting detailed features from aerial images and
address challenges such as background complexity and
small fire areas [45], [46]. These models have achieved
Fl-scores of 99.9% and 99.82%, respectively,
surpassing many traditional architectures.

The main advantage of DL methods, including those
using CNNs and transformers, lies in their robust
feature-learning capabilities from extensive datasets,
ensuring high accuracy even under complex conditions.
They process data from diverse sources, capturing both
spatial and temporal dimensions. However, the
resource-intensive nature of these models, requiring
substantial computational power and large labeled
datasets, poses challenges. Additionally, their
performance may struggle in new environments without
diverse training data.

V. POST-FIRE MANAGEMENT - DAMAGE
ASSESSMENT AND RECOVERY MONITORING

In the aftermath of wildfires, a critical step is the
prompt and effective assessment of the damage to
understand both the economic and ecological impacts.
This assessment is essential for informed recovery
planning and for mitigating future risks. Historically,
methods such as ground surveys, aerial GPS, and air-
photo interpretation were employed to map burned
areas and evaluate burn severity [47]. However, with
the advent of advanced technologies, these traditional
techniques have been significantly improved. In this
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section, we discuss the advancements by ML that have
enhanced postfire management. These ML-driven
approaches offer increased accuracy and efficiency in
mapping burned areas and assessing burn severity,
providing vital insights for the restoration and
management of fire-affected landscapes.

A. Burned-Areas and Fire Sevirity Mapping

ML and DL methods have been extensively utilized
for mapping burned areas and assessing fire severity
following wildfires, offering significant advancements
over traditional approaches. Early studies in ML-based
burned area mapping employed techniques such as
ANN:Ss, logistic regression (LR), SVM, and KNN to map
burn scars and assess fire severity using satellite
imagery. For example, [13] utilized ANNs for burn-scar
mapping and fire detection, while [14] compared LR
with ANN for mapping using Landsat images,
achieving high accuracy ( 97%). SVM has been
particularly successful in this domain, outperforming
other ML methods like KNN, as demonstrated in
studies by [48], [49]. Additionally, studies such as those
by [11] and [12] have employed ML methods like RF,
DT, and SVM to predict the final area burned and fire
severity, highlighting the effectiveness of these models
in handling complex wildfire data. However, these ML
methods often face challenges related to parameter
tuning, computational demands, and limitations in
handling large, multivariate datasets.

On the other hand, DL methods have emerged as
powerful tools for burned area detection and fire
severity mapping, particularly in scenarios involving
large and complex datasets. DL architectures, such as
CNNs and semantic segmentation networks like U-Net
[50], Fast-SCNN, and DeepLabv3+ [51], have shown
remarkable capabilities in automatically capturing
object features at multiple scales and providing
detailed, accurate, and bias-free burned area maps [52].
Recent studies have demonstrated the superiority of DL
models over traditional ML approaches, particularly in
cases involving compact burned scars and
heterogeneous landscapes. For instance, [20] applied a
deep neural network (DNN) for wildfire classification
across Alaska using MODIS variables, achieving better
accuracy compared to traditional = methods.
Additionally, DL models have been successfully
applied to cross-sensor multispectral data from
Sentinel-2 and Landsat-8, offering high accuracy in
different local climate zones [53]. While DL models

excel in capturing spatial details and contextual
information, they require large datasets and significant
computational resources, making them more suitable
for large-scale, automated mapping tasks. Overall, DL
methods represent a significant advancement in burned
area and fire severity mapping, enabling precise and
efficient post-fire assessments that are critical for
understanding the ecological and economic impacts of
wildfires.

VI. CONCLUSION

This paper reviews significant advancements in
machine learning (ML) and deep learning (DL)
technologies across the stages of wildfire management.
As shown in Table I, ML and DL have surpassed
traditional methods, offering enhanced accuracy and
faster response times in pre-fire fuel type classification,
active-fire detection, and post-fire damage assessment.

In pre-fire management, ML improves classification
accuracy by integrating diverse data sources, while DL
excels in feature extraction. Active-fire management
benefits from DL models like CNNs and vision
transformers, which provide rapid and accurate fire
detection. In the post-fire phase, these technologies
enable detailed assessments of fire severity and burned
areas, significantly improving over traditional survey
methods.

Future efforts should focus on increasing the
adaptability of these models to different environments,
reducing computational costs, and integrating real-time
data to enhance responsiveness. By advancing ML and
DL capabilities, this research supports more effective
wildfire management and contributes to the resilience
of infrastructure and communities against future fire
threats.
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May 2024 solar storm Observed by Health Canada’s
environmental radiation monitoring detectors

Tamara R. Koletic

ABSTRACT

On May 10", 2024, Health Canada’s Fixed Point
Surveillance (FPS) network detected a Forbush
decrease event, evidence of the occurrence of a strong
solar storm. Correcting the cosmic count rates for
pressure and temperature effects, the rescaled counts
follow the same trend observed in global muon and
neutron detections. Additionally, the onset and
maximum disturbance time of the event match those
measured by collocated geomagnetic observatories.
This study demonstrates that the FPS network can be
used for real-time space weather monitoring.

INTRODUCTION

Health Canada’s Fixed-Point Surveillance (FPS)
network is a nation wide system of detectors developed
to monitor both anthropogenic and natural radiation
sources. The network consists of over eighty detectors,
spanning from Resolute, NT in the north to Southern
Ontario. As a part of a network upgrade, a fleet of five
RS252d detectors were installed at the Natural Research
Council of Canada (NRCan) near Anderson Road,
Ottawa, in July 2023. The RS252d are sodium iodine
spectrometers manufactured by Radiation Solutions
Incorporate (RSI). The purpose of deploying the five
detectors was to test a new gain stabilization algorithm.
Due to the detectors’ close proximity, the combined
signal of the fleet offers a better cosmic ray response
with improved statistical uncertainty.

This report analyzes the response of these detectors
to the strong solar flare activity and coronal mass
ejections (CME) during May 7-14, 2024. CMEs are
highly energetic particles/plasma and magnetic fields
ejected from the sun during solar activity. Though cloud
cover in Ottawa prevented residents from witnessing
the brilliant display of aurora, the Anderson fleet

captured the characteristic Forbush decrease caused by
the solar storm. The decrease feature is a result of the
suppression of incident galactic cosmic rays by the
magnetic field of the charged CME. The lack of cosmic
rays shows up as a rapid decrease in the particle counts
recorded by ground level detectors. The timings of this
event detected by the FPS network match muon and
neutron results available from international public
databases.

ANDERSON ROAD EXPERIMENTAL SITE

The Anderson Road detector fleet is a group of five
detectors (6029, 6031, 6037, 6038, and 6041) located in
the back compound of one of NRCan’s buildings in
Ottawa, ON. These detectors return nearly identical
results due to their proximity to each other (figure 1).
The thallium doped sodium iodide (Nal(Tl)) detectors
consist of an RS252d spectrometer produced by RSI
and a temperature sensor. RS252d measures terrestrial
radiation in 1023 channels from 0-3 MeV, with one
cosmic channel for counts above 3 MeV. Each detector
is programed with one of three different gain
configuration methods; fixed gain, spectral-based
stabilization, and temperature-controlled gain. Gain
shifts caused by environmental factors, primarily
ambient temperature, generate drifts in the gamma-ray
spectrum (Bu et al., 2018). The purpose of the fleet is to
analyze the three configuration methods and keep the
dose bias from gain drift lower than 10%. RS252d
records multiple parameters including total Air Kerma
rate, the Air Kerma rates of Xe-135, Xe-133, and Ar-
41, gain, temperature, and cosmic count rate.
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Figure 1: Anderson fleet in back compound of the
NRCan building. (credit: Colin Vant)

MAY SOLAR STORM

Solar activities, including CMEs, solar flares, and
solar energetic particles, can disrupt the geomagnetic
and ionospheric conditions and potentially alter
background radiation levels. This affects ground-based
communications, infrastructure, and navigation
networks and may pose a biological hazard to
astronauts and aircraft personnel (Liu et al., 2023).

The May solar storm started with the release of two
strong solar flares on May 7. Over the course of the
next few days, NASA detected many more solar flares
and seven CMEs (NASA and Interrante (Ed.), 2024).
From May 7" to 11" eight of these flares were
catalogued as X-class with the strongest during this
period classified as an X5.8 on May 10", shown in
figure 2 (NASA and Interrante (Ed.), 2024). On May
14" this same solar region released an X8.7 flare, the
most powerful flare recorded during this solar cycle
(NASA and Interrante (Ed.), 2024). We are currently at
the peak of solar cycle 25, the onset of which began in
2019 (Dobrijevic , 2022). The CMEs reached Earth on
May 10" causing a G5 level geomagnetic storm,
resulting in powerful aurorae visible around the world
and the lowest-latitude aurora sightings recorded in the
past five centuries (NASA and Interrante (Ed.), 2024).
The aurorae were captured by professional and amateur
photographers alike, as depicted in the two images in
figure 3, one taken in southwest British Colombia by

NASA/ Mara Johnson-Groh (left) and the other by
Gunjan Sinha near Saskatoon (right) (Hansen, 2024).

Figure 2: Solar flare captured by NASA. Image
description: (Top) X5.8 solar flare captured by
NASA’s Solar Dynamics Observatory on May 10, 2024
at 9:23 pm. (Bottom) X1.7 solar flare peaking at 10:09
p.m. EDT on May 13, 2024. These images depict a
subset of extreme UV light that illustrate the extremely
hot material in the flares. (NASA’s Goddard Space
Flight Center, 2024).
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Figure 3: Examples of aurora captured on May 10,
2024. Image description: A coronal aurora taken in
southwest British Columbia by NASA/Mara Johnson-
Groh (top) (NASA and Interrante (Ed.), 2024) and an
aurora captured by Gunjan Sinha near Saskatoon
(bottom) on May 11, 2024 (Hansen, 2024).

DATA ANALYSIS

The average cosmic counts from four of the
Anderson detectors were averaged from May 1% to June
3", encompassing the entire duration of the solar event.
Data from the fixed gain detector was removed from the
average because it does not correctly respond to counts
above 3 MeV. The cosmic counts for the four detectors
were pressure and temperature corrected using hourly
Environment Canada weather data from the Ottawa
International Airport station. The method for pressure
correction in this analysis was used in the early Forbush
decrease studies in 2023 (Liu et al., 2023), initially from
(Malandraki and Crosby, 2018).

The relationship between the atmospheric pressure
and the recorded counts is expressed as:

n= noeﬁ(p—po)

Where f is the barometric coefficient found from the
slope of the linear regression of the cosmic count
variation and pressure variation. The variables n, and
po are the corrected cosmic count and reference
pressure, respectively. In this analysis, the coefficient 8
was estimated as -2.34 + 0.001 %/kPa. In the 2023
Forbush decrease study, the coefficient was calculated
at -2.58 = 0.001 %/kPa. The temperature corrections
were calculated using the same method, replacing the
pressure values with temperature and the raw cosmic
count with the pressure corrected results.

Hourly pressure- and efficiency-corrected neutron
data was downloaded from the Neutron Monitor
Database (nmdb.eu/nest/) from the NAIN station, the
closest neutron station to Ottawa located in Nain, NL.
Vertical muon data was taken from the 1-hour Yakutsk
station (07 m w.e. telescope), located in Yakutsk,
Russia from the ysn Cosmic Ray Database (IKFIA SB
RAS "Cosmic Ray Database" (ysn.ru)). Ottawa hourly
geomagnetic indices were downloaded from Natural
Resources Canada and Kp indices were provided by
NRCan. In future studies, geomagnetic data can be
downloaded from the International Real-time Magnetic
Observatory ~ Network  (INTERMAGNET) at
https://intermagnet.org/. The neutron, muon, and the
data from the detectors at the Anderson Road site were
scaled using the respective mean count values from
April 7th to 14th, a week before the solar event.

RESULTS AND DISCUSSION

EVIDENCE OF THE MAY EVENT CAPTURED BY
VARIOUS MEASUREMENTS

The temporal profile of the Anderson Road
detector’s response to the May solar storm is shown in
figure 4. The rapid decrease, reaching a minimum on
May 10, 2024, at 23:00 UTC, is evidence of the Forbush
decrease caused by this event. NRCan recorded the
onset time of the geomagnetic field disturbance at 18:00
UTC on May 10", matching the onset time of the
Forbush decrease observed with the Anderson Road
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detectors. The maximum geomagnetic and Kp indices
were found to align with the Forbush decrease
minimum at this time. The Kp index has a slightly
shifted onset time. This could be explained by the way
this index is calculated; it is the averaged magnetic field
variation around the world in 3 hr resolution. Also, the
Anderson Road site cosmic counts match the trends of
the neutron and muon data as depicted in this figure.
However, the amplitude of the lowest dip in the cosmic
count is about 50% less than that of the neutron results,
indicating that the FPS network works more similarly
to a muon detector than a neutron detector. These
relative amplitude levels are consistent with the
findings of Liu et al., 2023.
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Figure 4: NRCan magnetic disturbance and Kp index
plotted alongside Anderson, muon, and neutron data

TEMPERATURE CORRECTION

It has long been known that meteorological
conditions such as atmospheric pressure and
temperature have a large impact on the cosmic ray flux
observed at a location (De Mendonga et al., 2016). In
this work, the meteorological data measured from the
Ottawa International Airport (INTLA) weather station
were used to correct these effects on the Anderson Road
detector measurements.

Additionally, each Anderson Road detector is
outfitted with an Advanced Digital Spectrometer
Temperature (ADST) sensor inside the electronic box.
These temperatures are on average 7 °C higher than the
INTLA data, which could be due to sealing effects and
electronic heating inside the box. Further analysis
revealed the phase of the ADST data was slightly

shifted by +2 hours compared to the Ottawa airport
temperatures.

In studying the temperature effects on cosmic ray
flux, it is acknowledged that the ground level
temperature variation is only a way to represent the
change in temperature conditions in the upper
atmosphere where cosmic muons are typically
generated. Bearing this in mind, a few tests have been
conducted by using different temperature datasets to
correct the cosmic ray data in the Anderson Road
detectors. The figure 5-top shows FPS Anderson counts
corrected for pressure and temperature effects using the
airport data, while the right uses airport pressure data
and ADST temperature data from detector 6041. The
comparison suggests a smoother or more precise trend
from the ADST corrected counts. Here the difference
between using the temperature from station 6041 verus
an average of 4 stations is negligible.
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Figure 5: ADST and non-shifted corrected Anderson
cosmic counts
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Figure 6-top shows the phase similarity between
ADST data and 2-hr shifted INTLA temperature data,
whereas the right shows the corrected Anderson count
profile using the shifted temperatures. In this profile,
the daily oscillations were smeared to certain extent
when compared to non-shifted results in figure 5-top,
but they did not reach the smooth level found in figure
5-bottom.
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Figure 6: Anderson corrected counts using phase
shifted Ottawa airport temperature data.

DAILY CYCLES

After the Forbush decrease dip, the oscillations in
the corrected cosmic counts only include the higher
(short-term) frequency, with the lower (long-term)
frequency oscillations appearing prior to the dip onset.
An analysis of the Anderson Road detector data over a
longer period shows this trend more clearly. Figure 7
shows pressure-only corrected cosmic counts from
April 1st to June 3rd, featuring the high and low
frequencies.
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The graphs in figure 8 show the Fourier transform of
the Anderson pressure and temperature corrected data
before and during the event. The Fourier transform from
April 1% to May 10" picks up both frequencies, the high
frequency spike at 0.0421 and the low spike around
0.00570 which correspond to periods of 23.75 hours (~1
day) and 7.31 days (~ 1 week) respectively. However,
the low frequency is missing during the event (figure 8-
bottom) which matches the trend observed in figure 7.

The cause of the high frequency (i.e., daily
oscillations) is not fully understood, neither the
corresponding corrections on them. A check of other
FPS stations around Health Canada show these
oscillations, though to a lesser extent. One possibility is
that the high frequency is caused by incoming cosmic
rays in the high energy domain which are less
susceptible to geomagnetic and environmental
variation. In this event, the shielding effect of the
magnetic solar wind largely blocks the low energy
cosmic rays, leaving the surviving ones dominated by
high energy cosmic rays. Furthermore, the Earth’s
rotation may also play a role in the daily variation.
Another possibility is the high frequency originates
from high-energy terrestrial sources.

An investigation into the Anderson Road detector
data prior to the May solar event and May 2023 data
from a different Ottawa detector also show this high
frequency, making this explanation more likely. The
cycle could be caused by the diurnal fluctuation of
radon emissions whose progeny can produce gamma-
rays above 3 MeV (EL-Hussein, 2001). Another reason
could be thermal neutrons, the levels of which are
affected at ground level by environmental conditions
and have been observed to fluctuate diurnally (Stenkin,
2021). Further investigation into the cause of the cycle
is ongoing.

As of May 31, 2024, high solar activity is ongoing
in the same region that released the powerful flares
(Sutherland, 2024). Consequently, the muon, neutron,
and cosmic counts have not recovered to levels prior to
the event onset.

CONCLUSION

During the May solar storm, a large Forbush
decrease event was detected by the RS252d detectors
located at the NRCan facility on Anderson Road,
Ottawa. The rescaled cosmic radiation counts/s in the
FPS network follow the same trends found in other
radiation (i.e., muon and neutron) monitoring systems.
More importantly, the FPS responses match the onset
and maximum disturbance times of the collocated
NRCan’s geomagnetic temporal profiles. This case
study is another example showing that Health Canada’s
FPS network can be used for real-time space weather
monitoring. Its data offers a different and
complementary perspective on space weather events
than NRCan’s magnetic data, but with a comparable
response profile.
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Resilience in Leadership:

Personal and Organizational Requirements and Effects
of Building Resiliency

Valerie A.R. Keyes, CD, MA, MSL

Experience shows that resilience in leadership plays
a major role in the attainment of personal, professional
and organisational goals as well as being an essential
part of leadership responsibility and accountability.
The factors of resilience can combine to be a powerful
force for success for individuals, teams, organisations
and ultimately communities.  However, without
personal resilience, organisations cannot support
resilient infrastructure, as it rapidly becomes irrelevant
to the attainment of goals and ambitions if the people
factor is not regarded first. This paper examines the
fundamental factors that build resilience at all levels of
an organisation, from the individual to the leader, and
thence to the whole organisation. It concludes with
steps that will assist leaders to become more resilient,
thereby building better and stronger organisations that
can withstand challenges and adversities.

What do we mean by ‘resilience’, and why is it so
important? Resilience may be defined as the continued
pursuit of goals despite the adversity and challenges
that individuals face on a daily basis, regardless as to

! There are obviously many definitions of resilience. My
preferred one produced here is that of Daniel Goleman

and Warren Bennis whose decades long research into
leadership requirements and sustainability is widely
accepted and respected. See particularly Warren Bennis,
James O’Toole, and Daniel Goleman. Transparency: How
Leaders Create a Culture of Candor. Jossey Bass, 2008.

2 See, for example, Anne McKee, Richard Boyatzis, and
Frances Johnston. Becoming a Resonant Leader: Develop
Your Emotional Intelligence, Renew Your Relationships,
Sustain Your Effectiveness. Boston: Harvard Business

whether they are serving as team leaders or team
members, and equally regardless as to whether they are
faced with the inevitability of adversity that exists in
everyone’s personal lives and professional careers.!

Some experts refer to ‘resonant’ leaders and
organisations,> while other authors emphasise the
compassionate or human aspects of leadership that
enable organisations to function effectively®. That said,
what it all comes down to is that leaders at all levels
have to develop — and display — the softer or more
human skills that are included in the concept of
Emotional Intelligence. The first point to understand is
that superior cognitive abilities don’t necessarily
contribute to the creation of resilient organisations, but
must be tempered by the addition of the skills that
support and encourage employees without losing sight
of the corporate, team or individual goals.* The
overwhelming information overload, with which we
must all cope these days, can easily result in cognitive
stagnation,  stress and  frustration,  seriously
undermining the whole ethos and attempts of the

Review Press, 2008. The research and education
undertaken leadership in recent years by the Teleos Institute
under Dr Frances Johnston’s expands on the concept of
resonant leadership.

3 Rasmus Hougaard and Jacqueline Carter. Compassionate
Leadership: How to Do Hard Things in a Human Way.
Boston, Mass.: Harvard Business Review Press, 2022.

4 Daniel Goleman. What Makes a Leader?” Harvard
Business Review. January 2004. pp. 4-12; and Goleman,
Emotional Intelligence: Why It Can Matter More than 1Q.
New York: Bantam Books, 1995. pp.117-20.



organisation and its members to make rational
decisions.®

Clearly, it is equally important for organisations to
be resilient and to display this resilience, given the
adversities that industries and businesses currently face,
such as cyberattacks, physical terrorist threats, supply
chain disruptions, and so on. Organisations must be
sustainable and be able to show results both internally
and externally. However, without building resilient
organisations, no leaders, managers or employees can
hope to develop, mature, or create success or value for
all concerned.

Resilience must therefore be built into our
individual, corporate and collective mindsets in order to
enable us to react swiftly to challenges; absorb the
stresses these challenges can cause without losing sight
of our goals; and recover or reinvent ourselves and our
organisations following any sort of a blow or injury.
This is particularly important when we see the rapidly
changing workplaces, methodologies of work and
therefore interpersonal communications and the
creation of more remote or distant work relationships,
including where staffs rarely see their immediate
superiors, let alone the organisational leaders at the
highest levels.®

PERSONAL RESILIENCE

As a first step, we need to understand the factors that
build resilience in individuals as well as organisations.
On a personal level, these can include:’

Emotional regulation — The ability to maintain an
even keel in the face of even the most threatening

5 Daniel J. Levitin. The Organized Mind: Thinking Straight
in the Age of Information Overload. Toronto: Allen Lane,
2024. p.7.

6 Karen Reivich and Andrew Shatte. The Resilience
Factor: 7 Keys to Finding Your Inner Strength and
Overcoming Life’s Hurdles. New York: Three Rivers
Press, 2002. pp.295ff.

" Much of the information presented here comes from my
Brookings Executive Education notes from 2012 to 2015,
prepared largely by instructors from the Olin School of
Business of Washington University in St Louis in
preparation for the Master Science in Leadership granted by

circumstances is difficult but essential in being able to
carry assigned tasks and roles to successful conclusions.

Impulse control — The calculated reduction of
spontaneous decision-making or actions to enable the
attainment of long-term goals can be a challenge,
particularly for individuals who do not understand
organisational or even team goals, and who rush to
decisions that lack complete information and may
ultimately undermine the work of subordinates and
eventually will prevent successful outcomes.

Causal analysis — Being able to determine both
personal and corporate paths to the benefit of both will
develop individuals to gain a greater understanding of
the whys and wherefores of a particular task. Such
situational awareness assists an individual in being a
more well-rounded and therefore more resilient person.

Empathy — Being cognizant of the impact that
decisions (and actions) can have on individuals as well
as the organisation without being dragged into personal
issues is critical for every employee and leader at every
level of the organisation. Empathy is very different
from sympathy where emotions tend to cloud the ability
of an individual, whether as a leader or team member,
to overcome personal issues. Developing sound
emotional intelligence must therefore be an essential
goal of every aspiring leader.®

Self-efficacy — How to see beyond one’s personal
circumstances to influence the ultimate successful
outcomes of an initiative should be based on empathy
for fellow employees as well as an understanding of

Olin from 2014 to 2020. Each one of the courses taken for
the MSL required the writing of a research paper based on
the course material and personal experiences in the
candidate’s professional and sometimes personal life. In
preparing this article, | used many of my 18 essays and my
thesis as background material.

8 A good deal of literature exists on importance of emotional
intelligence. A good summary may be found in Andrew
Campbell, Jo Whitehead and Sydney Finkelstein. “Why
Good Leaders Make Bad Decisions”. In On_Emotional
Intelligence. HBR’s 10 Must Reads Series. Boston,
Mass.: Harvard Business Review Press, 2015.



how all personnel contribute to attaining an assigned
goal.

Realistic optimism — Early successes may either lead
to more successes or a sense of complacency, and it is
important to know the difference.  Without that
understanding, an individual may feel left out,
inadequate, or simply not part of a team, any of which
will immediately undermine both personal and team
resilience.

Reaching out — Realising that one can’t do it alone
or simply stand alone in any complex working
environment and understanding highlights the
importance of networking and partnering for success.®

In summary, what resilience means is that as
individuals we can —and must — manage ourselves, well
before we can consider ourselves as leaders.’® Not
having that ability will hinder us as we try to become
resilient leaders, no matter how hard we try or how
many courses we take. Well-inspired individual
resilience, supported by the leadership chain, can be a
very powerful tool in the effort to achieve results in any
organisational setting. Similarly, resilience is directly
related to perseverance, in that an individual may
respond more effectively to any challenge by
understanding why something is being done rather than
simply carrying out a task.

Figure 1 depicts one interpretation of the
relationship between resilience and perseverance, based
on the fundamental aspect of the leadership mindset
which seeks growth of oneself, one’s team and the
organisation as a whole. This concept is based on the
idea that leadership and development are all about
growth — expanding mindsets, achieving goals, and

® Dr Jackson Nickerson. Building Networks and
Partnerships. Brookings Executive Education, 2013.

10 Daniel Goldman. Resilience for the Rest of Us. Harvard
Business Review. 2011.

11 Biljana Cvetanovski, Eric Hazan, Jesko Perrey, and
Dennis Spillecke. “Are you a Growth Leader? The Seven
Beliefs that Growth Leaders Share”. McKinsey & Co
report. September 2013.

generally improving the lot of the team, the organisation
and even a wider population.** It also relates to the
ability of individuals and teams to take risks, by leaders
giving team members permission to fail (as well as
empowering them to be heard) This is accomplished by
allowing them the opportunity to make informed
decisions within a safe, experimental learning
environment in which pertinent information is readily
available and shared.

Resilience —» Perseverance
over adversity

Growth Mindset —»

L Risk Taking J

Figure 1%

RESILIENT LEADERSHIP QUALITIES

Similar qualities come to the fore in defining
resilient leadership as may be seen for personal or
individual resilience. These qualities include:

Integrity — Being honest and transparent in all our
efforts, often in the face of considerable attacks on our
individual and collective morality, will build leadership
resilience. Equally true, being constantly challenged on
personal principles will render a leader powerless to
achieve the goals set by senior management, if that
leader feels their principles are being undermined for
unclear or even nefarious reasons.

Mentoring — Both a manner of succession planning
but, more importantly, a method of introducing a sense
of reality whilst not discouraging advancement and
personal growth in subordinates and team members, is
a key leadership responsibility in building resilience.

2Duyckworth, Angela. Grit: The Power of Passion and
Perseverance. Toronto: HarperCollins, 2016. pp.192ff. |
have adapted Duckworth’s outline to demonstrate the
importance of resilience to highlight the importance of risk
and risk taking. I have used her wording in general but have
expanded the concept to suggest the relationship between
personal circumstances and those of the organisation as a
whole. Perseverance is a quality often lacking in both
leaders and organisations, unfortunately.
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Realising the need to rely on trusted staff will increase
a leader’s resilience by producing a responsive and
responsible team that can withstand challenges. Again,
such mentoring can empower employees who feel they
can take supported risks.

Values and Ethics — Having clearly defined values is
essential for any leader, as is the requirement to realise
that compromising one’s values and principles is of no
help to anyone. Without doubt, any sense of resiliency
must be built on a foundation of strong values and ethics
which are both clearly defined and espoused each and
every day."

Connection — Helping teams and team members
remain connected to the goals which have been set and
thereby achieve the results that are expected of the team
is one way of ensuring team resilience. Team successes
will always create a sense of which lends to recognition
of accomplishments and achievements by individuals,
regardless of the personal feelings of the leader.

Results — While obtaining results is always critical,
how those results are achieved is equally important and
must be taken into consideration, based on the abilities
and talents of the team being tasked as well as the
constraints and limitations that are imposed by senior
management or leadership.’* One key factor in looking
at results is that the resilient leader will know when to
set aside personal concerns to deal with more important
challenges that affect more than just him/herself. One
obvious outcome of a situation where the leader fails to
find the balance between his/her personal requirements
and the needs and goals of the team is the development
of an immediate sense of disillusionment on the part of
the team who feel unsupported, and possibly to blame

13 Harry M. Jansen Kraemer, jr. From Values to Action:
The Four Principles of Values-Based Leadership. San
Francisco: Jossey-Bass, 2011. pp. 153-54. See also Susan
Liautaud with Lisa Sweetingham. The Power of Ethics:
How to Make Good Choices in a Complicated World. New
York: Simon & Schuster, 2021. pp. 203-5. Resilience in
an ethical sense, including the context of ethical decision-
making, is particularly difficult — and important — in the
recovery from a failure of leadership, management or any
corporate crisis.

for any unfortunate outcomes. This situation must be
avoided at all costs.

ORGANISATIONAL RESILIENCE

Organisations are built up of individuals and teams
of individuals, and therefore every member of an
organisation must be able to contribute to its growth,
development and sustainability and to see themselves in
the results achieved. In order to build a resilient
organisation, whether one is looking at a whole
corporation or an individual team, several steps are
required which must be open and transparent to all
members of the organisation.

Firstly, the senior leadership of the organisation
must define the values and ethics at the corporate and
individual levels, to enable the support their
subordinates. They must reflect these values and ethics
in all their dealings, both internally to the organisation
and externally in relationships with partners. Research
has demonstrated that the five most important values for
corporations and individuals are: Responsibility, Truth,
Fairness, Compassion and Self-respect.’®> While the
exact words may differ from one organisation to
another, the sense of all the values is reflected in the
creation of healthy and resilient organisations. If
corporate values are not clearly communicated to staffs,
and upheld in all actions, the organisation will not
support the goals and tasks assigned to them.

Secondly, a resilient organisation is one where the
communications are open and transparent to the greatest
extent possible. This stance includes the
communicating of goals, timelines and other aspects
leading to successful outcomes of taskings, in order to
ensure that staffs are aware not only of what they are

14 One method of determining the state of any team is to
conduct a ‘team audit’. The best guideline I have used in
my career is the one developed by Dr Frances Johnston at
the Teleos Institute which | used to great benefit in trying to
fix a damaged and vulnerable organisation. For more
information, see https://teleosleaders.com.

15 See, for example, Rushworth M. Kidder. Moral Courage.
New York: HarperCollins, 2005. pp.46-55.
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doing but also why. Figure 2 depicts one example of
how values contribute to the overall organisational
goals by clearly defining the relationships between
leaders, team members and even clients or stakeholders,
and by showing the interdependencies in
communications and transparency, based on an
understanding of the organisation’s needs.®

Such communications also means that employees
must feel able to push back, to challenge unrealistic
expectations or goals, and to know that they will not be
punished for so doing. An organisation that supports
strong communications including open and frank
discussions will prove to be more resilient in the long
run than one that is unnecessarily authoritarian in
nature. ‘Speaking truth to power’ is not something that
every organisation encourages; in many respects its
acceptance simply reflects the level of tolerance of risk
in the organisation.’

1 Caring Presence

“Be here now”

2 Caring Courage
4 Caring Transparency

“Courage over comfort”

“Clarity is kindness”

3 Caring candor

“Direct is faster

Figure 2 Leadership Communications Effects

Thirdly, a resilient organisation, which is of course
made of individuals and teams, must be responsive to

16 Adapted from Hougaard and Carter, Compassionate
Leadership, p.124.

17 Risk taking is an essential attribute of leadership, but only
when it is well considered and applied in appropriate
circumstances. That said, many organisations are risk
adverse for political, policy or economic reasons, often to
the detriment of their staffs. A proper balance must
therefore be found to suit all occasions. See Ron S. Dembo.
Risk Thinking...in an uncertain world. Bloomington, IN:
Archway publications. 2021.

the needs of the employees. These needs must be
recognised at the highest levels, and that recognition
must be communicated to staffs in clear and understood
ways. Even more importantly, leaders must
demonstrate that they have the best interests of their
employees at heart, and not merely pay lip service to a
list of values, ethics and resource requirements.

BUILDING THE RESILIENT INDIVIDUAL, TEAM AND
ORGANISATION

The primary question is whether resilience can be
learned or is it something with which individuals are
born.  Neuroscientists have recently studied the
existence of a ‘resilience gene’, which enables people
with the gene to weather traumatic personal or
professional events better than those without it.*® While
the evidence is limited at the present time, there are
certainly indications that resilience can equate to the
ability to respond in times of trouble. One aspect of this
research has focused on the relationship between
‘trauma’ and ‘resilience’, searching in part for linkages
between traumatic events that happened earlier in life
and how different individuals respond to a variety of
stresses. Clearly an individual who has a built-in sense
of resilience is less likely to suffer long-term from the
effects of a traumatic event, and is usually more likely
to recover more quickly than someone who lacks the
basic resiliency.*

That said, it is indeed possible for most individuals,
leaders and organisations to become more resilient and
therefore able to grow and prosper, but, as we have
seen, to do so requires deliberate attention being

18 Julian Barling. The Science of Leadership: Lessons from
Research for Organization Leaders.  Oxford: Oxford
University Press, 2014. p.142. See also Ryan M, Ryznar R.
The Molecular Basis of Resilience: A Narrative Review.
Front Psychiatry. May 6, 2022; 13:856998.

9The relationship of trauma to PTSD is also key. See, for
example, the research being conducted by the Crisis Trauma
and Research Institute at CTRI Training | Crisis And
Trauma Resource Institute (ctrinstitute.com)
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applied.?® In some cases, resilience simply develops
with anyone, at any level in an organisation, by focusing
on positive aspects of a situation rather than on the
negative ones. This in turn creates a more focussed
organisation that can withstand challenges.?! It also
allows for more personal growth within an organisation.

Similarly, learning the skills of reflection can also
increase resilience, by reviewing both successes and
challenges and putting them in context. It is a truism of
leadership and organisational studies that one can learn
many more lessons from adversities than from
following simple paths to success. Organisations which
offer a safe space for experimentation are far more
likely to achieve advances than those that punish
failures.?? Allowing employees to try to find solutions
to what might seem to be intractable situations will not
only encourage teamwork, will empower them within
the organisation. By extension, empowered employees
are more likely to be resilient to threats of one sort or
another than those who are afraid to speak out.

For leaders of teams and organisations, being
resilient means knowing when to put one’s needs before
those of the project. In the current employment context,
employers must be mindful of the physical and
technological resources including adequate workspaces
that the employees need, but, more importantly, they
need to be aware and therefore realistic about the mental
health of staffs. Current generational changes have
brought this aspect of leadership more to the fore than
has previously been the case. The first step is hence to
ensure that organisations have programmes in place to
develop resilience: appropriate time off for health and

20 Of course, it is also true that some individuals will never
be resilient to any type of change, difficulty, challenges etc.
These people must nevertheless by supported to a greater or
lesser degree, but a leader may at some point have to make
decisions concerning that employee’s value or suitability for
a particular role, and may have to take action accordingly.
21 Kathleen M Sutcliffe, and Timothy J. Vogus.
“Organizing for Resilience”. In Kim S. Cameron, Jane E.
Dutton and Robert E. Quinn, eds. Positive Organizational
Scholarship: Foundations of a New Discipline. San
Fransisco: Berrett-Koehler Publishers, 2003. pp. 95-97.

vacation; encouraging employees to participate in
physical activities; and encourage employees to work
together and celebrate together, when appropriate. In
post-pandemic times, when staffs are used to more
remote work or work from home rather than spending
time in the office, leaders have to be aware of the
‘zoomed out’ effects of work on-line, as well as the
challenges of managing and leading people who are not
in the office.?

Secondly, organisations can support leaders at all
levels by encouraging them to look after themselves as
well their teams. All too often, leaders face burnout
which reduces their effectiveness within the
organisation. In that case, organisations might lose
good leaders, harming overall corporate success and
growth. Leaders have the tendency, particularly at
lower levels, to take on too much in order to in the eyes
of senior management and leadership. This can be the
case at the onset of projects, when leaders use the
‘iceberg’ model of systems thinking: attempting to do
too much in the initial stages of a project raises
expectations and can contribute to creating
misunderstandings and misinterpretations, whilst
diminishing their personal (physical) resilience.?*

This aspect of resilience, which focuses on the
individual, is critical, as their resilience ultimately
affects the organisation as a whole, over and beyond the
individual. Employees and leaders need to know that
their organisation supports them, both within the team
environment and in a much broader sense. If they feel
they are being ignored, or even undermined by the chain
of command, the effects on resilience will be immediate

22 Dr Marcus Baer. Inspiring Creativity in Organizations.
Brookings Executive Education. 2024.

2 Frances Johnston, Zoomed Out & Exhausted: Taking a
Closer Look at our New Reality. Teleos Institute, March
29, 2021. Zoomed Out & Exhausted: Taking a Closer
Look at our New Reality - Teleos Leadership Institute

24 The concept of ‘Iceberg’ thinking and the concomitant
systems approach is well developed, and usually applies to
endeavours that require in-depth research in the approach to
complex situations, but initially at least the emphasis is on
only what is visible and therefore of interest to senior
leadership and management who want quick solutions.
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and harsh. As part of the resilience journey, employees
and leaders need to understand that corporate leadership
display their sense of integrity, their leadership
principles, and the values for which they stand, even in
the face what might ultimately be unsolvable
challenges. Leaders also need to understand the
limitations of their team so as to manage expectations.
Equally important, employees must be able maintain
faith in the values and principles of their leadership
chain, whilst knowing that their abilities are respected
and encouraged. For without either or both of these
beliefs, individuals will not be able to maintain a
personal sense of resiliency and balance and, by
extension, will not be able to lead teams through
challenging circumstances. Similarly, keeping things in
perspective, either with an increased sense of
detachment or even simply with a good sense of
humour, will contribute to a more resilient leadership
style.

Being more aware of individuals’ needs will
somewhat temper a leader’s drive for change and will
in some cases actually slowed down its pace. It also
reinforces the need to celebrate even small successes,
and the need to share a greater part of leadership
responsibilities without abrogating any leadership
accountabilities. Empowering staff is a key milestone
for the team — and for the leader — as employees receive
increased responsibility and personal accountability,
whilst ensuring that the leader retains overall
organisational accountability for the successful delivery
of goods and services.  Recognising individual
achievements is an essential factor in sustaining and
empowering teams, so that team members know that
what the leader does is not ‘about me’ but that they are
the important elements in building success.

2 Dr Frances Johnston. Creating High Performance Teams.
Brookings Executive Education, 2015.

2 Hill, Fiona. There is Nothing For You Here: Finding
Opportunity in the Twenty-First Century. Boston: Mariner
Books, 2021. pp65, 82 and elsewhere. Hill left her
impoverished roots in the Northeast of England and through
hard work and taking advantage of opportunities presented
to her - most of which were unexpected or came from

One way in which resilient leaders can develop
resilient employees is by developing what Dr Fiona Hill
as described as the ‘infrastructure of opportunities’.?® If
employees see that their leaders want to encourage them
to grow, they will respond in kind. It is therefore
important for the leadership at all levels to demonstrate
that opportunities for growth exist, whether through
education or training, on-job-training, special
assignments, etc.?” Such encouragement will contribute
to developing more resilient and responsive employees.

Finally, all leaders must find time for reflection on
the effectiveness as well as the appropriateness of their
leadership style. By taking any available opportunity
for reflection on both the positive and negative aspects
of the position and the tasks at hand, the leader can
accept any errors made personally or by the team, and
therefore be able both to move beyond them and avoid
them in the future, and to take advantage of the positives
that have resulted. In so doing, a leader can adapt his
or her leadership style, including leading by example
through balancing hard work and needs of the team.
Developing an ability to step back and re-assess is a key
factor in the continuing development of any leadership
style. Similarly, an understanding of the need to accept
the limitations of an organisation will also be of help.

Taking the time for reflection will result in the
creation of resilient employees, leaders and ultimately
organisations. One clear realisation will show that,
while a leader may contribute to the fulfilment of
overall organisational responsibilities, it is not up to
them to solve all the problems on their own. The sense
of having to be ‘all things to all people’ cannot
contribute to the resiliency of a leader; it may in fact
have the opposite effect.

unexpected sources - to become a highly respected Russian
expert. She served as one of the first women at the
Brookings Institution, as well as as the leading Russia
expert in the Trump White House’s National Security
Council. She is currently a senior advisor the newly elected
British Prime Minister, Sir Keir Starmer.

27 Dr Lee Konczak. Leaders Growing Leaders. Brookings
Executive Education. 2013.



These lessons are exactly what leaders must transmit
to their ‘mentees’ as who together face challenging
times in our rapidly changing and financially
constrained workplaces. Leading by example through
practicing the steps of resiliency will be the most
valuable skill a leader can transmit to the next
generation.
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Red Sea Cable Damage Reveals Soft Underbelly of
Global Economy

Cybersecurity Advisory February 07, 2024 PRC State-
Sponsored Actors Compromise and Maintain Persistent
Access to U.S. Critical Infrastructure America’s Cyber
Defence Agency PRC State-Sponsored Actors
Compromise and Maintain Persistent Access to U.S.
Critical Infrastructure | CISA

Master Plant Development Agreement Amazon,
Google follow Microsoft with commitments to
support deployment of nuclear energy: Recognizing
the challenges with securing the power needed to
support their expanding data storage and computing
needs and meet their climate commitments, Google and
Amazon followed Microsoft in striking agreements
with utilities and nuclear energy companies to ensure
access to zero-emission electricity options in the future:

New nuclear clean energy agreement with
Kairos Power Google signs advanced nuclear clean
energy agreement with Kairos Power

Amazon and Energy Northwest announce
plans to develop advanced nuclear technology in
Washington Amazon and Energy Northwest
announce plans to develop advanced nuclear
technology in Washington

Amazon Invests in X-energy to Support
Advanced Small Modular Nuclear Reactors and
Expand Carbon-Free Power Amazon Invests in X-
energy to Support Advanced Small Modular
Nuclear Reactors and Expand Carbon-Free Power

— X-enerqgy

U S DOE announces new $1.05B loan for EV
chargers , DOE’s Loan Programs Office announced a
conditional commitment of up to $1.05B to EVgo to
expend its public charging infrastructure. This is
expected to support the deployment of approximately
7,500 fast chargers in 1,100 charging stations across the
U.S. over the next five years, including in California,
Illinois, Michigan, New Jersey and New York, with a
focus on disadvantaged communities.

LPO Announces Conditional Commitment to EVVgo
to Deploy Nationwide EV Fast Charging Network |
Department of Energy

LPO Announces Conditional Commitment to EVVgo
to Deploy Nationwide EV Fast Charging Network |
Department of Energy

The United States of America and Peru Sign
Memorandum of Understanding to Strengthen
Cooperation on Critical Minerals The United States
of America _and Peru_Sign Memorandum _of
Understanding _to _Strengthen Cooperation __on
Critical Minerals - United States Department of
State

The Conference Board of Canada Skills and
Productivity: Which Skills Shortages Are Impacting
Canadian Productivity?—August 2024 Skills and
Productivity: Which Skills Shortages Are Impacting
Canadian _Productivity?—August 2024 - The
Conference Board of Canada

Adam Vanzella Yang, Daniel Akira Stadnicki, Who
Is Using Generative Al in Higher Education? The
Conference

Dan Carpenter, evolving landscape of artificial
intelligence. Technology The Conference Board of
May 28, 2024
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Upcoming Events

2024-2025

EVENT

DATE / LINK

Training Courses

Schedules and Training Partner Dates Posted

https://carleton.ca/irrg/training/

2024 Knowledge - Café Workshop

Space is limited and registration is first come first
served. Hope to see you there!

Thursday, November 21,2014, 8:30 — 4:30

Metcalfe Hotel, Edward Room, 123 Metcalfe St.

Ottawa, ON K1P 5L9

Program (pdf): 2024 K-C WORKSHOP
PRELIMINARY PROGRAM

Register now for the 2024 Knowledge Cafe
and Workshop at

www.savoiesecurityassociates.ca.

https://carleton.ca/irrg/?p=2452

IRRG Dean'’s Lecture

The Dean’s Annual Lecture Series - Infrastructure
Security and Resilience: Economic Security,
Resilience.

In Abeyance

https://carleton.ca/irrg/cu-events/2020-

deans-lecture/
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Check out IRRG’s Website for:

Upcoming events

Professional Training /
Development Courses

Latest Issue of Online
Journal
Infrastructure Resilience
Risk Reporter (IR?)

https://carleton.cafirrg/events/

__[!1;} https://carleton.ca/irrg/training
‘Q"

A

e o https://carleton.cafirrg/journal/
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