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This Issue

The sixth issue of IR® shows that infrastructure resilience
requires not only a knowledge of possible threats, but the
tools available to aid in resilience.

Gaétan Houle urges power utilities to expand their resilience
beyond the critical infrastructure protection (CIP) standards
mandatorily required by the North American Electric
Reliability Corporation (NERC). In addition to security
threats targeted by the CIP standards, utilities face challenges
imposed by a shortage of talent, largely due to an aging
workforce; an increase in the sophistication, magnitude, and
frequency of cyber attacks; aging infrastructure which must
compete with increasing demands; and a demand for new
technologies in response to, for example, the Internet of
Things. Houle stresses that increased resilience requires a
strong security culture.

In the article Innovation in Security, Ross Johnson describes
his experience with cybersecurity in Israel. Johnson
acknowledges the Internet as the latest great innovation, but
points out that the opportunities provided by this technology
are balanced by the wulnerabilities imposed by it

Recognizing the potential of the internet, as well as its
inherent downfalls, has led to the development, now need,
for cybersecurity. Israel understands both the advantage and
threat imposed by the Internet and has become a leading
nation in cybersecurity.

Wildfires pose a potential risk to nearby infrastructure, and
resilience requires accurate knowledge of the location of
vulnerable areas. Lynn Johnston describes the development
of maps indicating the location of the interfaces where
human-built structures are at risk. These maps are a valuable
tool for improving community, industrial, and infrastructure
resilience.

Doug Powell closes Issue 6 by introducing social media as
an effective tool for countering social activism.
Technological advancement has led to the development of
social media as a means of supporting social activism and
protest. Social media and web-based monitoring has
therefore become necessary to define the risks associated
with such activism to adequately mitigate potential impacts.
Industry can, in turn, use social media as a tool to engage
with protest groups and leaders, openly and publicly, as a
means of countering potential risk.

Next Issue:

Issue 7 will focus on cybersecurity. We invite authors to
contribute articles relating to their experience in the field of
infrastructure resilience. Draft articles of 2500-4000 words
are requested by March 02, 2018. You may not have much
time or experience in writing ‘academic’ articles, but IR%’s
editorial board can provide guidance and help. Your
experience is valuable and IR® provides an ideal environment
for sharing it.
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Abstract

The Critical Infrastructure Protection (CIP) standards
developed by the North American Electric Reliability
Corporation (NERC) are mandatory requirements for
power utilities that generate, transport or distribute more
than 300MW of electrical power. With increasing and ever-
changing security threats, the rapid evolution of technology
and new business drivers, regulators are struggling to keep
the standards up to date. Some updates can take up to two
years to be formally approved, with an additional
18 months granted to power utilities to implement the
corresponding compliance measures. The world of cyber-
security changes at a much faster pace and could leave
NERC CIP compliant power utilities exposed. While the
CIP standards establish a good baseline for the industry,
power utilities must go beyond mandatory requirements and
base their security program on a series of best industry
practices and a strong corporate security culture if they
wish to minimize their security risk exposure.

I. NERcCIpP

NERC is the electric reliability organization for
North America [1], whose fundamental mission is to
ensure the reliability and security of the bulk power
system in  North  America. Among other
responsibilities, they develop and enforce the
application of the CIP standards. Subject to the
oversight by the Federal Energy Regulatory
Commission in the USA and the Department of
Natural Resources in Canada, NERC’s area of
responsibility includes the continental United States,
Canada, and the northern portion of Baja California,
Mexico.

The NERC CIP standards are a set of mandatory
requirements designed to secure the infrastructure
supporting North America's bulk electric system.
While the CIP standards have varied over the years,

the basic requirements have remained the same:
identify critical cyber assets, then implement
electronic and physical procedures to protect them.

The CIP standards establish a baseline for the
North American power system's security and apply to
entities that "materially impact" the reliability of the
bulk power system.

For over 10 years, the electric industry has been
subject to mandatory compliance to the NERC CIP
standards. Entities can be subject to penalties of up to
$1,000,000 per day per violation for violating the
NERC CIP standards [2].

II. THE PERFECT STORM

The power utility industry in North America is
heading toward a “perfect storm”, with many
demographic, technological and security trends deeply
affecting the way it will need to operate in the future.

Shortage of Talent

In accordance with a recent survey published by
the Center for Energy Workforce Development [3], the
power utility industry still employs a high number of
workers who could leave at any time. In fact, as
depicted in Figure 1, it is estimated that 62% of the
power utility workforce will retire in North America
over the next five years.

If we narrow this talent shortage to cybersecurity
personnel, the ISACA, a non-profit information
security advocacy group, reports that there will be a
global shortage of two million cybersecurity
professionals by 2019. Every year in the U.S., 40,000
information security analyst jobs go unfilled [4].
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Increasing Cyber Threats

In accordance with the US Department of Energy’s
Quadrennial Energy Review, cyber threats to the
electricity system are increasing in sophistication,
magnitude, and frequency [5]. Although cyber attacks
occur with greater frequency and intensity around the
world, many either go unreported or are under-
reported, thus creating a false sense of security. We
are no longer talking about the teenagers working from
their bedroom in their parents’ home; the main threats
are now state-sponsored hackers, who attempt to
infiltrate the critical infrastructures for geopolitical
reasons. During his testimony before Congress in
2017, the US Director of National Intelligence, James
Clapper, confirmed that more than 30 countries are
developing offensive cyber attack capabilities [6].

As a prime example, on 23 December 2015, skilled
Russian hackers successfully brought down a control
center in Ukraine, leaving 225,000 customers without
power for up to 6 hours [7]. This marked the first time
that a cyber attack was successfully used against a
nation’s power grid. Investigations revealed that the
attack had been planned over many months, first by
obtaining system administrator credentials through a
phishing attack, then by launching a synchronized
assault using malware developed specially to target the
technology specific to the power utility industry

(dubbed CrashOverride). Among other things, the
malware can manipulate the settings on electric power
control systems by scanning for critical components
that operate and open circuit breakers. It continues to
keep them open even if a grid operator tries to close
them, to create a sustained power outage. The
malware, which is undetectable by conventional
antivirus, also has a “wiper” component that erases the
software on the computer systems that control the
circuit breakers, forcing the grid operator to revert to
manual operations, which means physically going to a
substation to restore power.

Furthermore, in 2017 Symantec uncovered
Dragonfly, a cyber espionage group that has been in
operation since at least 2011, whose purpose is to
perpetrate attacks, with the potential for sabotage,
against the energy sector in Europe and North America

[8].

Nowadays, this is the type of sophisticated threat
that power utilities must be prepared to fend off.

II1. A FAST-CHANGING WORLD

Historically, utilities have been able to invest
heavily in generation and delivery infrastructure
because a steady growth in demand maintained
affordable prices for customers and generated
reasonable returns. However, changing consumer

4



habits, combined with conservation efforts and
alternative power sources have eroded demand growth
from about 7% annually (1949 to 1973) to about 2.5%
(1974 to 2013). The projected growth from now until
2040 is less than 1% [9].

This level of growth is not sufficient to maintain
the current system without raising rates. Yet, tighter
emission regulations, greater security threats, and the
aging transmission and distribution system require
more than maintenance; they need expensive upgrades
and replacements. Raising rates is not always
attractive, as both utilities and their regulators are
charged with keeping rates affordable, and higher rates
increase the competitiveness of alternatives to utility-
provided power, such as micro grids [10]. The
industry must then look beyond its traditional cost-of-
service model and look for operating efficiencies.
Technology, particularly Internet of Things (loT)
applications, offers a wide range of possibilities for
how electric utilities can reduce their operating costs.

The Internet of Things

IoT technology is now accelerating the
digitalization of the power grid as it is seen as an
effective tool to reduce the damage and impact of
natural disasters to transmission lines, improve the
reliability of power transmission, and reduce economic
loss. However, many loT devices are wireless,
meaning they are more subject to intrusions than
wireline sensors. In fact, many loT devices being
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introduced into smart grid environments were not
developed with security in mind and could be subject
to various types of attacks, namely:

= |dentity spoofing

= Eavesdropping

= Data tampering

= Password cracking

= Malicious code infection
= Denial of service

Do you remember the shortage of cybersecurity
professionals  discussed  earlier?  Cybersecurity
professionals now need to develop expertise on how to
secure loT devices, or protect against them should
they become compromised and used by hackers to
attack the infrastructure. For example, over the past
couple of years, hackers have infected security
cameras with malware that allowed them to saturate
computer networks with large video streams. Given
the afore-mentioned shortage of professionals,
developing security expertise of 10T devices is
particularly challenging

Bi-directional Flow of Power and Information

As depicted in Figure 2, the grid is evolving from a
one-way system where power flows from centralized
generation stations to consumers, to a platform that
can manage decentralized consumption and production
systems so that power and information can flow as
needed in multiple directions.
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At the heart of these advances are technologies like
sensors and big data analytics, which together form
interconnected systems capable of quickly analyzing
large amounts of data. This new capability promises
power utilities the ability to provide a more reliable
and customized service to consumers at a lower
operating cost.

For the consumer, this new technology is great.
For the Chief Security Officer (CSO) at the power
utility, the smart grid has exponentially increased the
number of entry points and devices to protect.

Unlike the world of Information Technology (IT)
where Microsoft and UNIX are the dominant
operating systems, so far there is no standard operating
system for 10T, which means that CSOs are struggling
to standardize security procedures such as access
control, patch management, antivirus, etc. across all
these new devices.

Smart Meters

The smart grid initiative aims at transforming
today’s public power grid into a flexible and
intelligent energy entity. New technology will provide
detailed monitoring of the grid status and energy
consumption behavior of connected customers to
implement control mechanisms, flexible billing
processes, and more cost effective services. However,
these advantages do not come without costs; the
increasing integration of advanced metering
infrastructure  (AMI)  with  information  and
communication technology leads to new security and
privacy challenges.

According to the industry, the firmware running in
smart meters will have to be upgraded regularly during
its normal lifespan, which could be up to 15-20 years.
Designing a security system that will be effective over
such a long period of time is a complex task. Among
others, the management of cryptographic keys over the
entire life cycle of the meters is of particular concern
for security practitioners. What happens if the key
used to sign firmware upgrades is compromised?

Manufacturers need to balance between time-to-
market and the reliability of their product, which is
why software often needs to be patched after it has

been released. The mechanism used to perform such
upgrades could also be used to update meter
configurations to support modifications to tariff plans,
alarm and alert, network functionality, communication
features, and much more. A scenario where a field
technician physically plugs in his laptop to install new
firmware in each of the millions of smart meters is
simply not a cost-effective option. Accordingly, an
over-the-air upgrade, where smart meters can be
programmed with new firmware remotely, is the
approach elected by power utilities. However, this
much wanted feature does come with its share of
potential security risks. If proper security measures
are not taken, attackers could patch a meter with their
own malicious firmware. The utility could probably
manage a localized compromise of a single meter.
However, if the attack can be propagated to a larger
install base, it could lead to serious problems.

Ontario’s Long Term Energy Plan [11] promises to
leverage all sorts of smart meter related technologies,
all of which, if not secured properly, could cause
havoc to the electric grid. Here are smart grid
initiatives currently being deployed:

= Smart grid technology platform connected to a
network of large-scale commercial and
industrial electricity users to automatically
increase or decrease electricity consumption in
response to moment-by-moment changes in the
electricity needs of the grid.

» Programmable communicating thermostats for
commercial  properties,  which  provide
automated energy conservation through demand
response programs.

» Mobile applications and devices, such as smart
thermostats that make it easier for consumers to
monitor and manage their home energy use and
costs.

Resilience Through Inter-Connectivity

The North American ice storm of 1998 caused
massive damage to trees and electrical infrastructure,
leading to widespread long-term power outages in the
northeastern regions of the USA and Canada, and
particularly the Montreal area. Millions were left in

6



the dark for periods varying from days to several
weeks, and in some instances, months [12]. More
recently, Puerto Rico was hit by hurricanes Irma and
Maria, leaving 3.5 million people without power.
Global climate change is forcing power utilities to be
more resilient and have access to alternate sources of
power during situations of natural disasters where
main power distribution lines are damaged.

There are close to 3,000 power utilities operating in
Canada and the USA, ranging from large provincial or
state utilities to small municipal entities. To provide a
resilient service to their customers, neighboring grids,
as well as numerous utilities integrated through
acquisitions, need to be interconnected. If not
properly secured, this level of interconnectivity could
be leveraged by intruders to cause massive blackouts.
For the CSO of a power utility, this interconnectivity
represents another potential source of security
challenges. This is especially true since power utilities
producing less than 300 MW are not mandated to
comply with NERC CIP security standards.

IV. IMPACT ON SECURITY

The need for electric grids to be interconnected, as
well as the deployment of new technologies, has a
profound impact on power utilities’ security programs.

IT and OT Convergence

Operational Technology (OT) consists of devices
such as Programmable Logic Controllers (PLC),
Distributed Control Systems (DCS), Supervisory
Control and Data Acquisition (SCADA) systems,
Safety Instrumented Systems (SIS), etc., that monitor
sensors, pressure meters, thermometers, electric power
meters, etc., and control physical equipment such as
valves, pumps, power breakers, etc. Old industrial
control systems were primarily designed with safety
and reliability in mind, not necessarily security.
Accordingly, old PLCs often have passwords hard-
coded in the firmware of the devices.

Historically, however, IT and OT systems have
been kept separate, the later operating over serial
communications protocols, using proprietary systems,
which are difficult to scale across multiple

technologies and providers. In order to reduce
development and support costs and decrease time-to-
market, OT equipment vendors have integrated many
IT-derived developments, such as an Internet Protocol
(IP) network interface and software that requires
periodic updates. This new approach means that OT
systems may need to be upgraded or patched to
address security flaws, and be protected against
malware infiltration. Operators will need to be
connected to a local area network, and be integrated
with a central identity and access management system
to perform such updates. Gradually, the procedures
and technology used to support OT are becoming very
similar to those used to support IT systems.

Not surprisingly, the deployment of smart grid
technology is forcing a marriage between IT and OT
functions in an effort to concentrate the scarce
resources needed to support the infrastructure. That
being said, OT and IT come from very different
cultures and have significant hurdles to overcome in
pursuit of collaboration to achieve security and
interoperability without disrupting critical services. A
recent Gartner survey [13] found that organizations are
keen to integrate loT and IT technologies into OT
systems. However, most organizations do not yet have
the skills, expertise or time to drive the IT/OT
alignment requirements.

Increased Attack Surface Area for Hackers

One of the key principles in security is to reduce
the attack surface area that could be exploited by
hackers. Attack surface area is defined as the
reachable and exploitable vulnerabilities that a system
has. Attack surface areas are not limited to equipment,
they are also comprised of software (the larger the
number of lines of code, the higher the probability of a
security flaw) and people (the more people needed to
support complex infrastructures, the higher the
probability of human error).

Formerly, industrial control systems were isolated,
disconnected from the Internet or from corporate
networks, and were managed by a limited number of
operators. With all of the interconnected technology
being deployed by power utilities, maintaining a true
network isolation between the OT environment and
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the rest of the world is becoming untenable. In effect,
the attack surface area that can be exploited by hackers
is increasing considerably. The cyber attack against
the Ukrainian power grid in 2015 is a prime example
of what could happen.

Regulators are Struggling to Keep-Up

Given the rapidly increasing security threats and
emerging technology being deployed by power
utilities, the Federal Energy Regulation Commission
(FERC) is struggling to keep the NERC CIP standards
up to date. The development and approval of new
versions of the CIP standards generally take up to two
years to materialize. Once these standards are
approved, power utilities are then given a reasonable
period of time to comply with the new standards.
Typically [14]:

= Six months to evaluate and purchase automated
data collection tools for NERC reporting; and,

= One year to implement and operationalize
systems, and ensure adequate compliance
documentation before the standard becomes
effective.

Given the speed at which technology and security
threats evolve, it is abundantly clear that being
compliant to NERC CIP alone is nowhere near
sufficient to keep power utilities’ infrastructure secure.

V. SECURITY CULTURE

Power utilities’ security programs should not be
built on security compliance requirements alone; they
must also take into account:

= The evolving threat landscape;

= Changing operational and business

requirements; and,
= Technological evolution.

As stated by Timothy E. Roxey, VP and Chief E-
ISAC Operations Officer at NERC, “we have a culture
of compliance when we should really have a culture of
security” [14].

What is a security culture? The Centre for the
Protection of National Infrastructure defines a security

culture as a “set of values, shared by everyone in an
organization that determines how people are expected
to think about and approach security” [15].
Proactivity and responsiveness are key attributes.

A strong corporate security culture starts from the
top, at the Board and C-suite level. One cannot expect
a security culture to be driven by the firewall
administrators. Here are initiatives that can be taken
by top executives to support a security culture within
their organization and to effectively manage security
risks:

= Ensure that security risks are on the agenda of
their meetings by default;

= Track a risk register comprised of the top 10
most  significant security risks and the
mitigation strategy; and,

= Invite the CSO to brief the Board and the
Executive Committee on a regular basis.
During the presentations, ensure that reliable
security metrics are used to demonstrate trends.

Top management should not assume that their
employees and subcontractors are aware of all the
security procedures that need to be followed. In fact,
phishing is now the preferred attack vector used by
hackers to infiltrate an organization’s IT infrastructure.
Accordingly, a comprehensive mandatory security
awareness program is essential to a strong corporate
security culture.

CSOs should support an holistic and proactive
program where they are ahead of the game, including:

= Staying abreast of new security threat vectors
and how they could impact their organization;

= Coordinating with their peers in the industry to
exchange best practices;

= Keeping senior management apprised of the
security risks and seek the necessary funding to
mitigate risks instead of waiting for a breach to
occur; and,

= Not limiting their activities to the minimum
security compliance requirements.



IT / OT convergence is inevitable. The sooner the
two groups start working together, the more they will
be able to learn from each other on the best ways to
tackle new threats, compliance requirements, and new
business drivers.

VI. CONCLUSION

Emerging technology is rapidly evolving to address
new business drivers and security threats are
increasing at an alarming rate. Although NERC CIP
compliance is essential to ensure a common baseline
across the industry, it cannot be the only measure used
by power utilities to manage their security risks.
Complete security risk management extends from
technical staff and security professionals into the C-
suite, boardroom, and beyond. To keep the electric
grid secure and reliable, the responsibility of security
must ultimately be proactively shared by everyone in
the power industry.
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What is innovation? A Google tour of the subject
shows that there are many different views of what the
word means. According to the Merriam-Webster
dictionary, it means ‘the introduction of something
new’ or ‘a new idea, method, or device.” To President
Barack Obama, “Innovation is the creation of
something that improves the way we live our lives.”
To the Organization for Economic Co-Operation and
Development, “Innovation can be defined as ‘new
products, business processes, and organic changes
that create wealth or social welfare.”

History has shown us that the greatest innovations
accelerate the development of our civilization.
Gutenberg’s printing press allowed ideas and
knowledge to be stored in books and collected and
shared; the industrial revolution harnessed energy in
the production of goods, vastly increasing output; and
the Haber process turned atmospheric nitrogen into
ammonia, creating a new source of fertilizer which
fuelled a population increase from 1.6 billion in 1900
to 7.4 billion today.

The latest great innovation is, of course, the
Internet. All of the great innovations in the past have
served to help us get to this point, so arguing which is
the most important is pointless. The value of the
Internet is the way it can use information and
communications to control processes, monitor the
environment, and inform people, globally, in real or
near-real time. From this capability, almost anything
is possible.

With great power comes great potential for
disaster, though. The Internet can also provide
unprecedented opportunities to steal secrets or money
or things that can be sold for money; to destroy
equipment and lives and reputations; to turn data into
hostages; and to sow propaganda and lies to a

credulous public. It can provide the tools to both unite
and divide, and accelerate the pace of events beyond
the capability of governments or other organizations to
respond.

Israel recognized the potential of the Internet to
boost their economy, and a host of Internet-related
software and hardware followed. Israelis invented the
USB stick; the first personal computer microprocessor,
the Intel 8088; RSA public key encryption; Waze, the
navigation app; the Iron Dome antimissile system; and
many more innovative solutions to some of the
Internet’s most intractable problems. Israel was
recognized as an innovation leader long before the
Internet: in 1974, Intel established their first R&D
plant outside of the United States.

Prime Minister Netanyahu recognized that while
the Internet provided lIsrael with great opportunities, it
was also a great vulnerability. In 2014, he announced
the creation of a National Cyber Defense Authority.
He said, “This new authority is an ‘Air Force’ against
new threats which will not solely rely on existing
defense teams. We are in a new world, we are
organizing new forces, [and] it [has] great significance
for Israel’s defense in the future.”

Today there are more than 300 cybersecurity
companies operating in Israel — as an industry, second
only to the US in size. Their 2014 exports of
$6 billion represent 10% of the global market for
cybersecurity products. Over 25 multi-national
corporations have R&D centers in Israel, including
household names such as IBM, Microsoft, Intel,
McAfee, Intuit, and PayPal. Lockheed Martin
announced recently that they would be establishing an
R&D centre there as well.
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In cybersecurity, the engine of Israel’s innovation
is their near-universal military service. High school
students with an aptitude for cyber are selected and
given additional training while still in school. When
they graduate, they are recruited into military
intelligence where they are trained to operate in
offensive and defensive cyber warfare units. When
they leave military service, they have several options:
join other government security services in their cyber
units; go for advanced education at Ben Gurion
University; join private industry; or start their own
company.

The process of taking an idea to market includes
meeting with an incubator company, which will
evaluate their idea, introduce them to a venture capital
company, and guide them through the first two years
of the start-up business cycle. This process is being
enhanced even further through the creation of
CyberSpark at Ben Gurion University in Be’ersheva.
When complete, it will be a cybersecurity innovation
campus that includes education, military intelligence,
industry, venture capital firms, and government. Close
proximity will reinforce the sharing of ideas and
people. Based in the Negev desert south of Tel Aviv,
it will have the additional advantage of offering
housing at much more competitive prices than Tel
Aviv, which will help to attract young people trying to
get their start in life.

Canada and Israel have a special relationship in the
arena of research and development. Led by Canadian
scientist Henri Rothschild, who holds a masters and a
doctorate in bio-nucleonics from Purdue University,
the Canada-Israel Industrial Research & Development
Foundation (CIIRDF) works to partner collaborative
R&D between private sector companies with the goal
of commercializing new technologies. The CIIRDF
promotes the benefits of the relationship; offers a
service to pair Canadian and Israeli companies who
are seeking R&D partners; and invests in bilateral
R&D initiative with high commercial potential.

In May 2016, | was invited to travel to Israel by a
company called AWZ Ventures, based in Toronto.
AWZ imports knowledge, know-how and technology
from Israel, to advance and implement state-of-the-art,

integrated, customized and comprehensive cyber
intelligence, and physical security solutions and
services for business and government in North
America and globally. Their Advisory Board includes
Stockwell Day, former Public Safety Minister in
Canada and Avi Dichter, a former Public Safety
Minister in Israel, and former senior intelligence
executives from Canadian and Israeli agencies and
military units. (I act as a compensated consultant for
them as their critical infrastructure advisor. | first met
AWZ Ventures in 2015 when | attended a cyber-
security conference in Israel as part of a Canadian
Electricity Association delegation). They are
investing in a number of cyber intelligence and
physical security companies, and requested my advice
on which ones would likely do well in North America.
We visited a number of companies in the 11 days we
were there.

Our visit started with a meeting with Dr. Tal
Steinhartz, the Chief Technology Officer of the Israel
National Cyber Bureau (INCB), who explained how
the Israeli cybersecurity ecosystem was founded, and
how they grew into the center of excellence they have
become. The INCB, comprised of 35 cyber experts,
reports to the Prime Minister of Israel, ensuring that
the full support of the government is behind them.
Dr. Steinhartz describes cybersecurity as a “domain of
problems,” and explained how Israel’s strategy rests
on three pillars:

= Robustness: the capacity to perform without
failing; repelling and containing cyber threats;
an activity that organizations ‘do’ and
governments ‘promote’

= Resilience: a system’s capacity to handle threats
in order to regain normal functioning; event
driven

= Defense: starting with the premise that ‘you’ve
already been hacked,’ they seek to minimize the
effect of the attack

The remaining time in Israel, we visited a number
of companies that are developing products that help
Israel to achieve its strategy.
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Octopus Command & Control is an
innovative command-and-control solution that
provides users with a holistic view of their
unconnected physical security, cybersecurity, health &
safety and facilities technology, sensors, devices, data
sources and applications. It is the only Cloud-enabled
and mobile device-ready system of its kind on the
market.

Octopus offers a unified and converged platform
that is specifically tailored to the user's needs,
integrating technology, procedures and personnel
into one command & control capability in order to
manage safety and security operations, improve
decision-making and responsiveness, and reduce
costs. Among many other features, Octopus allows
users to swiftly and accurately obtain information
about unwanted incidents, which allows faster and
better decision-making and deploying of resources.

Octopus was developed by security industry
experts and has already been successfully deployed in
critical infrastructure, government, financial services,
manufacturing, transportation and other sectors around
the world. It currently carries four 1SO certifications
for quality management, information security,
software engineering and IT service management.

SIGA is an end-point SCADA security system that
will defeat any known attack. It works by monitoring
the behavior of the end-point equipment you are
protecting by analyzing the analog signals, rather than
digital, and reporting anomalous readings, allowing
operator intervention before damage occurs.
Developed with the support of an incubator company
funded by Alstom, it is particularly well-suited to use
in the energy sector.

Most Internet intelligence services work by
monitoring open source reporting and aggregating
information. Senpai Technologies’ creation -
RogueEye - allows the user to create and manage
espionage avatars, deploying them in the Dark Web to
gain access to chat rooms and channels where our
adversaries plan their campaigns. (We received a live
demonstration of this product by a young man in a
bank security operations center. He has one of the
most interesting jobs | have ever seen.) RogueEye can

help protect your company from direct action radical
groups, criminals, and insiders who may be using their
position to sell proprietary or personal company
information.

Another intelligence service we looked at is BICI.
Their CEO, Shai Braitner, served in the Israeli
Defense Forces as a naval commando, and now heads
an organization which largely serves the legal industry
by locating evidence and assets. His company has
developed an engine which finds linkages and
associations between individuals or individuals and
objects — particularly helpful if you are tracking down
and recovering stolen assets.

MinerEye was recognized as a Gartner ‘Cool
Vendor’ on their 2016 list. (40% of Gartner ‘Cool
Vendors® are from Israel.) Their product,
VisionGrid™, allows you to see where your data is.
Or, as MinerEye says, “Providing scalable analysis
and governance of unstructured data across disparate
and distributed file shares, desktops and collaboration
sites, VisionGrid enables companies to discover,
analyze and act on data to increase data privacy, data
protection and overall compliance.” It will show you
where all your sensitive information is stored, and help
you to protect it. During the demonstration, the
enthusiasm and excitement for this product increased
quickly as we realized how powerful it was, and useful
it would be for data security, data classification,
regulatory compliance, investigations, and many other
functions.

Almost all cybersecurity training is conducted at
the individual level. This is good for improving
individual skills, but when your company is being
attacked by cyber criminals or hackers, you respond as
a team. CyberGym, a joint venture with the Israel
Electric Corporation, will train your entire cyber
incident response team and senior cyber management.
Your team is in a room with computer equipment
configured to emulate the system you use at home.
Exercise controllers and your company’s senior
management is in another room watching skilled
hackers trained by the Israeli Defense Force’s
offensive cyber warfare group attack ‘your’ computer
systems. (There are real-world consequences to these
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attacks; part of the configuration is a water pump, and
if the hackers gain access to it you can end up with
water on the floor. They can also turn off your lights.)
Training typically lasts four to five days, and by the
end of the week your employees have learned to
operate as a tightly-knit team, experienced in
defending your systems against a wide variety of
attacks.

L7 Defense is a company which has developed a
product that protects applications on websites.
Application-layer DDOS attacks are complex: most
webpage DDOS attacks are now handled by the
Internet Service Provider, but normally a company
only finds out that their application has been attacked
when their customers contact them to tell them that
something on their website is not working, like a
payment module. An application can be down for
hours before the company realizes they have a
problem. L7 Defense has created a product that will
halt an application DDOS attack in under 20 seconds.

Insider threats are a lot like the weather: everyone
talks about them, but few have figured out what to do
about them. Fortscale (another Gartner ‘Cool
Vendor’) has created a User & Entity Behavior
Analytics (UEBA) product which detects insider
threats. According to Fortscale, “82% of attacks use
your own credentials against you.” These attacks
could be based on ‘stolen credentials, rogue users, or
careless employees.” It looks for abnormal account
behavior which would indicate credential theft or
abuse. As Fortscale says, “It’s not magic, it’s just
really good math.”

Another company to watch is SecBl. Security
Business Intelligence is a Security Incident Event
Management (SIEM) tool which allows you to
prioritize events, investigate their cause and effects,
and shows you the effects and impact of various
defensive strategies. They are described as an
‘adaptive investigation platform that combines
advanced machine-learning capabilities, cybersecurity
expertise, and user feedback.’

Our trip wasn’t limited to cybersecurity. We met
with Shafran, a global security consultancy and
management company led by former Israeli Security

Agency members. They have a number of core
competencies: security systems design; background
checks and employee vetting; and close protection.
Their vetting process was particularly interesting; it
combines the usual police and credit checks with a
questionnaire and a session with a professional
security interviewer. The questionnaire is designed
with check questions; someone giving untruthful
answers is highly likely to be tripped up, which is then
followed up by the security interviewer.

| believe that there are several reasons why Israel
has become a powerhouse in the cybersecurity
domain: universal military service which gives them
the opportunity to select the best and the brightest in
cyber, and start them on an organized career path; a
strong venture capital base; and centralized
government policy-making which recognizes cyber-
security as a strategic national goal. They are a good
example of what a nation can do when everyone is
rowing in the same direction.
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Abstract

This article presents some recent research
focused on mapping wildland fire “interface” areas
in Canada. These “interface” areas are stretches of
forests or other burnable wildland fuels which are
located near potentially vulnerable human-built
structures or infrastructure. National maps of where
these areas are located have not existed previously,
and are necessary for community, industrial, and
infrastructure resilience. Overall, Canada was found
to have 116.5 million hectares of interface areas.
These areas indicate the locations that fire
suppression and mitigation activities would likely be
necessary to protect the structures or infrastructure
values from destruction by wildland fire. The
interface maps are available for use in research or
for a variety of applied uses.

I. BACKGROUND

Sparked by lightning or humans, wildfires
(Fig. 1) in Canada burn more land than the area
of Lake Ontario (> 2 million hectares) every
year (CIFFC 2013). Though wildfires are a
natural and necessary part of Canadian
ecosystems, they can also cause significant
destruction when they burn communities,
industrial structures, or infrastructure. Wildland
firefighting does provide some protection, but
not all fires can be controlled and they can
quickly devastate a community — for example
what was seen in Slave Lake, Alberta in 2011
and again in Fort McMurray, Alberta in 2016

(Fig. 2).

Just accounting for the direct costs of
suppression,  evacuation, insurance, and
recovery, the fires in Slave Lake came to over

$1 billion (Flat Top Complex Wildfire Review
Committee 2012). The direct costs of the Fort
McMurray fire will likely end up being over
$4 billion, taking place as the most costly
insurable loss in Canada’s history (exceeding the
2013 southern Alberta flooding and the 1998
Ontario/Quebec ice storm), and will also be
among some of the most expensive wildfires in
the world (Insurance Bureau of Canada 2015;
Aon Benfield 2016). These types of fires may
become even more of a concern in the future for
two primary reasons: 1) human development is
expanding further into wildland areas; and 2) it
is anticipated that future wildfire activity will
increase under climate change (Flannigan et al.
2009; Wang et al. 2015; Flannigan et al. 2016).

The fires in Slave Lake and Fort McMurray
are both referred to as “wildland-urban
interface” fires. The “wildland-urban interface”
is the area of vegetated land which borders a
community or isolated buildings (Fig. 3).
Despite containing “urban” in the term, the
wildland-urban interface does include isolated
structures (e.g. Fig. 3b), cottages, reserves, and
small communities that traditionally would not
be considered “urban” areas. The vegetated land
bordering  these  potentially  vulnerable
communities or structures may be any type of
wildland fuel that can be burnt by a wildfire,
including: forests, shrublands, and natural
grasslands.
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Fig. 1 Wildland fire in Canada. Photo: Lynn Johnston / Canadian Forest Service.

AT MR gl 1 .
Fig. 2 Destruction due to wildfires in a) Slave Lake, Alberta and b) Fort McMurray, Alberta.
Photo: (a) Mike Flannigan, University of Alberta; (b) Brian Wiens, Canadian Forest Service

Fig. 3 Photos showing typical wildland-urban interface areas, with a) a community bordering a forested
area, and b) an isolated cabin amongst a forested area. Photo: (a) Mike Flannigan, University of Alberta;
(b) Jeremy Johnston, Ontario Ministry of Natural Resources and Forestry.
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II. PROJECT OBJECTIVES

The wildland-urban interface has been
mapped and studied in other areas of the world.
In particular, in the United States there is a
significant volume of information on interface
areas (e.g. Radeloff et al. 2005; Caballero et al.
2007; Hammer et al. 2007; Theobald and
Romme 2007; Zhang et al. 2008; Haas et al.
2013; Chuvieco et al. 2014; Thomas and Butry
2014; Fox et al. 2015; Martinuzzi et al. 2015).
However, in Canada there is very limited
information on this topic. The research project
discussed here begins to address this knowledge
gap by providing the first national map of
wildland-urban interface areas for Canada.

This study also expands the concept of the
wildland-urban interface to industrial structures
(i.e. the “wildland-industrial interface”) and
potentially wvulnerable infrastructure (i.e. the
“infrastructure  interface”). These novel
concepts were introduced in this study to address
the implications of the destruction of these
industrial areas and infrastructure  for
firefighting, the economy, and our communities.
Though generally there is priority placed on
homes and community buildings (i.e. the
wildland-urban interface), industrial structures
and infrastructure often require fire protection
when under threat from fire. In addition, to
direct fire threat, industrial structures are also
important from an economic standpoint; shutting
down operations due to direct fire threat or
evacuation of workers can quickly result in
millions of dollars of lost revenue for a company
and can affect local and even national
economies. Infrastructure features are crucial
during wildfire situations; for example, water
and electrical shut downs can be a challenge for
community protection, and roads can be
important escape routes for communities or
industry employees. Infrastructure features can
also be a source of wildfires; railways can cause
fires from the sparks created from trains or rail

grinding, and human access along roads
provides many opportunities for fire ignition.

This study produced three national interface
maps: one for the traditional wildland-urban
interface (focusing on homes, public and
commercial buildings), one for the wildland-
industrial interface (focusing on industrial
structures related to oil and gas, mining, or other
industrial operations), and one for the
infrastructure interface (focusing on roads,
powerlines, railways, and other infrastructure
features).

III. METHODS FOR MAPPING THE INTERFACE

There are a wide variety of ways of defining
and mapping interface areas (see Mell et al.
2010; Platt 2010). This study selected a fuels-
focused definition of the interface areas, using a
buffer around each potentially vulnerable
feature. A brief summary of the methods used to
map the interface will be covered here, but for
more information see Johnston (2016).

Mapping the interface areas required data on
both structures/infrastructure and on wildland
fuels (Fig. 4a). Structure/infrastructure locations
were taken from the CanVec+ (Natural
Resources Canada 2015a) dataset, and each
potentially vulnerable feature was included in
calculations of the wildland-urban interface,
wildland-industrial interface, or infrastructure
interface, depending on if they were primarily
urban/community features, industrial features, or
infrastructure.

Relevant fuels data were extracted from the
Land Cover circa 2000 (Natural Resources
Canada 2015b) dataset. The fuels were then
classified according to the relative fire hazard
they may impart to structures (similar to the
methods of Theobald and Romme [2007]). A
“high hazard” fuel would be something like a
continuous conifer forest, which can have
potentially extreme fire behaviour and could
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impart extreme fire risk to nearby structures. A
“low hazard” fuel would be something like a
sparsely vegetated shrub land, which has low
potential for fire spread and would impart a
much lower risk to nearby structures.

To produce the actual interface areas, a
buffer of vegetated areas was calculated around
each potentially vulnerable structure. The size
and shape of the buffer was dictated by the type
and arrangement of surrounding fuels. A large
buffer (and therefore a large interface area)
would be produced with higher hazard fuels, and
smaller buffers (small interface areas) where
there is less fuel or lower hazard fuels. The
maximum distance the buffer could extend was
limited to 2400 m!. Non-fuel areas were
removed from the buffered areas, resulting in the
final interface areas (Fig. 4b).

&=

IV. MAPS

The national interface maps produced in this
study are shown in Fig. 5. All three interface
“types” (i.e. the wildland-urban, wildland-
industrial, and infrastructure interface) are
shown together in Fig. 5a. The three interface
types do overlap quite a bit, and in total they
cover 116.5 million ha, or 13.8% of the total
land area of Canada. This is an area equivalent
to almost twice the size of the province of
Alberta. Individually, the wildland-urban

interface covers 32.3 million ha (Fig. 5b), the
wildland-industrial interface covers 10.5 million
ha (Fig. 5c.), and the infrastructure interface
covers 109.8 million ha (Fig. 5d).

.0 7 60 D
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Fig. 4 Maps showing a) the data inputs; the fuels (greens, browns) and values (black), and also water is

shown in blue; and image b) shows the wildland-urban interface (magenta, wildland-industrial interface
(cyan), and infrastructure interface (navy)

! The maximum 2400 m buffer was used in this study
for two reasons: 1) this is the most frequently used
distance for interface mapping since it is the
generally accepted distance an ember can travel from
a wildland fire and ignite a structure (Radeloff et al.
2005; Hammer et al. 2007; Stewart et al. 2007;
Theobald and Romme 2007; Zhang et al. 2008; Platt
2010; Bar-Massada et al. 2013; Thomas and Butry
2014), and 2) because the distance matches the
intended scale and uses of the interface maps within
fire management.
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The areas indicated as “interface” may
potentially be at risk from wildfire, though the
maps do not indicate a full picture of fire risk.
Risk requires much more information and
considers both the probability and consequence
of fires (Fried et al. 1999; Lein and Stump 2009;
Haas et al. 2013; Chuvieco et al. 2014). The
maps here simply indicate where, given the
correct conditions, structures or infrastructure
may be threatened by wildfire burning in nearby
wildland fuel.

Following the population distribution of
Canada, interface areas are more concentrated in
the southern parts of the country, with generally
more sparse areas to the north. Provincially, the
provinces with the largest interface areas are
Quebec, Alberta, Ontario, and British Columbia.
These four provinces are also the most involved
in fire management, with 80% of the money
spent in Canada being within those four
provinces (Stocks and Flannigan 2013). The
eastern provinces of Nova Scotia, Prince Edward
Island, and New Brunswick have much less fire
activity and generally lower fire risk (Stocks et
al. 2002), but a surprisingly high density of
interface can be found in these areas. This result
indicates that if these provinces have a fire, it is
most likely going to be an interface fire.

Of past fires recorded in Canada from 1980-
2014, many could be considered “interface
fires”. For the wildland-urban interface, 17% of
all fires burnt in the country intersected, at least
in small part, with a wildland-urban interface
area, thus are considered wildland-urban
interface fires. For the wildland-industrial
interface, this value goes down to 6%, mostly
due to the fact that there is less industrial area.
For the much larger infrastructure interface, 38%
of the fires were found to be infrastructure
interface fires. Overall, many fires have burnt
within interface areas, at times resulting in
damage or destruction of structures and
infrastructure. Despite the large number of

human-caused fire ignitions near interface areas
(Wotton et al. 2003; Price and Bradstock 2014),
it appears effective fire detection and
suppression has resulted in significantly lower?
area burned within interface areas as compared
to outside these areas.

V. POTENTIAL APPLICATIONS

Practical applications of the interface maps
include a variety of topics within wildfire
management, wildfire mitigation, and long-term
planning. The three interface maps can be used
together or individually, and can be combined
with other spatial information, depending on the
needs of the application.

Wildfire management can benefit from the
use of these maps to improve decision support
activities when  protecting communities,
industrial structures, and critical infrastructure.
Specific activities that may benefit include
values protection, prepositioning of resources,
and prioritizing fires.

Mitigating  wildfires near communities,
industrial structures, and infrastructure is very
important and can reduce destruction of these
values when a wildfire occurs. Wildfire
mitigation planning applications of these
interface maps include FireSmart activities (see
www.firesmartcanada.ca), fuel treatments (i.e.
removing or modifying wildland fuels to make
firefighting easier and reduce fire risk),
prescribed burning, improving building codes or
municipal bylaws, industrial fire mitigation
regulations, and infrastructure fire mitigation
(e.g. railway fire prevention, powerline
clearance, powerline or pipeline fire policy).

2 For the wildland-urban interface, there is 4.0 times
less fire inside wildland-urban interface areas vs.
outside. For the wildland-industrial interface it is 2.0
times lower, and for the infrastructure interface it is
1.5 times lower.
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Fig. 5 Canadian national interface maps, with a) showing all three
interface “types” together, b) showing the wildland-urban interface
(WUI), ¢) showing the wildland-industrial interface (WIl), and d)

showing the infrastructure interface.

Long-term planning activities may benefit from the
use of these interface maps. City planning and
development could use the maps to improve
community wildfire resilience by reducing the
expansion of interface areas by wusing “infill
development” (i.e. reducing fuel areas and filling in
areas that are already “interface”), or limiting growth
in areas that would create new areas of interface.
Insurance companies may also be interested in this
type of information as part of a larger-scale risk
assessment or implementing insurance rebates (e.g. for
implementing FireSmart principals). Individually, the
infrastructure interface map has a variety of long-term

I * I Natural Resources  Ressources naturelles

[C3) UNIVERSITY OF
CEEEY

ALBERTA

planning applications, including: 1) railway policy and
planning activities, such as limiting rail grinding
activities near interface areas when fire hazard is high;
2) policy involving fire mitigation or fuel clearance
around pipelines/powerlines; 3) evacuation planning;
and 4) pipeline/powerline shutoff policy during
wildfire events.
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VI. CONCLUSION

The results of this study show that Canada has a
substantial amount of interface area. This area has the
potential to be at risk when a wildfire occurs, and
would likely require firefighting action when a fire is
approaching. These interface areas should also be
considered priority areas for risk assessment and fire
mitigation activities.

The maps produced here are available for use in
research or applied purposes. Overview maps for
general interest (e.g. Fig. 5), higher resolution maps,
or the full resolution data are available upon request
(contact the author).

In Canada, we have very effective fire suppression
capabilities, and many communities, industrial
structures, and critical infrastructure have been saved
from destruction due to quick detection and
suppression of wildfires. However, it is not possible
to stop every fire that threatens values. Having the best
tools and information for improved resilience of our
communities, industries and infrastructure is crucial.

The research discussed here is ongoing, with future
work to include map updates (e.g. are more
detailed/recent input data becomes available), mapping
risk within interface areas, and predictions of the
growth of the interface in the future.
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Social Media Monitoring As An Effective Tactic to Counter
Social Activism

Doug Powell, CPP, PSP

I. INTRODUCTION

A paradigm shift has taken place, world-wide with
respect to the manner in which votes are cast and
approvals are given for natural resource development
and energy sector projects. Most often referred to as
“the new reality”, it can be simply described as a shift
in societal acceptance and tolerances for controversial
projects, usually referencing the environment as the
primary concern. Controversy has always been shaped
by societal norms, but the new shift seems to be taking
us beyond reasoned debate and due process to
something like an adhoc political system.  The
“adhoc” nature of the protest vote refers specifically to
a social empowerment where opposition to any issue,
for any reason seeks out iconic leadership to coalesce a
variety of social concerns and ills for the purpose of
non-political, direct action. Indeed, if the political
system worked the way it is intended (acknowledging
that politics by nature is imperfect), the popular vote
would govern the day, and those in opposition would
always maintain a diligent, but respectful opposition
based on political views, ideologies and differences of
opinion. The party holding the majority would,
through popular support, good government and/or
effective compromise, guide a system of public
hearings, academic and expert input, judicial process
and good old-fashioned debate in order to move all
national interests forward on behalf of the electorate.
And, it is reasonable to assume this happens, every
day. However, this system is only one of two systems
in effect today relevant to natural resource project
approvals in recent history.

The “protest vote” is not unique to North American
culture, is not unique to natural resource development,
and is not uncommon in a variety of settings. Much
like union organization over the decades, too, protest

has helped to call attention to many social injustices,
human rights issues, environmental concerns,
inhumane acts and a variety of other social concerns;
and rightfully so. Even protest that failed to end
particular concerns ultimately brought attention to
issues and created meaningful social shifts to correct
imbalances or change social norms. While protest has
erupted over the centuries in the form of wars,
uprisings, strikes, solidarity movements, riots and a
variety of other newsworthy and compelling actions,
the protest movement today, as it pertains to natural
resource development, seems to have shifted yet again
to something more like a new political vote. This new
adhoc political process has contributors like NIMBY
(Not In My Back Yard) and BANANAS (Build
Absolutely Nothing Anywhere Near Anything
(Anyone) and CAVE (Citizens Against Virtually
Everything). The protest movement generally seems
to have morphed into something far more general and
wider reaching than these isolationist perspectives.

II. RESOURCE-BASED INDUSTRY PROJECT APPROVALS

A reasoned opinion about government process, in
democratic society at least, is that due process rules
the day. It may not be perfect, but it allows for
disparate opinions, educated discourse, opposing
ideology and varying theories to come together in
ways that provide for effective decision-making by
those elected and/or appointed to make the decisions
they are authorized to make. Yet, despite years of
review process and judicial oversight, once approval is
given to any project, protest has become the next layer
of “approvals” needed before industry can commence
to deliver what the legal process has granted them the
rights to do. It is fair to say that regulatory approvals
for any resource-based project should always be
subject to review and accountable to deliver that which
was approved, with all conditions applied. The
application of the protest vote, however, is now adding
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layers of cost, legal processes, schedule delays and
project-related concerns for those working in this new
reality. Whether one agrees or disagrees with the
protest voice most prevalent on any issue, it is a
common and consistent project risk that now requires
careful planning in order to effectively mitigate it.

III. MANAGING SECURITY RISK FOR RESOURCE-
BASED PROJECTS

The New Global Focus

Managing security risk for planned energy projects
requires having a comprehensive understanding of
those involved in the global environmental movement.
The journey to understanding the full protest risk
picture begins with understanding who the
stakeholders are at the local level and their concerns
and grievances. Ultimately, while resource-based
projects come under the larger, more socially
acceptable environmental protest movement, First
Nations (FN) issues are now becoming equally
prevalent for a number of important reasons (unceded
lands, consultation and negotiation requirements, land
claims issues, land use issues, etc.), which encompass
environmental stewardship as FN stakeholders hold
themselves out to be stewards of the water and land in
many protest actions. As a result, these two more
established movements are often front and centre in
most energy sector project debates. When environment
and FN issues are not front and centre, there is a
tendency for smaller, less recognized groups to seek an
environmental or FN focus to oppose energy
development projects in order to have a more stable
platform for their own grievances. For example,
private land owners, anarchists, anti-government
groups, NIMBYs and BANANAs will often coalesce
under an environmental or FN support banner in order
to give legitimacy to their grievances, and to be part of
a more sustained and well-funded protest process. So,
managing the protest risk relies on understanding all
the players and how they are connected even before
the resource project begins.

Understanding the Actors

Knowing where local protest entities will
potentially derive support requires understanding who

they are talking to and who is talking about the project.
Therefore, it is important that those managing critical
infrastructure risks understand that successful protest,
protest culture and direct action against any project has
a proportional relationship to presence in social media,
mainstream media and web-based content. In order to
fully understand and appreciate any protest potential
and protest impacts, a social media monitoring and
analysis requirement is necessary in order to define the
risk and plan mitigation. Sufficient experience has
been acquired that we know well how protest power
bases can speak into issues globally with effect. This
is true for US-based, European and Canadian protest
entities, etc. Just as in business, those with profile and
a good financial base can dominate the world stage.
Resource-based projects in the most remote parts of
the planet are no longer immune from mainstream
protest. One individual in close proximity to any
project (including the workers at the project), can
initiate global awareness and ignite protest activity via
social media with a little persistence. Once initiated, a
general call for support over social media can bring
together disparate “concerned” protest voices whether
or not they have any relationship to the primary cause
of protest, in order to increase the voice and “virtual”
presence of the protest focus. A local concern over a
river can easily accommodate additional protest
concern over land use, animal rights, FN interests,
human rights and a variety of other “insert name here”
interests. Gone are the days when one, lone protest
voice needed to write hundreds of letters to
government leaders, news outlets and advocacy groups
to get support. A well placed social media broadcast
can often ignite entire virtual communities for global
support. That support can come in many forms,
including: branding (giving the protest movement a
theme), labeling (environmental, FN, poverty, etc.),
petitioning, fund raising, rallies (in communities far
and removed from the project site), activism, media
canvassing, etc.

Monitoring Social Media for Great Understanding

To monitor and mine social media in order to
understand and manage protest potential is a necessary
function of protection planners today. Even
understanding who the identified leaders are within the
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protest community allows companies to engage these
individuals and groups openly and publicly to hear
their concerns and attempt to share information to
defray some of the more heated protest. Engaging
protest groups to separate the various interests and
work with them individually is a good, proactive
strategy at times. In many instances, protest
movement is supported by an uneducated media who,
for various reasons will print stories that promote
additional unrest. This is accomplished by writing the
protest side of the story and not providing equal time
for the company to speak to the issues. Protest entities
will often speak from a position of worst case or worst
fear in order to garner support and elevate their
concerns. Media coverage on this basis will likely
reach more members of the public because of the
sensationalistic aspect of the story. Controversy sells
news! An effective strategy for companies facing
protest is to understand the protest messaging and
issue their own messages, buying air time on television
and radio, if necessary, to promote project benefits, to
discuss the regulatory process that led to required
approvals, and to counter false or misleading
information from protest entities by putting facts in
front of the public. This tact requires careful and
studied media monitoring in order to assess priority
messaging and target audiences. Certainly, more
reasoned individuals will always filter out
sensationalism and extremist viewpoints, and not all
protest rhetoric need be countered.

Assessing Actor Capabilities

Assessing protest entities as adversaries in security
management is also important. We also know from
history that some entities have used dangerous and
deadly tactics to further their causes. Opportunists
bent on extremism will at times grab onto protest
issues in order to further their own malevolent
behavior or to usurp the protest platform for
ideological reasons. Thankfully this is rare, but needs
to be factored into protest environments where more
heated opposition is prevalent. Looking for these
extremists amidst the protest environment requires
some skilled research, assessment and study. In bigger
stakes projects where very high risk is involved,
extremism and terrorism (even domestic terrorism)

needs to be considered. Social media monitoring, to
assess main actors, hangers on and player association,
including dark web activity are required in order to
draw a full picture of the project security risk. As a
word of caution, this includes filtering out those who
posture as extremist, but are only living out an alter-
ego as part of their virtual existence on line. These
individuals may incite extremist behavior, but are not
themselves active in this area.

Once the players are well understood (and
sometimes this evolves over time), capabilities of the
actors can be determined. There is a big difference
between a protest that continually calls for support
(money, food, boots on the ground, etc.) and entities
that are well known to have deep war chests, proven
tactics and many resources when they enter into the
protest climate. There is a huge difference between
local land owners opposed to a project who want to
have their discontent understood, and militant groups
who chain themselves to gas valves and work to
intimidate company  executives and  workers.
Understanding tactics and capabilities leads to an
effective means to mitigate more extreme protest
potential.

In addition to social media monitoring, there are
many online web-based resources as well as published
materials and industry experts who have compiled
thousands of pages of background information and
historical references about protest movements, protest
entities and protest tactics. Having this type of
information and the skill set to accumulate and
understand it is an important component of security
planning in the current social climate. It is unlikely
that any resource-based project today has a unique
protest associated with it. Since protest entities evolve
and learn from one another, an important counter-
measure for industry is to also understand that
historical component and evolution, and how it has
been impacting industry over the past decade, at least.
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IV. ADAPTING AN EFFECTIVE MEDIA MONITORING
MODEL

Once a company has determined the need for
effective information and intelligence gathering, a
means to accomplish this need is the primary focus.
Few companies have the resources or skills needed to
build in-house social media and web monitoring.
While it is true that many individuals or business
groups (like a corporate communications department)
already provide some media filtering services, the
deeper dive, broader application of monitoring,
especially the experience needed to overlay
monitoring with good analysis, is not readily available.
External agencies have begun to offer this solution for
a fee. Like all services, vendor capability can be quite
varied. If a company elects to go with a third party
solution for media monitoring, it will be very
important to vet the supplier and seek out samples of
their work product, as well as to contact vendor
references to understand how the product is perceived
and utilized by others. Like all services, the better
ones cost more money. So, it may be more
appropriate for most companies to seek out good
analysis only at times when the threat level is higher or
when particular situations require more focused
attention on the protest community. It may also be
effective to “sample” social media from time-to-time
just to understand who is saying what, and where most
of the focus and attention of various protest entities
are. Like a health check-up, a comprehensive report,
periodically, delivered by a competent resource should
become part of the company’s regular business
updates, even in times of relative calm, and should
also formulate part of the executive team and Board
reporting periodically since it responds to key
company risks. Additionally, seeking out this type of
analysis reporting in the midst of a crisis is important,
but seeking it out and using it to plan security risk
mitigation far in advance of any project or conflict is
an important part of security planning.

Police and Intelligence Community Information
Sharing

Looking to the police and intelligence community
for this kind of help has some benefit. It is unrealistic

to think that the policing community or the
intelligence community has the resources, the time or
the inclination to serve industry with ongoing social
media and web monitoring services. It is true that
valuable relationships need to be fostered and formed
between industry and policing agencies in order to
share critical information at critical times, and for
ongoing threat environment awareness. These two
communities (industry and policing) are good
examples of entities that can perform better when
some symbiosis exists. However, they are hard-
pressed to serve one another’s day-to-day interests and
this has been proven out in many instances. While this
article advocates a continued path toward more open,
meaningful and deliberate sharing of information
between industry and policing agencies, the path
forward is challenging and has several more hurdles to
clear before it can become a reliable replacement for
comprehensive social media monitoring services.
Such a forum should definitely form part of the
supplemental sharing for industry and police, and
maintaining effective liaison relationships is critical
for both in the present security environment. Better
relationships are needed to ensure better understanding
of each other’s issues and limitations when it comes to
addressing protest, activism, terrorism and other
interdictions. Almost as a second imperative to good
social media and web monitoring, police and
intelligence community relationship for industry has
become integral to the industry security plan, and vice
versa.

Academic Institutions Opportunities

Interestingly, one voice in this area of endeavor has
begun to raise itself in the ongoing national dialogue
on intelligence services and information dispensing,
and for very good reason. Academia is offering
another viewpoint and option for these services. This
voice is a reasoned one, although no less cumbersome
to get traction than the relationship with police and
intelligence communities. But even on the surface,
this idea makes sense. Schools of study already exist
for the national security, intelligence services and
similar academic endeavor. Universities are extended
communities of accomplished researchers that openly
share information for the purpose of further study and
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advancing ideas. Universities build environments
where information can be stored, analyzed and
manipulated for new and important results to take
shape. Academics are paid to ponder ideas, research,
and write on particular specialized areas of focus and
study. Universities provide an environment where
anyone can join in dialogue, debate, study and topical
discourse. Laboratories can be set up and torn down in
quick order using proven methodologies, with skilled
technical resources guiding this work. Universities
provide a staging area for information gathering,
creative analysis, information dispensing, and other
opportunities and products that are not readily
available in industry or government. There is a reason
why industry and government continually turn to
academic institutions to lead or guide new research
and to problem-solve in complex situations. So,
perhaps turning this into an environment for
information management, including study for the
purposes of better social media and web-based
monitoring, in particular for good analysis, is a very
good idea to pursue.

There are challenges to be overcome. While
academic institutions may very well be able to provide
comprehensive reporting on protest and activism in a
manner that assists industry to plan defensive
measures and pre-emptive tactics, providing industry
with information from industry security databases so
as to help facilitate meaningful information gathering
and analysis may be no less problematic for industry
than it is to facilitate police agency sharing. In order
for industry to agree to provide raw data reporting to
an academic institution, even if the institution is a
think tank or dedicated working group within the
academic institution, a process for confidential data
transfer, as well as for data storage and handling is
needed before industry will sign onto the sharing
process full scale. There are two key factors at play,
here. Industry will not readily share information that
has the potential to impact the reputation of the
organization if leaked, or has the potential to otherwise
negatively impact profit or share-holder value. Naming
security incidents and actors involved have these
potentials in some instances and the inadvertent
release of information like this would be embarrassing

to the owner of the information if not strategically ill-
advised. One area where policing agencies somewhat
trump academic institutions is in the ability to keep
information secret in most cases. If the academic
partner(s) in such arrangements are able to build a
system of anonymity for data received without
jeopardizing the integrity of the information conveyed,
then this would solve most of the problem.

Challenges with the Academic Model

If information sharing and protection protocol can
be successfully addressed, including an impressive
program for protecting IT systems and data storage,
records, etc., then without a doubt, academic think
tank type information and intelligence environments
could be the answer to more far-reaching and
comprehensive information analysis and reporting, in
addition to research in this important area. Nothing in
this model prevents law enforcement from also having
some Kkind of stake in the game, either. In fact, there is
opportunity for additional symbiosis between policing,
intelligence and academic facilitation in this concept.
Funding can also become much more available to
schools that specialize in this area. There is
opportunity for ongoing financial support in a number
of areas, including payment for special reports,
journals, commissioned research, consulting services,
etc., as well as subscription based services for routine
weekly, monthly, quarterly and annual analysis
reporting and similar research-based products. There
is also opportunity to engage industry at a higher
management level than the security group. Executive
level players might be more readily amenable to
receiving information from credible universities and
think-tank groups, and to supporting that output than
to supporting, for example, private institutions
laboratories and working groups.  Engaging the
executive in this type of dialogue can influence
decisions about security planning and funding, overall.

The notion of an academic intermediary, with a
research and analysis base, being the purveyor of
information and intelligence products seems to have a
number of positive if not exciting opportunities for
companies in the resource sector. In fact, this concept
is not a new one and is already successfully applied in
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the United States and the United Kingdom as
examples where the academic community has stepped
in to fill a need where industry and government have
been encumbered in their efforts to create a
meaningful information sharing practice. Canadian
entities working to the same end can also learn from
our economic partners and international allies and
even improve on something that already works.

V. SUMMARY

Industry operates, today in an era where public
opinion — not to be confused by popular opinion — has
adapted social media very effectively to support social
activism and protest. The energy sector is under close
scrutiny in all it does. Regulatory approval process is
costly and time intensive. Achieving government
approval for large-scale natural resource projects is
taxing and does not come with any guarantee of
success. The new paradigm, however, is that even
with that approval in place, the hurdles associated with
beginning and completing projects now requires
another form of approval which plays out in the very
public protest-charged arena of activist participation.
Companies now need to plan and prepare their project
teams for work to take place in that environment
which can run the full spectrum from peaceful
demonstration to planned and coordinated attacks. In
this environment, project success is at risk, but most
importantly, so are lives as the safety of workers
becomes a leading concern.

Industry can apply many proven defensive
strategies to their security planning, and there are
many experts who have already worked successfully in
this environment who can be important resources to
security leaders today. Equally important is knowing
who is in opposition to any given project, tracking
their involvement and understanding the capabilities
and tactics of these opponents. For this purpose, social
media and web-based monitoring is valuable for a
variety of reasons. Developing or acquiring this kind
of analysis and reporting is also challenging, but many
companies are already finding success in this area.
Developing professional networks that can help direct
information sourcing is also important. In every
respect, good information leading to effective

intelligence is likely the most valuable tool security
practitioners have to combat the protest environment
today. To this end, while policing and intelligence
agencies working closely with industry has
tremendous benefits, there is also an opportunity to
develop an academia focused solution by utilizing
schools of focused study, research and reporting to
address information sharing and intelligence reporting
related to protest and activism. Certainly, having an
academic solution to information sharing and
intelligence services makes a lot of sense for a variety
of reasons. This idea is well worth exploring given
successful think-tanks providing this service are
already in place globally. Industry and policing will
certainly benefit in the end with better information and
solutions being brought forward by dedicated experts
using an academic focus for analysis and research
output reporting. The stakes for resource-based
industry projects are high. A studied tactical response
is now required to counter the risk presented.
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Cyber Journal 12, Edition 12 (October 2017)
https://www.cse-cst.gc.ca/en/node/2287/html/28058

Threat Assessment — The cyber threat against
Denmark. Threat Assessment Branch under the
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https://fe-ddis.dk/cfcs/CFCSDocuments/Threat%20
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nst%20Denmark.pdf

The NHS trusts and hospitals affected by the
Wannacry cyberattack. WIRED. By Victoria
Woollaston, 15 May 2017.
http://www.wired.co.uk/article/nhs-trusts-affected-by-

cyber-attack

Russian World-Views - Domestic power play

and foreign behaviour. Highlights from the Workshop
=-World Watch: Expert Notes series publication No.
2017-06-02
https://www.csis.gc.ca/pblctns/wrldwtch/2017/2017-
06-15/20170615-en.php?=undefined&wbdisable=true
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Workshop. World Watch: Expert Notes series
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scrs.gc.ca/pblctns/wrldwtch/2017/2017-05-09/What-
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New Federal Government Space Weather Website
and Document Repository Launched, by Michael
Bonadonna, Seth Jonas, and Erin McNamara
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doi:10.1002/2017SW001746.
http://onlinelibrary.wiley.com/doi/10.1002/2017SW00
1746/full
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and Consequences, by Natalia Buzulukova. Oxford,
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https://www.elsevier.com/books/extreme-events-in-
geospace/buzulukova/978-0-12-812700-1
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034/full
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INFRASTRUCTURE RESILIENCE RESEARCH GROUP (IRRG)
UPCOMING EVENTS

WINTER / SPRING / FALL 2018

EVENT

DATE / LINK

International Urban Security and Resilience
Conference, Workshop and Exhibition, The
Sheraton Centre (Toronto, Ontario)

Tuesday, May 8", 2018 to Thursday, May 10", 2018

https://www.eiseverywhere.com/ehome/2018internati
onalurbansecurityandresilience/642621/

EVENT

DATE / LINK

Fall 2018 Training Courses

January to December 2018
https://carleton.ca/irrg/training/

Symposium on Security and Infrastructure
Resilience, “ The Challenges of Dealing with
Natural Resources Development Projects and
Activism”, Fairmont Chateau Laurier Hotel,
Ottawa, Ontario

November 14 — 15, 2018
https://carleton.ca/irrg/cu-events/2016-symposium-on-

critical-infrastructure-and-resilience/

The Dean’s Annual Lecture Series — Infrastructure
Security and Resilience, Carleton University,
Ottawa, Ontario

November 15, 2018
https://carleton.ca/irrg/cu-events/2016-the-deans-
annual-lecture-series-infrastructure-security-and-
resilience

33


https://www.eiseverywhere.com/ehome/2018internationalurbansecurityandresilience/642621/
https://www.eiseverywhere.com/ehome/2018internationalurbansecurityandresilience/642621/
https://carleton.ca/irrg/training/
https://carleton.ca/irrg/cu-events/2016-symposium-on-critical-infrastructure-and-resilience/
https://carleton.ca/irrg/cu-events/2016-symposium-on-critical-infrastructure-and-resilience/
https://carleton.ca/irrg/cu-events/2016-the-deans-annual-lecture-series-infrastructure-security-and-resilience
https://carleton.ca/irrg/cu-events/2016-the-deans-annual-lecture-series-infrastructure-security-and-resilience
https://carleton.ca/irrg/cu-events/2016-the-deans-annual-lecture-series-infrastructure-security-and-resilience

