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Abstract

We discuss factoring polynomials over finite fields using Elimination of Repeated
Factors (or Squarefree Factorization), Distinct Degree Factorization, and Equal
Degree Factorization. Of these three algorithms, the second, Distinct Degree
Factorization is the least efficient. It has a bottleneck where we compute the
gcd of two polynomials. In order to decrease overall computational complexity,
we focus on optimizing this area. We do this in two ways. Firstly by reducing
the number of such calculations we require and secondly by optimizing how we
compute one of the polynomials. Since these two methods are distinct we can
benefit from both improvements.



1 Introduction

Factoring a polynomial f over a finite field means finding all irreducible
polynomials in the field that divide f. These irreducible polynomials are
factors of f and the product of them is the entirety of f. This factorization is
of interest in algebraic coding theory, computational number theory, computer
algebra, and cryptography among other areas [9].

In this project we discuss polynomial factorization using a 3 step method.
Step 1 has two algorithms that can be used: Elimination of Repeated Factors
and Squarefree Factorization. Both of these algorithms take a polynomial
f € Fy[X] and output its squarefree part(s). The algorithm for step 2 is
Distinct Degree Factorization which takes a squarefree polynomial g € Fy[X]
and splits it into polynomials that each are the product of irreducible factors of
g with a certain degree. Step 3 is Equal Degree Factorizationtakes a product
of irreducible polynomials with the same degree and outputs these irreducible
factors.

Once we outline the details of these algorithms, we observe an area in step
2 that has a large computational cost. This bottleneck comes from computing
the ged of X ¢ X , 1 <i < n, and the polynomial we are factoring. In order
to decrease the cost of these operations we first look at minimizing the number
of them we need to perform. After this we examine ways to calculate X9 — X
(or more specifically X9') modulo a polynomial more efficiently. Lastly, we
illustrate an algorithm for step 2 that uses these optimizations. This gives us
an overall improved factorization method.



2 Background

Definition 2.1. A finite field F, is a ring (Fy,+,-) with ¢ < oo elements,
such that (Fy,-) forms a commutative group. We call q the order of F, [3].

Definition 2.2. Suppose F and K are fields such that K C F then K is a
subfield of F' and F is an extension field of K.

Definition 2.3. Let F, be a finite field. If there exists m € Z* such that
ma = 0 for all « € Fy, then the smallest such m is the characteristic of Iy,
and By has characteristic m [3].

Lemma 2.4. IfF, is a finite field with order ¢ = p™ for prime p, then Fy has
characteristic p.

Definition 2.5. A polynomial over F, is an expression of the form

f(X) = ZaiXi where a; € Fy,. We denote this as f € Fy[X]. If a, # 0, then
i=0

ay, is the leading coefficient of f and f has degree n. When f(X) =0, we

set deg(f(X)) = —oo by convention [3].

Definition 2.6. Let f be a polynomial in Fy[X]. Then f is monic if it has
leading coefficient 1. If f has positive degree and for all a,b € Fy[X] such that
f = ab we have a or b is a constant polynomial then f is irreducible [3].

Theorem 2.7. Any polynomial f € Fy[X] of positive degree can be written
as f = afi" - fF where a € Fy, f1,..., fi € Fy[X] are distinct irreducible
polynomials and ey, ... e, € ZT [3].

Definition 2.8. Let f be a polynomial in Fy[X]. Then f is monic if it has
leading coefficient 1. If f has positive degree and for all a,b € Fy[X] such that
f = ab we have a or b is a constant polynomial then f is irreducible [3].

Definition 2.9. Let f be a polynomial over a field K, with deg(f) > 0. Suppose
F is a field extension of K, then f splits in F' if there exist aq,...,0, € F and
a € K such that f(X) =a(X —a1) - (X — ay). The field F is the splitting
field of K if f splitsin F and F = K(aq,...,ap).

Lemma 2.10. Let Fy be a finite field with characteristic p then
(x +y)P =aP +yP for all x,y € Fy [5].

Proof. Let F, be a finite field with characteristic p then

o= (e Qe (o ()

by binomial expansion. Since p | (¥) fori € 1,...,p — 1 we have
(z+y)P =¥ +y"

as [, has characteristic p. O



Lemma 2.11. Fyn is a subfield of Fem if and only if n | m.

Definition 2.12. The ged of f,g € F,[X] is the monic polynomial d € Fy[X]
of the largest degree such that d | f and d | g.

Lemma 2.13. Let f,g € F [X] then ged(f,g) = ged(f — g, 9)-

Proof. Let d = ged(f,g) then there exits a,b € F,[X] such that f = ad and
g=>bd. So f —g=ad—bd = (a—0b)d, and we have d | f — g as well as d | g.
Assume for sake of contradiction that h = ged(f — g, g) with deg(h) > deg(d).
Then h | f — g and h | g which implies h | f. This is a contradiction with
d = ged(f, g). Therefore d = ged(f — g,9) = ged(f, g9). O

Theorem 2.14. Let f,g € F,[X] then ged(f, g) = ged(f (mod g),g).
Proof. Using Lemma 2.13 repeatedly yields the result. 0

Theoremv2.15. Let f € F,[X] be an irreducible polynomial of degree n. Then
f(X)| X? — X if and only if n | i. The product of all irreducible polynomials
in Fy[X] of degree dividing i is given by X7 — X

Proof. Let f € Fy[X] be a irreducible polynomial of degree n. Suppose f(X)
divides X9 — X and « is a root of f in the splitting field over F,. Then we have
f(@) = 0 which gives a? — a = 0. Thus a € F: and we have

i=[Fg :Fg]=[Fg : Fg(a)][Fg(a) : Fo] = [Fyi : Fy(a)ln

which implies n | i. Conversely, suppose n | i, then Fy» is a subfield of Fi. Let o
be a root of f then [Fy(a): F,] = n implies a € Fgn C F,i. This gives a4 = a,
i.e. a? —a =0, and so « is a root of X9 — X. Therefore f(X) | X9 — X. O
Theorem 2.16. (Chinese Remainder Theorem)

Let mq,...,my € Z* be relatively prime and a1, ...,ar € Z. Then there exits
N € Z such that

N = a; (mod my)
N = ai (mod my)

and N is unique modulo mq - - - my.

mi---m

Proof. Let M; = k, then we have ged(M;,m;) = 1 since my, ..., mg

m;
are relatively prime. Thus M; has an inverse modulo m;, say x;. Suppose

k
N = ZaiMixi (mod mq ... my),

=1



then

k
N = ZaiMixi (mod m;)
i=1
= a;M;z; (mod m,) since m; | M; for i # j
= a; (mod m;) since M;z; =1 (mod m;)

and N is a solution. Assume N and M are 2 solutions modulo mj ... my.
Then M = N (mod m;) for ¢ = 1,...,k which means m; | N — M. As

mi, ..., myg are relatively prime, this gives my...my | N — M or equivalently,
N = M (mod my - --my). Therefore the solution is unique moduluo my - - - my.
O

3 Factoring Polynomials over Finite Fields

In order to factor a polynomial f € F,[X] we use the 3 part method outlined
below [6].

Step 1 Find the Squarefree part(s) of f using Elimination of Repeated Factors
(Algorithm 1) or Squarefree Factorization (Algorithm 2)

Step 2 Split the squarefree part(s) of f into factors made up of irreducible
polynomials of the same degree using Distinct Degree Factorization
(Algorithm 3)

Step 3 Split the polynomials found in Step 2 into their irreducible factors using
Equal Degree Factorization (Algorithm 6)

We observe that of these 3 algorithms, the Distinct Degree Factorization
Algorithm is the most time consuming, so in Section 4 we focus on finding
improvements for it. The bottleneck in the Distinct Degree Factorization
Algorithm can be largely attributed to calculating the gcd of various
polynomials. Therefore, we examine ways to speed up or eliminate these gcd
computations.

3.1 Finding the Squarefree Part(s) of a Polynomial

One approach to removing duplicate factors from a polynomial f € F,[X] is to
find a polynomial with the same factors as f that does not have any duplicates.
Once this squarefree polynomial is factored we can look at which factors were
duplicates if necessary.



Algorithm 1: Elimination of Repeated Factors (ERF)
Input: f € F,[X] monic of degree n
p = char(F,)

Output: squarefree part of f
u = ged(f, f')
if u =1 then

‘ return f
end

v=f/u
B u

“ 7 ged(u,0m)
z=w'/P

return vERF(2)

Uk W N =

[

®

Example 3.1. We compute ERF(f) where f(X) = X°(X +2)3(X? + X +2)
s a polynomial over F3. Taking the derivative we have
fI(X)=2X"(X +2)3(X?+ X +2) + X5 (X +2)°(2X + 1).
This gives u = X*(X + 2)3, which isn’t 1. So we have
v=X(X*+X+2)
and . 5
w(X) = )((2)((712) = (X +2)°.
Thus we must apply the algorithm to z(X) = X + 2. Since 2/(X) = 1, this
returns z. Therefore our original call to the algorithm returns

v(X)2(X) = X (X2 + 2 +2)(X +2)
which is the squarefree part of f.
Theorem 3.2. Algorithm 1 returns the squarefree part of f € Fy[X].
Proof. Let f = [[;_, f{* for f; irreducible with f; # f; when i # j, then we

have ,
S SR I
This gives
w=ged(f, /)= T s I
i=1,pte; i=1,ple;

since ged(f;, f/) = 1 for irreducible f; and if p | e; the term with the f/ is zero.
If w = 1 we must have f’ = 1 which gives e; = 1 for all 4 and f is already
squarefree so we are done. Otherwise,

v=flu= H fi implies  ged(u,v™) = H fieq,—l7

i=1,pfe; i=1,pfe;



which implies

w_gcduv” H

i=1,ple;

and we can take the p'™ root of w to get z. By induction we can assume that
the algorithm works for polynomials with smaller e; and thus ERF(z) gives the
product of f;s such that p | e;. Multiplying this by v we have

vERF (2 H fi H fi=11#
i=1

i=1,pfe; i=1,ple;

which is the squarefree part of f. Therefore, for any f € F,[X] Algorithm 1
outputs the squarefree part of f. O

The second method (Algorithm 2) to remove duplicate factors from a
polynomial f € F,[X] is to find g; the product of all factors that are duplicated
i times. This gives us the additional benefit of knowing the number of
duplicates and having (potentially not irreducible) factors of f.



Algorithm 2: Squarefree Factorization (SFF)
Input: f € F,[X] monic, p = char(F,)
Output: list of pairs (g;,i) where f = g193...g"

1c1=1
2 output = [ ]
3 g=1/

4 if g # 0 then

5 | hi=ged(f,g)
6 r:=f/h
7 while r # 1 do
8 s :=ged(r, h)
9 t:=r/s
10 add (¢,1) to output
11 1:=1+1
12 ri=s
13 h:=h/s
14 end
15 if h # 1 then
16 h:= h'/P
17 for (g;,7) in SFF(h) do
18 if (gi, k) such that k = j * p is in output then
19 | change (g, k) to (gkg;, k)
20 else
21 ‘ add (g, jp) to output
22 end
23 end
24 end
25 else
26 f=fur
27 for (g;,7) in SFF(f) do
28 if (gi, k) such that k = j = p is in output then
29 | change (g, k) to (gr;, k)
30 else
31 ‘ add (g;, jp) to output
32 end
33 end
34 end

35 return output

Example 3.3. We compute SFF(f) where f(X) = X°(X +2)3(X%2+ X +2) is
a polynomial over Fs. The algorithm begins with i = 1, utput = [ ], and g = f'.
We note

F(X)=2X*(X +23(X?+ X +2) + XP(X +2)3(2X + 1)
is not zero. This gives h = X*(X + 2)3 and r = X(X? + X + 2) which

10



is not 1. We remain in the while loop for 5 iterations, resulting in output=
(X2 4+ X +2,1),(1,2),(1,3),(1,4),(X,5)] and h = (X + 2)3. We then call
SFF(X+2) which returns [(X+2,1)]. Soin output, we change (1,3) to (X+2,3)
before returning it.

Theorem 3.4. Algorithm 2 returns a list of pairs (g;,1) when given an input
polynomial such that f = gi1g5 ... g".

Proof. We first prove that the k*® iteration of the while loop ends with

n
=kt 1, r= I o
i=k+1,pti
g Ptk - -
k , i—(k+1 ]
t:= {1 B and h:= H gZ (k1) H gi-
p ) i=k+1,pfi i=1,pli

Clearly, the loop ends with i = k+1 as 7 is incremented by one on each iteration.
The first loop starts with

he=ged(f,f)= [[ o7 I] ¢ and re=f/n= ][ v

i=1,pfi i=1,pli i=1,pti
as shown in the previous algorithm. This gives

- 1
s:=ged(r,h) = H gi and t:= {91 pi
i=2,pfi 1 pll

which shows

ri=5= ﬁ gi and h:=h/s= ﬁ 9, ﬁ gi
i=2,pti

i=2pfi i=1pli

as claimed for k = 1. We assume by induction that our claim holds for k. Then
if there is another iteration of the while loop we have

" gk+1 P k + 17
s = ged(r, h) = H Gis t::r/s:{1+ J|(k+1
i=k+2,pli p ’

n

ri=s5= ﬁ gi, and h:=h/s= H gj_(k+1) ﬁ gf

i=k+2,pti i=k+2,pfi i=1,pli

Thus our claim is true for any k > 1. With this claim it is clear that (gx, k) is
included in the output for p t k. When the loop exits we have
n

h= [ o " ﬁ g:

i=k+2,pti i=1,pli

which we can take the p*™ root of and repeat the algorithm to add (g, k) with
p | k to the output. This repetition terminates as there are finitely many factors
of p in any k. U

11



3.2 Distinct Degree Factorization

The next step in our 3 part factorization method is Distinct Degree
Factorization. This splits f into factors g; which are the product of all
irreducible factors of f with degree 7. The gcd calculation used here gives the
desired result because of Theorem 2.15.

Algorithm 3: Distinct Degree Factorization (DDF)

Input: f € F,[X] monic squarefree of degree n
Output: gi,...g, € Fy[X] such that each g; is the product of all
irreducible factors of f with degree ¢

1 hl =X

2 fi=f

3 fori=1,...,|n/2| do

4 h; = h! (mod f)

5 Record that g; = ged(h; — z, fi)
6 fi = fi/gi

7 end

8 if deg(f;) > |n/2] then

9 gk = fi

10 end

11 All other g; are assumed to be 1
12 return gi,..., g9,

Example 3.5. We compute DDF(f) where f(X) = X(X +2)(X? + X +2) is
a polynomial over F3. The for loop at i =1 gives

g1 = ged(X® (mod f(X)) - X, (X)) = X(X +2)
and f1(X) = f(X)/g1(X) = X? + X + 2. Fori =2 we have
g2 = ged((X%)* (mod f(X)) - X, f1(X)) = X? + X +2

and fo(X) = f1(X)/g2(X) = 1. Since deg(f2) =0 < |4/2] we assume g3 = 1
and g4 = 1. Therefore the algorithm returns X (X +2), X%+ X +2,1,1.

Theorem 3.6. Algorithm 3 outputs g1,...¢gn € Fq[X] such that each g; is the
product of all irreducible factors of f with degree i.

Proof.
g1 = ged(hy —z, f1)
= ged(z? — z (mod f), f)

= ng(xq -, f)
= product of irreducible polynomials of degree 1 that divide f.

12



Assume f; = , gi is the product of irreducible polynomials of degree i

f
gi-.-gi—1 )
that divide f and h; = ¢ (mod f). Then by induction

gi+1 = ged(hiyr — @, fit1)
= gcd(h? (mod f) — =, fiy1)

= ged ()" (mod f) — . £i/g:)

= ged (mqiﬂ -z, / >
g1---9i

= product of irreducible polynomials of degree d | i + 1

that divide

g1---9i
= product of irreducible polynomials of degree i + 1 that divide f,

fori4+1 < [n/2]. Fori+1 > |n/2] we have k = deg(f;). Note k & {1,...,|n/2]}
since all irreducible polynomials of these degrees have been removed. Thus
k=0or k> |n/2|. If k=0 then f; = 1 since f is monic and we have no more
irreducible factors left. If k > [n/2], we must have 1 irreducible factor of degree
k left and so we set g = f;. We note that we can not have 2 or more factors
since that would require deg(f;) to be greater than or equal to 2(|n/2] + 1)
which is larger than n. O

There are three strategies for when to stop the loop in Algorithm 3. The one
we give is half-degree because it improves the algorithm by stopping at [n/2]
instead of n as in the basic strategy. The third and best strategy is called early
abort. Tt stops the loop when deg(f;) is less than 2i since the remaining f; must
be irreducible in this case [1].

This algorithm is slowed down by many gcd computations, most of which
are equal to 1. To reduce these computations we can combine them, then split
them up later if necessary. For example instead of computing ged(a, f) and
ged(b, f) we compute ged(ab, f). If ged(ad, f) = 1 we do not need a or b to find
factors and we saved a calculation. On the rare occasion that ged(ab, f) # 1 we
can then look closer to find the factors that a and/or b reveal. This strategy
is called baby-step giant-step [6] and was presented in an Algorithm by von zur
Gathen and Shoup [10] and Kaltofen and Shoup [4].

13



Algorithm 4: Coarse Distinct Degree Factorization (CDDF)

Input: f € F,[X] monic squarefree of degree n
Output: Hy,..., H, where H; is the product of all monic irreducible
factors of f with degree i € {s;_1+1,...,s;}

1g=f

2 forj=1,...,ndo

3 g; = H 2?7 —z  where s; = 252
s;1+1<i<s;

4 | Hj=ged(gj (mod g),9)

5 | g=g/H;

6 end

7 return Hq,..., H,

The value of s; in the above algorithm was presented by von zur Gathen
and Gerhard [8] when factoring polynomials over Fy. Kaltofen and Shoup [4]
use intervals of the same size, which is not as effective. Starting with smaller
intervals is better as we expect there to be more irreducible factors of lower
degree than of higher degree.

Algorithm 5: Fine Distinct Degree Factorization (FDDF)
Input: H; the product of all monic irreducible factors of f € Fq[X] with

degree s;_1 +1,..., 0r s;
Output: hs,_,4+1,...,hs; where h; all monic irreducible factors of f with
degree 14

1 h:H]

2 fori=s;_1+1,...,5;do
3 hi = ged(h, 29 — 2 (mod h))
4 h="h/h;
5 end

6

return Ay, _,11,..., N0,

Theorem 3.7. Applying Algorithm 5 to the results of Algorithm 4 gives
hi,...,hy, where each h; is the product of irreduible factors of degree i that
divide f.

Proof. The proof follows from Theorem 3.6. O

The table below allows us to see the benefits of this method. Here M (n) is
the cost of multiplying two polynomials of degree less than or equal to n and
by Schonhage and Strassen we can assume M (n) € O(nlognloglogn) [8].

14



Algorithm Operations over I,

DDF O(M(n)(nlogq+ nlogn))

Coarse and Fine DDF
(k same size intervals) O(M(n)(nlogg + klogn))
Coarse and Fine DDF

(increasing size intervals) O(M(n)(nlogq))

Table 1: Cost of various Distinct Degree Factorization algorithms [§]

3.3 Equal Degree Factorization

The third and final step of the 3 part factorization method is Equal Degree
Factorization. This takes the products of irreducible factors with degree ¢
found in Distinct Degree Factorization and factors them into those irreducible
polynomials. Of the 3 algorithms in the factorization method, this is the only
one that is not deterministic.Unfortunately, known deterministic algorithms for
Equal Degree Factorization do not run in polynomial time in the degree n and
log(q), where ¢ is the order of the field [1].

15



Algorithm 6: Equal Degree Factorization (EDF) [2]

Input: d € N
f € Fy[X] a squarefree product of r > 2 irreducible factors each
of degree d where ¢ is odd
confidence parameter e
Output: list of monic irreducible factors or a failure message
1 factors = [f]
2 k=1
3 t = 2[log é}
4 while £k <t do
5 randomly choose h € F [X] with deg(h) <n
6
7
8
9

9= ng(hv f)
if g =1 then
‘ g=hla"-D/2_1 (mod f)

end
10 for u € factors with deg(u) > d do
11 if ged(g,u) # 1 and ged(g, u) # u then
12 remove u from factors
13 factors = factors U{gecd(g, u), u/ gecd(g,u)}
14 end
15 end
16 if size(factors) = r then
17 ‘ return factors
18 end
19 k=k+1
20 end

21 return failure message

Algorithm 6 is due to Cantor and Zassenhaus [2]. In it we consider ¢ odd,
though variants exist for even q. We now look at ways to decrease the runtime
of this 3 part method by focusing on Distinct Degree Factorization.

4 Using Composition of Functions to Optimize
Factorization

The most expensive part of the Distinct Degree Factorization algorithm is
computing ged(X? — X, f(X)). Previously we looked at reducing the number
of these calculations, but now we focus on making them less expensive. We do
this by using modular composition to reduce the time complexity of computing
X9 — X or more specifically X¢ . Once we have looked at both improvements
we describe an algorithm for Distinct Degree Factorization that combines them.

We first discuss algorithms for evaluating polynomials at a set of points. This
is used to evaluate a composition f(g(X)) at many points while only knowing

16



the polynomials f and g. These evaluations can then be used to interpolate the
composition itself.

Algorithm 7: Multivariate Multi-point Evaluation (MME) [5]
Input: f € Fy[Xo,..., X, 1] with degy, (f) <dfor 0 <i<m—1
Qp,...,N_1 € IFZL
p prime

Output: f(ag),..., f(an-1)
1 Compute the reduction g of f modulo X;’ —X;forj=0,...,N-1

2 Use an FFT algorithm [7] to compute g(8) = f(5) for each 8 € F}
3 return f(ao),..., flay—1)

We need the following lemma for the proof of the next theorem.

Lemma 4.1. The product of the primes less than or equal to 161og(N) is greater
than N for any integer N > 2 [5].

We now discuss another algorithm which uses the lemma above to evaluate
a polynomial at a series of points. This algorithm will use multiple iterations
of Algorithm 7 with smaller primes to produce the same result. In order to
work over fields of smaller order we first treat our polynomial and its evaluation
points as if they were over Z. To do this we lift elements in F, to the integers
0,...,p—1 and use integer operations on them from then on. Once everything
is over the integers we can then do operations modulo various smaller primes.
Evaluating the polynomial at each point modulo these primes will give us enough
information to solve for the polynomial evaluation over the original field using
the Chinese Remainder Theorem (2.16).

17



Algorithm 8: Multi-Modular [5]

Input: f € F,[Xo,..., X,—1] with degy, (f) <dfor 0 <i<m—1
ag,...,an—1 € (Z/pZ)™
p prime
t € ZT which is the number of rounds
Output: f(ay), .., flax_1)
1 Let f € Z[ Xy, ..., Xm-1] be constructed from f by replacing coefficients
with their lift in {0,1,...,p — 1}
2 fori=0,...,N—1do

3 Let a; € Z™ be constructed from «; by replacing coordinates with
their lift in {0,1,...,p — 1}

4 end

5 let I = 161log(d™(p — 1)™)

6 Let p1,...,pr be the primes less than or equal to [

7forh=1,...,kdo

8 | Let fr € Fp,[Xo,..., Ximn_1] be given by f = f (mod py,)

9 Let ap,; € Fy) be given by ap; = a; (mod pp,)

10 end

11 if t =1 then

12 Compute f5(ap;) for i =0,..., N — 1 using
MME(fh7 dh05--- ,OéhN—laph)

13 else

14 Compute fp(ap;) for i =0,..., N — 1 using
Multi — Modular(f,ano,-..,anN—1,Pn,t — 1)
15 end

16 fori=0,...,N—1do

17 Find z; € {0,...,(p1...px) — 1} such that

zi = fn(an,;) (mod pp) for all h =1,...,k, using Theorem 2.16

18 end
19 return zy (mod p),...,zy—1 (mod p)

Theorem 4.2. Algorithm 8 returns f(ag) ..., flan—_1).

18



Proof. When t = 1 we have fp(ap;), for 0 < ¢ < N — 1, by Algorithm 7.
Since p1, ..., px are relatively prime z; is unique modulo p; - - - px by the Chinese
Remainder Theorem (2.16). Let

d—1 d—1
f<X07 T ’Xmil) = Z o Z inv-':imleéo e X;';n:ll

i0=0 i —1=0

where fi,,. .., € F, could be zero, and & = (ao,...,am—1) for

a; €{0,1,...,p—1}. We note that z; = f(q;) since,

0< f(a)
d—1 d—1 ] )
= Z Z Fiomin_al . alm1
i0=0 im—1=0
d—1 d—1
< Y lp-Dp-1P - (p—1)m
10=0 im—1=0
d—1 d—1
_1\m
< Y -1 (-1
i0=0 im—1=0
d—1 d—1
< Z (p—l)dm
i0=0 im—1=0
— Am 71 dm
=d"(p—1)

< p1-- Pk by Lemma 4.1

and z; is unique modulo p; - - - pi. Therefore

z; (mod p) = f(a@;) (mod p) = f(a)

and the algorithm holds. When ¢ > 1 we have f3(as,;) and the result follows
by induction. O

The algorithm above is only valid for polynomials in F,, where p is prime.
Therefore we must expand it to the case when F, where ¢ is a prime power.
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Algorithm 9: Multi-Modular Extension [5]

Input: f € Fy[Xo,...,X,,_1] with individual degrees at most d — 1 and
Fq~Fp[2]/9(Z)
g, ..., N_1 € FZ"’
p,n where ¢ = p” and p prime
t € Z* which is the number of rounds
Output: f(a),..., flan—1)
1 Let M = d™(n(p —1))d-Dm+l 11
2 Let r = M(n—Ddm+1
3 Let f € Z[Z][Xo, ..., Xm_1] be constructed from f by replacing
coefficients with their lift in {0,1,...,p — 1}
4 fori=1,...,N—1do
5 Let @; € Z[Z]™ be constructed from «; by replacing coordinates with
their lift in {0,1,...,p— 1}
6 end
7 Let f € (Z/rZ)[Xo,..., Xm_1] be the reduction of f modulo Z — M for
i=1,...,N —1do
‘ Let @; be the reduction of @; modulo Z — M
9 end
10 Compute 3; = f(a) fori =0,..., N — 1 using
Multi — Modular(f,ap, ...,ay_1,r,t) for some t € Z* for
i=0,...,N—1do
11 Find Q;[Z] € Z[Z] of degree at most (n — 1)dm with coefficients in
{0,...,M — 1} such that Q;[Z] (mod r) = §;
12 Let Q; be the reduction of Q; modulo p and g(Z)
13 end
14 return QolZ],...,Qn-1[Z]

We now state a definition required for the next algorithm.

Definition 4.3. The map p,; : Fo[Xo, X1, ..., Xm-1] = F4[Yo.00 -+, Ym—1,1-1]
1s defined by
na(X7) =YV Y

extended linearly, where a; are taken from a = Zajhj .
Jj=0

The next algorithm uses Algorithm 9 to evaluate a polynomial at a series of
points. Then we evaluate another polynomial at these points. This gives us the
result of evaluating the composition of these two polynomials at the original set
of points. These evaluations can then be used to interpolate the composition of
the polynomials using Lagrange Interpolation Formula.
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Algorithm 10: Modular Composition [5]

Input: f € Fy[Xo, ..., X,,_1] with individual degrees at most d — 1
90(X), ..., gm—1(X), h(X) € F [ X] with degree at most N — 1
d,m,N €N
do € Z such that 2 < dy < d

Output: f(go(X),...,9m—-1(X)) (mod h(X))

1 Let [ = [1ogd0 (d)]
2 Let f = 1a,,(f)
3 Let g;;(X) = g;(X)% fori=0,....,m—1land j=0,...,0—1
4 Let N' = Nmldy
5 Select N’ distinct elements of F, say Bo, ..., Bn -1
6 Let p,n € Z such that p™ = q
7 fori=0,...,m—1do
8 for 7=0,...,l—1do
9 Compute o jr = g (Bk) for k=0,...,N' — 1 using
Multi-ModularExtension(g; ;, 5o, - ., Bn/—1,p,n, t) for some
teZ*
10 end
11 end
12 Compute f(a0k;---sm-11-14%) for k=0,..., N’ — 1 using
Multi-ModularExtension(f,a0.0., - -, @m—1.1-1k , P;n,t) for some
teZ*

13 Interpolate to recover F(90.0(X)s s gm-11-1(X))
14 return f(go,0(X),...,gm-1,1-1(X)) (mod h(X))

Theorem 4.4. Algorithm 10 returns f(go(X),...,gm-1(X)) (mod h(X)).
Proof. Let

d-1 d-1
J(Xo,. o, Xim1) = Z Z Fionim 1 X0 X

i0=0 im—1=0

for fi,....im_1 € Fq. Suppose i; = Zijykdlg for i; 5 € Z*. Then i;; = 0 for all
k>0
k > 1. Indeed if i; # O for some k > [ then

d—1>i;> d{) > dé _ dglogd()(d)-l > di)ogdo(d) —d

which is a contradiction. We have f = ¥, (f) which gives
B d—1 d—1 . '
f(X0> cee 7Xm—1) = Z o Z fi07--'7i'm,—11/)d07l(X80) T d)doyl(X;;n:ll)

i0=0 Gm—1=0

d—1 d—1 ) ) ) )
_ . ) 20,0 y0,l-1 ytm—1,0  ytme—1,0-1
- § E flo,m,lmle0,0 Y;),l—l Ym—l,O mel,lfl

i0=0 tm—1=0
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for i1 as defined above. Thus

f(go,O(X)a e 790,l—1(X); e agm—l,O(X)a e 7gm—l,l—l(X))

— 0 1—1 0 1—1
= flgo(X)%, ..., 90(X)% ... gm1(X)®, ... gm_1(X)% )
d—1 d—1 m—1 ‘ . ' .

B o Y i [ [ ap(X) 0% gy (X))
10=0 im—1=0 k=0
d—1 d—1 m—1
= .. Z fi ) H gk(X)ik,0d8+"'+ik,l71dé_l
105--2y Tm—1
i9=0 U —1=0 k=0
d—1 d—1 m—1
= e Z in)“'yi'rnfl Hgk?(X)Zk
i0=0 im—1=0 k=0
= f(go(X), .-, gm-1(X))

and the algorithm returns f (mod k) = f(go,...,gm_1) (mod h) as claimed. [

Now that we have an algorithm for computing the composition of
polynomials, we can use it to calculate polynomials of the form X?¢ — X.
Polynomials of this form are required for Distinct Degree Factorization, so it is
beneficial to find algorithms of lower complexity that can be used to calculate
them. We now look at an algorithm that computes the product of multiple
polynomials of this form.
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Algorithm 11: Splitting Polynomial [5]

Input: A monic, squarefree polynomial f(X) € F,[X]
X9 € F,[X]
me LT
Output: s(X) = (X7 — X)= (X9 — X)o2 .. (X1
where a; are powers of ¢

1 Let n = deg(f(X)) and k = m — |/m]? < 2/m

m

— X)* (mod f(X))

2 Compute X7 (mod f(X)) fori=0,1,2,...,|v/m] —1
s Compute X' (mod f(X)) for j=1,2,...,[v/m]
4 Compute X9 " (mod f(X)) fori=k—-1,k—2,...,1,0

k—1
5 Form Qo = [[ (X" " = X) (mod (X))

i=0

[vm]-1 .
6 Form P(Z)= [] (Z-X7) (mod f(X))
i=0

7 Evaluate P (Xq for j=1,...,|v/m] using
ModularComposition(P, xom F(X), [vm] + 1,1, ¢LVm) 11, dy)
for 2 <dp <d

8 Take the product of polynomials above to form

Wmllvml-1 ,
Qo =T T & =x7) (mod f(x))
j=1 =0

9 return Qo()z)Ql(X)

.7‘wm)

Theorem 4.5. Algorithm 11 returns

m

$(X) = (X7— X)" (X7 — X)% .. (X" — X)% (mod f(X))
where a; are powers of q.

Proof. Let
" q (mod [vVm]) 1 <4< L\/THJQ’
e lVm]2+1<i<m,
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then

Qo(X)Q1(X)
k—1 . [vVm][v/m]-1 - .

—(H(Xq X>)(H I o xq>) (mod 7))
=0 j=1 =0

e NIV 1_
(Hm —X>)(H I o —X)q>(modf(X))
j=1 =0

=0

m l [vm] l
I @ —X)”") ( IT xe —X)'M) (mod f(X))
I=[v/m)2+1 I=1

[T(x« - X)% (mod f(xX)).

=1

The product produced in this algorithm can be used in a Distinct Degree
Factorization algorithm [5] that is similar to Algorithms 4 and 5. The powers
do not affect the result of the ged calculation since we have taken a squarefree

polynomial.
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Algorithm 12: Distinct Degree Factorization using Composition (DDFC)

Input: squarefree polynomial f € Fy[X]
S =1{s,...,s+ k} is a range which contains all degrees of
irreducible factors of f
X9 € F[X]
Output: gs,...gs+r € Fy[X] such that each g; is the product of all
irreducible factors of f with degree ¢

1 if |[S] =1 then

2 ‘ return f

3 end

4 let m = s+ |k/2] be the midpoint of S

5 Compute s(X) = SplittingPolynomial(f, X7, m)
6 Compute d = ged(s, f)

7 if d = f then

8 Let S={z eS|z <m}

9 return DDFC(f,S, X9) , g1 =1,...9, =1

end
if deg(d) =1 then

[
= O
-

12 Let S={zeS|x>m}

13 return g1 = 1,...,¢9, = 1, DDFC(f, S, X?)

14 end

15 Let fiower = d(X) and fupper = f(X)/d(X)

16 Let Siower = {z € S |  <m} and Sypper = {z € 5| > m}
17 return DDFC( fiower, Siower; X?) , DDFC( fupper, Supper; X )

We note that this algorithm uses a different method than Algorithms 4 and
5. This can be seen as a binary search for each degree of irreducible. However
this is not ideal, since we expect there to be more irreducible factors of lower
degrees. Applying the increasing intervals from Algorithm 4 should give a more
efficient algorithm. Further work can be also be done to reduce repeated work
when computing the splitting polynomial for multiple values of m.

Theorem 4.6. When a walid S is given to Algorithm 12, it returns
953"'?gm7gm+17"‘7gs+k‘

Proof. When |S| =1, i.e. S = {s} then f only contains irreducible factors of
one degree s and so gs = f. So, the algorithm returns g5 in this case. Assume
the algorithm holds for |S| < k. Suppose |S| =k + 1 then

s(X) = [T = X)™ (mod (X))

for some a; which are powers of q. Thus d is the product of irreducible factors
of f with degrees 1,...,m by Theorems 2.14 and 2.15. If d = f we know that
all irreducible factors of f have degree s,...,m. This gives us

Im+1=1,...,gs1k =1
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and by induction
gss---,9m = DDFC(f,{z € S | x <m}, X9)

as [{x € S| # <m}| < k. Therefore the algorithm returns

Gsy -+ s9msIm+1y -+ stk

as desired. If d is a constant, we know that all irreducible factors of f have
degree m,...,s+ k. This gives us gs = 1,..., g, = 1, and by induction

Im+1s -3 9s+k = DDFC<f7 {ZE €S ‘ z > m}vXq)

as |{z € S| # > m}| < k. Therefore the algorithm returns

sy 59ms Gm+1s - - -3 stk

as desired. If d # f and d is not constant, then we have irreducible factors in
both 1,...,m and m + 1,...,n. By induction

Jss---,gm = DDFC(d),{z € S | « <m}, X9)

as [{x € S| x <m}| <k and d only has irreducible factors of degree less than
m. Similarly, by induction

Im+1; -3 9s+k = DDFC(f/da {l‘ €S | x> m}an)
and so the algorithm returns gs, ..., 9m, 9m+1,- - -, stk as desired. O

Observe that if we start with S = {1,...,n} where n = deg(f) then the
above algorithm returns g1,..., gn.

Using Algorithm 12 we obtain an algorithm for factoring a random
polynomial of degree n over F, that requires O(nt5+e™) 10g1+0(1) q +
plito(®) log2+o(1) q) bit operations. If logq is less than n, then this is
asymptotically faster than the best previous algorithms [5]. For comparison,
other algorithms require (n?+°() 4 n!*+°(M log q)log' Mg bit operations [10]
and n'815]0g>+°(M g bit operations [4].

5 Conclusion

The 3 step method for factoring a polynomial f over a finite field consists of:

1. Finding the squarefree part(s) of f using Elimination of Repeated Factors
or Squarefree Factorization

2. Splitting f into factors that contain irreducible factors of the same degree
using Distinct Degree Factorization

3. Split each of factors from 2 into irreducible polynomials using Equal
Degree Factorization
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We describe algorithms for each of these 3 steps, and give multiple versions
of Distinct Degree Factorization. We give multiple versions of Distinct Degree
Factorization since it is the bottleneck of factorization and we want to improve
it so that our overall method is more efficient. Calculating ged(X9" (mod f), f)
is what slows this algorithm down, so we focus on two ways to improve this
computation. The first way is by minimizing the number of these calculations
that we require. The second way is by decreasing the computational complexity
of computing X9 . We do this using modular composition. Since these two
approaches are distinct we can use them both at the same time to create a
faster algorithm. Further work can be to implement these algorithms on a
computer in an efficient way. Once we have implementations, we can perform
tests to look at under what circumstances each version of Distinct Degree
Factorization performs the best. It would be interesting to see how the degree
of the polynomial and the distribution of its factors effect how each algorithm
performs. If we had multiple polynomials in the same finite field that we want
to factor at the same time, there could be ways to share the computational cost
between them. For example the steps in computing X7, before we take any
modulus, is a calculation we could do only once for a set of polynomials.
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