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.~ ‘Security Analysis of Critical 5G Interfaces
Security Analysis of Critical 5G Interfaces

@ Mahyoub, M., AbdulGhaffar, A.,
Alalade, E., Ndubisi, E. and
Matrawy, A., 2024. Security
analysis of critical bg interfaces.
IEEE Communications Surveys &
Tutorials.

Secarily Anabyis of Cratical 506 Inieifses

@ This work was supported by the
Natural Sciences and Engineering
Research Council of Canada
(NSERC) and TELUS
Communications through
Collaborative Research and
Development (CRD).
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.~ ‘Security Analysis of Critical 5G Interfaces
Security Analysis of Critical 5G Interfaces

@ Conduct a 5G security analysis from the perspective of the critical
interfaces because of their importance.

@ An in-depth analysis of the security measures recommended by 3GPP
and other active SDOs on the critical 5G interfaces. Furthermore, our
study covers the improved security measures proposed to improve the
recommendations of 3GPP.

@ ldentify possible threats associated with each critical interface under
study in the absence of security measures and categorizing these
threats according to the STRIDE model and the type of traffic.
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Security Analysis of Critical 5G Interfaces
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Figure: Service-based representation of 5G Architecture showing the studied
interfaces and their endpoints. The lines with red legends represent the critical
interfaces studied. The boxes with aqua and yellow represent the CP and UP
network functions, respectively. Mahyoub et al., 2024. Security analysis of critical
5g interfaces. IEEE Communications Surveys & Tutorials.
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Security Analysis of Critical 5G Interfaces

SECURITY
GOALS

@ For each organization we
considered, we study their
recommendations for these goals on
each one of the interfaces. Fig.
from Mahyoub et al., 2024.
Security analysis of critical bg
interfaces. [EEE Communications REPLAY

Surveys & Tutorials. L mumiim

Figure: 5G security goals considered for
the analysis in this paper. cupe @
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.~ ‘Security Analysis of Critical 5G Interfaces
Security Analysis of Critical 5G Interfaces

Defining the threat

IDescribing the threat scenario I

@ We follow these steps for each one
of the interfaces, and we categorize
the threats per gtraffic type. Flg [Identifying the related traffic type or procedure]
from Mahyoub et al., 2024.
Security analysis of critical bg
interfaces. |[EEE Communications (STRIDE classification |
Surveys & Tutorials.

[Identifying the threatened asset/s ]

Figure: Threat analysis methodology
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.~ ‘Security Analysis of Critical 5G Interfaces
Security Analysis of Critical 5G Interfaces

Table: Security Recommendations for the N1 interface, from Mahyoub et al.,
2024. Security analysis of critical 5g interfaces. IEEE Communications Surveys &

Tutorials.
ecurity goal
S i | 3GPP/ETSI IETF ITU GSMA
128-NEA1, 128-NEA2,
NEAO, 128-NEAL, 128-NEA3 for encryptio 128-NEAL,
Confidentiality 128-NEA2 (mandatory),| — (Confidentialit 128-NEA2 (mandatory),
128-NEA3 (optional) protection) 4 128-NEA3 (optional)
NIAO, 128-NIA1, 128-NIAL 128-NIA2 128-NIA1,
Integrit 128-NIA2 (mandatory), | — - ' g ’ 128-NIA2 (mandatory),
i 128-NIA3 (optional) 128-NIA3 for MAC 128-NIA3 (optional)
(Integrity protection)
EAP-AKA’,
EAP-TLS 1.3
M 5G-AKA
- EAP-TLS, EAP-TLS (with
Authentication EAP-AKA', Raw Public Key), | — Er’\GIkE')\‘AGE and
5G-AKA PEAA (5G-AKA EAP-AKA
enhancement) EAPfAKA’,’

and EAP-TLS 1.3

Replay Pro- Only accept each - - _
tection NAS/PDCP COUNT
value once,
Ksear update
Privacy Using SUCI and — — ECIES profiles e ol
5G-GUTI to conceal SUPI
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.~ ‘Security Analysis of Critical 5G Interfaces
Security Analysis of Critical 5G Interfaces

Table: Threats to the N1 Interface, from Mahyoub et al., 2024. Security analysis
of critical 5g interfaces. IEEE Communications Surveys & Tutorials.

Imierlme ~ Foad Fabme Tradie: Thpm Fhrvas by wimayabeli Thrvais rwd arcaeens

kb e
i i e

=i 1 o ol

LT ol LT

LALs ==t SmET

A ek

[ P
M UL ] amd P82 savrvbion [
e [ pe— Sy el i

T L

[ree e

5G Slice Isolation Through Resource Allocati

LR R e L

-,

ETEHH Cdeprars
| 3
- (I
| L | =
I
g
— ju) 1w
L
&
L] L
1
W 1%
1
" L]
al [®|

November, 2024

.
¥

L
10/41



.~ ‘Security Analysis of Critical 5G Interfaces
Security Analysis of Critical 5G Interfaces

Table: Mapping Assumptions to Threats, from Mahyoub et al., 2024. Security
analysis of critical 5g interfaces. I[EEE Communications Surveys & Tutorials.
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Earlier Work: Using Slice Isolation to Mitigate DDoS
Attacks on 5G Core Network Slices

e Sattar, D. and Matrawy, A.,
2019, June. Towards secure
slicing: Using slice isolation to
mitigate DDoS attacks on 5G
core network slices. In 2019
IEEE Conference on
Communications and Network
Security (CNS) (pp. 82-90).
IEEE.

5G Slice Isolation Through Resource Allocati
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Earlier Work: Using Slice Isolation to Mitigate DDoS
Attacks on 5G Core Network Slices

@ Propose an optimization model to proactively mitigate DDoS attacks
on 5G Network Slicing.

@ Hardware-level resource isolation for inter-slice and intra-slice
isolation.

@ The model optimizes resource utilization and end-to-end delay.

o In the next paper, we consider standard 5G VNFs, standard 5G
procedures, new security constraints, and VNF-level isolation.
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- Security-aware Network Function Sharing Model for 5G Slicing
Security-aware NF Sharing Model for 5G Slicing

A Sl gaopit Metsodh Fusgieen Shefisg Aoeie]
@ Mahyoub, M., AbdulGhaffar, A., for AL Slicang
Alalade, E. and Matrawy, A., 2023. T P e e S e

A security-aware network function
sharing model for 5g slicing. arXiv
preprint arXiv:2303.03492.

@ This work was supported by the
Natural Sciences and Engineering
Research Council of Canada
(NSERC) and TELUS
Communications through
Collaborative Research and
Development (CRD).
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Contributions

@ Propose a multi-objective MINLP model aiming at minimizing the
processing capacity needed and procedures’ latency of all requested
slices.

@ Provide a systematic way to decide on the sharing property of a
particular VNF by introducing new security constraints that define the
VNF's criticality.

o Consider the granularity at the procedure level instead of abstracting
a slice as a unit.

@ The proposed model is tested using standard procedures and VNFs of
the 5G architecture that are described in 3rd Generation Partnership
Project (3GPP) standards rather than using generic VNFs or symbolic
procedures.
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Model Overview

@ The objective function

MIDD) I DITED DD OF W
Wir yey iel, neN s€S pePs | The total delay
The total required computational

capacity for all VNFs

of all procedures
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Model Overview

@ The total VNF's required computational capacity

The traffic capacity

'
(=B B+ ¢ WeV, iel, neN (2)

The base capacityT Tls the vnf instance v; activated?

cT =303 Nyt WweV, ielh, neN  (3)

SES pePs The capacity needed for one traffic unit

The procedure’s packet rate el
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Model Overview

@ The procedure delay computation The link (n,m) delay
¥
=22 > Y dm gy
veVs iely neN (vi,z))ERS (n,m)eL

The VNF-instance's delay Vs € S,p € Ps

80 =1jw, + V=YD AT VseS,pePs (5)

SeS pePs

Processed data per unit time
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Model Constraints: Security constraints

e Maximum Traffic Constraint: Constraint (6) is the VNF's
maximum traffic constraint

(T o< ¢fmx. Yvev, iel, neN (6)

ot @
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Model Constraints: Security constraints

o Exposure Constraint:
Constraints (7), (8) and (9) ensure that any VNF instance that is
exposed to external procedures will not be shared

Is the procedure p sourced externally?

!
S UV <CQ VseSveV, ielh, neN  (7)
pGPs T

Is the VNF v the first hit on the VNFs sequence of the procedure?

Q= U5 <0 VseSveV, iel, neN (8)
pEPs

d Q<1 VYeV ielneN (9)

ses Tlndicating whether v; is exposed externally
Where C is a parameter greater than the maximum number of  csme

procedures mapped into the v; and sourced externally.
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System Setup

Table: Implemented Scenario

Number of slices Two

Procedures for Slice# 1
2) H
3)A

1) Registration with AMF re-allocation procedure

andover procedure
uthentication procedure

Procedures for Slice# 2 1) G

eneral registration procedure

2) Handover procedure
3) Authentication procedure
Number of external procedures || Variable
Maximum VNF traffic capacity || Variable

Table: Parameters used in the Model

Parameter

Value

Number of physical nodes

3

Maximum capacity of nodes

30 capacity units

Network connectivity

Mesh topology

Physical link delay 5ms
Physical link maximum bandwidth || 40 bandwidth units
Number of VNFs 14

Maximum capacity of VNF instance

10 capacity units

VNFs base capacity

1 capacity unit

Maximum VNF traffic allowed

2 (variable in some experiments)

VNFs delay unit

Random between 1000 and 2000 packets/sec

Number of instances per VNF

)

Number of Procedures 4
Allowed delay for procedure 1 second
Number of slices 2

From Mahyoub et al. A security-aware network function sharing model*fér®
5g slicing. arXiv preprint arXiv:2303.03492.
5G Slice Isolation Through Resource Allocati
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Impact of the Exposure Constraint

o o, o s e T pTy ' PET ST

@ In this experiment, the VNF's g mid Expmsary acwity Gomsirani
maximum traffic constraint is
disabled

o If the first VNF of an external
procedure is shared with other
procedures, then the other i T S ——
procedures would be exposed to e &
external threats as well. : -

e Figure (a) shows the security _
goals achieved by using the irir
security constraint, while figure
(b) shows the cost of including  Figure: Impact of exposure constraint.

. t—
secu r|ty. From Mahyoub et al. A security-aware network function sharing
model for 5g slicing. arXiv preprint arXiv:2303.03492:
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Impact of the Maximum VNF Traffic Constraint

e

4

d Lims Ty Cormirard

@ The exposure security constraint
is disabled; only one procedure
is assumed to be externally
sourced

- - i by Tl Crrrmemes
o= Wl W Tl Cowsdrars

@ The figures show the benefit : S .
and cost of using the security !
constraint.

Figure: Impact of maximum VNF traffic

constraint. From Mahyoub et al. A security-awar;e o

network function sharing model for 5g slicing.=arXiv preprint,
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 Security-aware Network Function Sharing Model for 56 Slicing |
Main Benefits

@ Using the maximum VNF traffic constraint, the maximum allowed
traffic for a critical VNF instance can be set at a lower value, and
hence it will not be shared with other traffic, which will protect the
critical VNF.

@ The exposure constraint will ensure that the VNF that is exposed to
the outside network cannot be assigned to more than one slice.

@ The use of security constraints will ensure the protection of critical
network infrastructure from external threats such as DDoS attacks

'.A——'
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Impact of Flooding Attacks on 5G Slicing

@ AbdulGhaffar, A., Mahyoub, M. and
Matrawy, A., 2024, May. On the
Impact of Flooding Attacks on 5G
Slicing with Different VNF Sharing
Configurations. In 2024 20th
International Conference on the
Design of Reliable Communication
Networks (DRCN) (pp. 136-142).
IEEE.

@ This work was supported by the
Natural Sciences and Engineering
Research Council of Canada (NSERC)
and TELUS Communications through
Collaborative Research and
Development (CRD).
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~Imeactof Flooding Attacks on 5G Sicing _
Impact of Flooding Attacks on 5G Slicing - Contributions

@ Evaluate the performance of the proposed VNF sharing network
configurations during flood attacks on each of the data and control
planes in a 5G testbed environment.

@ Compare the performance of both network configurations with
multiple UE applications, including iPerf downlink data transfer, ping
RTT, and UE procedures delay, under flood attack traffic.

o Consider two flood attack scenarios, one to flood the data plane
network using a ping flood attack, and the second to exhaust the
resources of the control plane VNFs in the core network with a
registration request flood attack.

The following configuration digrams and associated results are from
AbdulGhaffar et al. (2024) On the Impact of Flooding Attacks on 5G
Slicing with Different VNF Sharing Configurations. In 20th International
Conference on the Design of Reliable Communication Networks (DRCN)=®
(pp. 136-142). IEEE.
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~Imeactof Flooding Attacks on 5G Sicing _
Impact of Flooding Attacks on 5G Slicing

@ Testbed Setup:

o Physical server: 32 cores of
Intel Xeon Processor and 24
GB of RAM

e 5G core network: FreebGC

o Radio Access Network (RAN):
UERANSIM

o Deployed two network slices

o Slice 1: UE 1 and UE 3

o Slice 2: UE 2

Figure: Testbed Setup  cuum
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~Imeactof Flooding Attacks on 5G Sicing _
Impact of Flooding Attacks on 5G Slicing

e Network Configuration #1 (C1) _ _
o SMF and UPE VNFs are e Network Configuration #2 (C2)

shared between the two slices e SMF and UPF VNFs are
isolated for the two slices

T
A | :
) i

) Figure: Network configurationtgz.'
Figure: Network configuration C1 with isolated SMF and UPF
with shared SMF and UPF
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~Imeactof Flooding Attacks on 5G Sicing _
Impact of Flooding Attacks on 5G Slicing

@ Threat Model
e Assumptions:

@ The operator's 5G network supports multiple network slices.

@ The UEs, including the attacking UEs, are legitimate users of the 5G
network.

© It is not possible for the attacker to modify the hardware configurations
of the bare-metal systems.

@ The attackers can generate a high volume of traffic that can exhaust
the resources of the operator's 5G VNFs.

o Adversaries:

@ We consider the attacker as a legitimate user of the network slice.

@ The attackers will generate large traffic to impact the performance of
the legitimate UEs in other slices that share the same VNFs as the
attacker’s slice.

Gt @
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~Imeactof Flooding Attacks on 5G Sicing _
Impact of Flooding Attacks on 5G Slicing

@ Attack Scenario:
e Data plane flood attack:

o Attacking UEs initiates a
ping flood attack

@ Evaluation Methodology:

@ Downlink data transfer rate
during data plane flood attack

@ Round-trip time (RTT) during
data plane flood attack o

Figure: Data plane (ping) flood attack
(shown in red arrows) a1
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~Imeactof Flooding Attacks on 5G Sicing _
Impact of Flooding Attacks on 5G Slicing

@ Attack Scenario:
o Control plane flood attack:
o Attacking UEs perform
registration request flood
attack targeting the
control plane VNFs

@ Evaluation Methodology:

@ Procedures delay during
control plane flood attack

Figure: Control plane flood attack ome
(shown in red arrows) o
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~Imeactof Flooding Attacks on 5G Sicing _
Impact of Flooding Attacks on 5G Slicing

[EF]
L
@ Results
o Downlink data transfer rate
during data plane flood
attack:

o The data transfer rate of

A
!

a |
i _:.h_f_

Dt srmader rate | s )
E = 6
|

UE 2 in C1 drops T TEE T T
significantly from 100 Time (sec

Mbps to around 2 Mbps  [—e= €1 Shasml UFFSMF = C2 lsnlatedd UPESME |
when the attack starts at

10 seconds (red dotted Figure: Average downlink data transfer
line) rate for UE 2 within slice 2 during data

plane flood attack

f*'
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~Imeactof Flooding Attacks on 5G Sicing _
Impact of Flooding Attacks on 5G Slicing

@ Results
o Downlink data transfer rate
during data plane flood
attack:

o The average data
downloaded by UE 2 in the
C1 configuration is 242.4
Megabytes (MB),
compared to 532.8 MB for
C2 configuration

o The confidence interval
does not overlap, there is a
statistically significant
difference between the Figure: Average total data downloaded
performance of the C1 and from DN to UE 2 during data plane
c2 flood attack g @

Gl

HILT

AN

] L2

Tl data diovwnboaded I!'u.'lli-:. [
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~Imeactof Flooding Attacks on 5G Sicing _
Impact of Flooding Attacks on 5G Slicing

@ Results -
e Round-trip time (RTT) during E ;
data plane flood attack: T
o Before the attack, the .
RTT for both _-_ i i |
configurations (C1 and C2) T o “j L
is approximately around 15 - T e
ms TR T T
o With the attack traffic, the Fing Regquesd Mumber

RTT for configuration C1 [—e=C1: Shared UPFSMF —=— 02 Esalaed UPFSMF |
increases significantly

@ The benefit of having
isolated VNFs is prominent
for configuration C2, as the
flooding attack does not
affect the RTT in this case T 4

Figure: Round-Trip Time (RTT) of pings
initiated by UE 2 within slice 2 during
data plane flood attack
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~Imeactof Flooding Attacks on 5G Sicing _
Impact of Flooding Attacks on 5G Slicing

@ Results

e Procedures delay during
control plane flood attack:
o The attack traffic is
present throughout the
entire experiment

@ The intervals for both
configurations overlap,
indicating that the
difference between C1 and q 3
C2 is statistically in hi
insignificant

e The impact of a control Figure: Average (a) Registration, (b)
plane flood attack on the  PDU Establishment Delay for UE 2

.resf‘lt_s rer_“ains relatively  quring control plane flood attack
indistinguishable ]

hverage Repiowaton Delay (ms
-
-
Aserage PN Bushbihewni Delay o)
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Main Benefits

@ Isolating the resources of the slices mitigates the impact of attacks
launched from a different slice.

@ The results clearly demonstrate the advantages of isolating VNFs
among different slices, as the impact of attacks on the UE downlink
data rate and the RTT is significantly diminished compared to
configurations with shared VNFs.

Gt @
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 XR Traffic Characteristics Under Flooding Attacks on 5G Slicing
A Study of XR Traffic Characteristics Under Flooding
Attacks on 5G Slicing

A Sredy off XR Trale Clanscieiias Links
PFoaaEng Anecis on M Sliong

e N R ey e, A

@ Husseinat, A.A., AbdulGhaffar, A. and
Matrawy, A., 2024. A Study of XR
Traffic Characteristics Under Flooding
Attacks on 5G Slicing. Authorea
Preprints.
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A Study of XR Traffic Characteristics Under Flooding
Attacks on 5G Slicing

@ The main contribution of this paper is to investigate the impact of
the different attacks on XR traffic, which included:

@ Studying the changes in the throughput under different 5G slice
configurations.

@ Compare the impact of the different attacks on XR-specific
characteristics such as its burstiness.
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A Study of XR Traffic Characteristics Under Flooding
Attacks on 5G Slicing

@ Husseinat, A.A., AbdulGhaffar, A. and
Matrawy, A., 2024. A Study of XR
Traffic Characteristics Under Flooding
Attacks on 5G Slicing. Authorea
Preprints. Figure: Shared UPF and Dedicated SMF

with Ping Attack

@
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 XR Traffic Characteristics Under Flooding Attacks on 5G Slicing
A Study of XR Traffic Characteristics Under Flooding
Attacks on 5G Slicing

@ Husseinat, A.A., AbdulGhaffar, A. and
Matrawy, A., 2024. A Study of XR

Traffic Characteristics Under Flooding e SenpY

Attacks on 5G Slicing. Authorea SSLS

Preprints. ; i i
reprints Figure: Dedicated UPF and Dedicated

SMF with Ping Attack
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A Study of XR Traffic Characteristics Under Flooding
Attacks on 5G Slicing

. " f“'"_.-l' Far #
@ Husseinat, A.A., AbdulGhaffar, A. and ra .}f F F & o o .
Matrawy, A., 2024. A Study of XR LSS
. L . Rl A 4P & A
Traffic Characteristics Under Flooding PO OIS LSS
Attacks on 5G Slicing. Authorea i

Preprints.
@ An interesting result

Figure: XR Traffic Variance
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