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ML is network security
Adversarial attacks in network security

e Our work on characterising adversarial attacks
o Defences

Introducing ACAT

Gap between reality and research. The practicality question?
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Core work

While our group produced significant work in this area, this
presentation mostly covers our latest, in-progress work that is under
review but could be found on arXiv [1], [2], [3]
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N
Published work

o Differentially Private Self-normalizing Neural Networks for Adversarial
Robustness in Federated Learning, 2022 [4].

@ Temporal Partitioned Federated Learning for loT Intrusion Detection
Systems, 2024 [5].

e Could Min-Max Optimization Be A General Defense Against
Adversarial Attacks?, 2024 [6].

e Evaluating Resilience of Encrypted Traffic Classification against
Adversarial Evasion Attacks, 2021 [7]

e Evaluation of Adversarial Training on Different Types of Neural
Networks in Deep Learning-based IDSs, 2020 [8].

@ Investigating Resistance of Deep Learning-based IDS against
Adversaries using min-max Optimization, 2020 [9].

° Analyz!ng Adversarlal Attacks Against Deep Learning for Intragﬁre)tqn e
Detection in loT Networks, 2019 [10]. University -
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ML in Network Security
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|
Types of Adversarial Attacks targets

Extended from the Work with Ibitoye, Aboukhamis, EIShehaby, and
Shafiq [1].
o Different types of classifications.

@ For the target

Evasion

Poisoning

Backdoor

Stealing

All of the work presented from now on is on evasion.

Feature vs Problem space [1]

Based on knowledge
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Adversarial attacks - Evasion
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Figure: Evasion Adversarial Attack [1]
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Our classification of adversarial attacks in network security
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University &~

A. Matrawy — carleton.ca/ngn DRCN 2024 9/34



Our work on characterising adversarial attacks
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Figure: Adversarial Risk Grid Map [1]
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Defenses against Adversarial attacks in network security

Adversarial Defense Methods

Gradient Defensive Adversarial
Masking | | Distillation Training

Gradient
Regularization

Figure: Adversarial Defense Methods [1]
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Adversarial Training

@ Defence using min-max [9]
@ Checking the impact on different models [8]

@ General defence? [6]
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|
Adaptive Continuous Adversarial Training (ACAT)

ACAT is introduced by EIShehaby, Kotha and Matrawy [2].
@ Acts as an adaptive defence that uses continuous training.

@ Addresses the problem of the lack of data for adversarial training
because it uses attack data for training.

@ Reduces the total time of adversarial sample detection, especially in
environments such as network security where the rate of attacks could
be very high.

@ Deals with catastrophic forgetting during periodic continuous training
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Introducing ACAT
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Introducing ACAT
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Figure: The Proposed Adaptive Continuous Adversarial Training (ACAT) [2]
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-
Introducing ACAT
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Figure: Prediction time of ACAT vs a Conventional Approach [2]
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-
Introducing ACAT

100
St a3
NOM
91 w
9
= 964
>
[8)
©
.
3
O 944
o
<
o2 — LSTM™
=4-- EWC
-4 Finetune
90

2 4 10 12

6 8
Number of Epochs

Figure: Accuracy of Fine Tuning vs EWC on the original training set (without
adversarial perturbations) during Adversarial Continuous Training. The solid black
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-
Introducing ACAT
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Figure: Effect of Continuous Adversarial Training: Accuracy Comparison on
(Dtest) of perturbed Enron SPAM (Fine Tuning vs EWC) [2]
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Adversarial attacks in networks: Are they different?

Work with EIShehaby [3].

Might deceive the ML model
despite still looking like the
original image.

Image Perturbation Adversarial Example

(a) Adversarial Example Generation in the Computer Vision Domain

R Might deceive the ML-based NIDS, but:
£ £ — e a) It may not be processable by the
+0 =
el [}

network if packet fields are changed.
File or Features Perturbation Adversarial Example

b) It might lose its original/malicious
functionality.

(b) Adversarial Example Generation in the Network Security Domain

Figure: Adversarial Examples Generation [3]
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Gap between reality and research: The practicality question?
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Figure: The Deployment of Network Intrusion Detection System [3]
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Gap between reality and research. The practicality question?
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Flgu Ie. Attack Tree of Adversarial Evasion Attack Against ML-NIDS. < indicates a disjunction (OR), <I
indicates a conjunction (AND), and ? denotes a leaf node with uncertain feasibility (questionable practicality) [3]
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Gap between reality and research. The practicality question?
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Figure: Taxonomy of Practicality Isues of Adversarial Attacks Against ML-NIDS,
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Gap between reality and research. The practicality question?

Daily re-
training

!

Day n-1

Attacker captured
Gradients and
parameters of the
model

Dayn &——

Attacking using the
Gradients and
parameters captured
the day before

Day n+l ¢——

Attacking using the
gradients and

Day n+2 &——
parameters captured

on Dayn

Figure: Attacking Scenario with Continuous Training: the impact of adversarial
attacks before (attacking in Day n) and after re-training (attacking in Day n+1

and Day n+2) [3]
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Gap between reality and research. The practicality question?

Feature Extraction
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Gap between reality and research. The practicality question?
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Figure: Accuracy (Y-axis) of the NIDSs before and after the attacks, where Day n
represents attacking before re-training, Day n+1 represents attacking one day
after re-training, and Day n+2 represents attacking two days after re-training. [3]
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Gap between reality and research. The practicality question?

1 03 1 0.3 1
—e— ANN —— ANN —e— ANN
——CNN 02 —— CNN 02 ——CNN
e SVM 01 ——SVM 01 ——SVM

Preattack  Dayn  Day n+l Day n#2 Preatack Dayn  Day n+l Day ns2 O Preatack Dayn  Day el Dayne2

(a) FGSM (b) PGD (c) BIM

Figure: F1-measure (Y-axis) of the NIDSs before and after the attacks, where Day
n represents attacking before re-training, Day n+1 represents attacking one day
after re-training, and Day n+2 represents attacking two days after re-training. [3]
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Gap between reality and research. The practicality question?
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Figure: Adversarial Attacks Visualization [3]
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Gap between reality and research.

The practicality question?

Figure: Decision Boundary Evolution using t-SNE [3]
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Gap between reality and research. The practicality question?
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Figure: Data Distribution Evolution using t-SNE, wher color intensity encodes
data density, with lighter areas representing higher concentrations of points. [3]
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Conclusion

@ Our work highlights several factors that could make numerous
researched adversarial attacks impractical against real-world ML-based
systems in network security.

@ We do not claim that adversarial attacks won't harm ML-based
NIDSs; rather, we find that the gap between research and real-world
practicality is wide and deserves to be addressed.

@ Continuous re-training, even without adversarial training, may limit
the effect of such attacks.
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