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Outline
@ ML is network security
@ Adversarial attacks in network security
e Our work on characterising adversarial attacks
o Defences
o Gap between reality and research. The practicality question?
@ Introducing ACAT (time permitting)
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Core work

While our group produced significant work in this area, this
presentation mostly covers our latest, in-progress
work [1], [2], [3], [4]
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Sample of our published work in this area

o Differentially Private Self-normalizing Neural Networks for Adversarial
Robustness in Federated Learning, 2022 [5].

@ Temporal Partitioned Federated Learning for loT Intrusion Detection
Systems, 2024 [6].

e Could Min-Max Optimization Be A General Defense Against
Adversarial Attacks?, 2024 [7].

e Evaluating Resilience of Encrypted Traffic Classification against
Adversarial Evasion Attacks, 2021 [8]

e Evaluation of Adversarial Training on Different Types of Neural
Networks in Deep Learning-based I1DSs, 2020 [9].

@ Investigating Resistance of Deep Learning-based IDS against
Adversaries using min-max Optimization, 2020 [10].

° Analyz!ng Adversarlal Attacks Against Deep Learning for Intragﬁre)tqn e
Detection in loT Networks, 2019 [11]. University -
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|
ML in Network Security
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Figure: Applications of Network Security [1
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|
Types of Adversarial Attacks targets

Extended from the Work with Ibitoye, Aboukhamis, EIShehaby, and
Shafiq [1].

o Different types of classifications.

@ For the target

Evasion

Poisoning

Backdoor

Stealing

The work in this presentation addresses evasion adversarial attacks.

e Feature vs Problem space [1]

@ Based on knowledge
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Adversarial attacks - Evasion

7 &

Machine
Data Perturbation (5) Adversarial Learning
Object (x) Sample (x’) Classifier

Figure: Evasion Adversarial Attack [1]
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Our classification of adversarial attacks in network security

Location Data Object Category Feature
Fle | Malware "N
Detection
=
= . Payload
g WL |, Phishing features
g Detection
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Spam
Message Detection /
—
x
5 Network Protocol
E Metadata ——> Anomaly features
Detection
=z
-
Figure: Adversarial attack classification [1] Carleton (8
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Our work on characterising adversarial attacks

Machine Learning Task
Associati Di i
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o
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&
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E Unsupervised M/L models are most
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F adversarial attacks
:F: Active
8
2 Increasing / A i
B Directive M/L models are least
Reinforcement o e vulnerable to
adversarial attacks

Figure: Adversarial Risk Grid Map [1]
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Defenses against Adversarial attacks in network security

Adversarial Defense Methods

Gradient Defensive Adversarial
Masking | | Distillation Training

Gradient
Regularization

Figure: Adversarial Defense Methods [1]
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Adversarial Training

@ Defence using min-max [10]
@ Checking the impact on different models [9]

o General defence? [7]
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Adversarial attacks in networks: Are they different?

Work with EIShehaby [3].

Might deceive the ML model
despite still looking like the
original image.

Image Perturbation Adversarial Example

(a) Adversarial Example Generation in the Computer Vision Domain

Might deceive the ML-based NIDS, but:
— e a) It may not be processable by the
+ -
[}

network if packet fields are changed.
File or Features Perturbation Adversarial Example

b) It might lose its original/malicious
functionality.

(b) Adversarial Example Generation in the Network Security Domain

Figure: Adversarial Examples Generation [3]
Carleton £

University &~

A. Matrawy — carleton.ca/ngn Presentation at KFUPM Nov 2024 15 /41



Gap between reality and research: The practicality question?

— [__Internal Corporate Network | — o

Internet Target IDS.

e o= o 1=]

_ —_ —_- —_- —_- —_

Figure: The Deployment of Network Intrusion Detection System - from our paper
in IEEE WF-loT [4]
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Gap between reality and research. The practicality question?

Manipulated
: :
IP address 172.31.66.5 IP address 172.31.66.0
destination port 443 destination port 442

Figure: An example of Original and Perturbed/Manipulated IDS Features - from
our paper in IEEE WF-loT [4]
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Gap between reality and research.
The practicality question? [4]

Attacks on ML-based NIDS must adhere to:
e Valid IP addresses required (e.g., can't use 333.333.333.333)
@ Port numbers must be within valid range (0-65535)
@ Protocol-specific constraints (e.g., TCP handshake)

e Multiple security layers (e.g., routers, firewalls, IDS)

Carleton £

University &~

A. Matrawy — carleton.ca/ngn Presentation at KFUPM Nov 2024 18 /41



Gap between reality and research. The practicality
question? [4]

Our testing resulted in the following generated adversarial attack that are Impractical in networking context:
@ IP Address:
@ Original: 172.31.66.5 (valid host address)
@ Perturbed: 172.31.66.0 (invalid - network address)
@ Port:
@ Original: 443 (HTTPS, likely allowed)
@ Perturbed: 442 (uncommon, likely blocked)
@ Protocol flags:

@ Invalid combinations (e.g., TCP flags in UDP packet)

@ Incorrect flag counts for TCP handshake

While this testing provides valuable insights, it is not comprehensive, and numerous other scenarios and edge cases
should be examined to fully understand the potential impacts and effectiveness in network environments
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|
The practicality question? - Threat Modeling

Create Adversarial Adversarial

Packets that produces
perturbed features (Feature-Space)
(Problem-Space) =

Access Feature | [ Add perturbations
Vector e

Features

Reverse Engineer
the packets in

Insider
Knowledge
(White-Box)

Flgu Ie. Attack Tree of Adversarial Evasion Attack Against ML-NIDS. < indicates a disjunction (OR), <I
indicates a conjunction (AND), and ? denotes a leaf node with uncertain feasibility (questionable practicality) [3]
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The practicality question? - Taxonomy

Practicality Issues of Adversarial

Evasion Attacks Against ML-NIDS
Attackers’ Attack’s Dynamic
Knowledge Space ML
‘White-Box Black-Box Feature Problem Attacker
Space Space must
- " Perturbations Perturbations always have
Own Bought Basic Querying up-to-date
ML-NIDS Pre-built | | Knowledg NIDSs X led
ML-NIDS Accessing the NIDS Network Malicious Tnverse Side- of the m(;iel
" ‘ Feature Vector | |Features | | Functionality | | Functionality | | Feature- Effect ‘hich i
Very unlikely Mappi F Wwhich 1s
- n pping | | Features nlikel
for an Different settings Problem u y
attacker to at deployment Imperturbable | | Correlated | | F Few ini
get knowledge still Very Features Features Features Perturbable
unlikely Features

of the model
for an attacker
to get knowledge
of the model

Directed Acyclic Graph (DAG) [3]
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-
The practicality question? - Dynamic Learning Test

!

Day n-1

Attacker captured
Dayn ¢— Gradients and
parameters of the

Daily re- model

training Attacking using the
Day n+l ¢—— Gradients and
parameters captured
the day before

Attacking using the

Day n+2 ¢——— gradients and
parameters captured
on Dayn

Figure: Attacking Scenario with Continuous Training: the impact of adversarial
attacks before (attacking in Day n) and after re-training (attacking in Day n+1

and Day n+2) [3] Carleton €
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The practicality question? - Dynamic Learning Test

ML Model Training

+ Selection: ANN, €  Evaluation
Feature Extraction CNN, SVM Metrics

I N N 7

Cleansing and Outlier Hyperparameters
Exclusion Selection
‘ P
Standardization and One hot Training

key encoding

+

Classification Model

Training and Validation Sets

K
Feature Selection and M 3
Dimentionality Reduction IS
E . Compare
‘ E Telstlzg between
. - _— valuation
Balancing the training Features Vectors Metrics: 4—— model’s
dataset § output and
accuracy, F1 ground truth
Pre-processing Testing

Figure: Target ML-based NIDS [3]
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The practicality question? - Dynamic Learning Test
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Preattack  Dayn  Day n+l  Day n42

(a) FGSM

Preatack Dayn  Dayn+l Day n#2

(b) PGD

Pre-atack  Dayn  Day n+l Day m#2

(c) BIM

Figure: Accuracy (Y-axis) of the NIDSs before and after the attacks, where Day n
represents attacking before re-training, Day n+1 represents attacking one day
after re-training, and Day n+2 represents attacking two days after re-training. [3]
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-
The practicality question? - Dynamic Learning Test

Preattack  Dayn  Day n+l Day n#2 Preatack Dayn  Day n+l Day ns2 O Preatack Dayn  Day el Dayne2

(a) FGSM (b) PGD (c) BIM

Figure: F1-measure (Y-axis) of the NIDSs before and after the attacks, where Day
n represents attacking before re-training, Day n+1 represents attacking one day
after re-training, and Day n+2 represents attacking two days after re-training. [3]
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The practicality question? - Dynamic Learning Test
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Figure: Adversarial Attacks Visualization [3]
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The practicality question? - Dynamic Learning Test
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Figure: Decision Boundary Evolution using t-SNE [3]
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-
The practicality question? - Dynamic Learning Test

Dayn Day n+1 Day n+2

-100 -75 -50 -25 0 25 50 75 -100 -75 -50 -25 0 25 50 75 -100 -75 -50 -25 0 25 50 75

Figure: Data Distribution Evolution using t-SNE, wher color intensity encodes
data density, with lighter areas representing higher concentrations of points. [3]
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Presenting a Solution to Adversarial Training

@ Let's assume an adversary managed to find a practical attack, what
should we do?

@ One of the defences was adversarial training

@ We tried other methods in the past

@ Where do you get adversarial samples to train the models?
@ How often do you train?

We present results in problem-space (SPAM) work, we also have new
results in feature-space (NIDS) that are not presented in these slides.
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|
Adaptive Continuous Adversarial Training (ACAT)

ACAT is introduced by EIShehaby, Kotha and Matrawy [2].
@ Acts as an adaptive defence that uses continuous training.

@ Addresses the problem of the lack of data for adversarial training
because it uses attack data for training.

@ Reduces the total time of adversarial sample detection, especially in
environments such as network security where the rate of attacks could
be very high.

@ Deals with catastrophic forgetting during periodic continuous training

@ In order to evaluate ACAT, we used domain of SPAM filtering which
required the following contributions that are specific to the
experimental evaluation:

o Adapting the adversarial detection approach by Ye et al. for the
text-based SPAM problem.

e Training the adversarial detector using a balanced dataset with an
almost equal distribution of normal and adversarial samples, @hﬂetbiﬁ@
between ham and SPAM samples. University =
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-
Introducing ACAT

Spam
Adversarial ML Content-
— Samples If—) Based Spam
t
Detector Adve::a,ial Detector —-—
Figure: Conventional Detecting Approach [2]
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Introducing ACAT

Q Fully Connected Neural Network
= -
Feature &8
Extraction
e
and Pre- ( O Classification
processing
C
(
/V
— |
Adversarial Train | Features Map - -
If prediction probability >
the model, Adversarial Samples threshold Correctly Label, and
during the next Detector wait for n samples
training session
dom Oversampling of the minority class —I

Figure: The Proposed Adaptive Continuous Adversarial Training (ACAT) [2]
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Introducing ACAT

a5

3 ACAT 41.69

404 0 Conventional Approach
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Figure: Prediction time of ACAT vs a Conventional Approach [2]
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Introducing ACAT
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Figure: Accuracy of Fine Tuning vs EWC on the original training set (without
adversarial perturbations) during Adversarial Continuous Training. The solid black
line represents the 10 training epochs before deployment, while the dotted lines

represent the accuracy after each adversarial training session. [2] Carleton [
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Introducing ACAT

100

Accuracy (%)

/ EwcC

3 Fine Tuning {
_]:_ I

1
Different Epochs

Figure: Effect of Continuous Adversarial Training: Accuracy Comparison on

(Dtest) of perturbed Enron SPAM (Fine Tuning vs EWC) [2]
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Conclusion

@ Our work highlights several factors that could make numerous
researched adversarial attacks impractical against real-world ML-based
systems in network security.

@ We do not claim that adversarial attacks won't harm ML-based
NIDSs; rather, we find that the gap between research and real-world
practicality is wide and deserves to be addressed.

e Continuous re-training, even without adversarial training, may limit
the effect of such attacks.

@ Introducing ACAT shows benefits and deals with major issues in
adversarial training.
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