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Project description  

This project will build an AI-assisted platform that tests and monitors at 
least five local FastAPI applications from different domains, such as 
healthcare appointments, online banking, and warehouse/inventory 
management. The AI agent will read each application’s 
OpenAPI/Swagger specification, generate executable API test suites, run 
them, validate responses, detect seeded faults, classify failures, and 
produce triaged reports. The generated tests will include happy-path 
tests, schema-validation tests, authentication tests, boundary-value 
tests, fuzz tests, and stateful workflow tests such as create-read-update-
delete. The tests will run deterministically without relying on the LLM at 
runtime. The system will evaluate performance using seeded faults and 
report metrics such as fault detection rate, false-positive rate, endpoint 
coverage, runtime, and cost. A monitoring module will also analyze 
application logs to detect suspicious behavior such as failed logins, 
unauthorized access, abnormal data changes, and unusual API activity.  
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