Analysis of BGP Prefix Origins During Google’s May 2005 Owgag
Tao Wan Paul C. van Oorschot

School of Computer Science
Carleton University, Ottawa, Canada
{twan, paul} @scs.carlton.edu

November 15, 2005

Abstract the period when Google was down. This is because BGP,
the IETF standard and only inter-domain routing proto-

Google went down for 15 to 60 minutes around 22:10, May| used on the Internet, can be exploited to attract traffic
07, 2005 UTC, which was acknowledged to have been caugetined to one site and redirect it to another.

by Google internal DNS misconfigurations. Another vulnera-

ble protocol which could have caused such service outage iSWe used the BGP data continually collected by the
BGP. To pursue the latter possibility further, we exploravhoRouteViews Project [14] to analyze BGP announce-
BGP was functioning during that period of time using the Reutj,ants of Google’s prefixes from January 1, 2005 to
Views BGP data set. Interestingly, our investigation rdﬂeaM y 25, 2005. Interestingly, we discovered that at
that one Autonomous System (i.e., AS174 operated by Cpg n& 37'5é, May 07, 2005 UTC,, prior to the service out-

which is apparently independent from Google, mysterious L .
originated routes for one of the IP prefixes assigned to Ge)og"ieée’ AS174 operated by Cogent, which is apparently inde-

(64.233.161.0/24) immediately prior to the service outage. As #€ndent from Google, mysteriously originated routes for
result,49.1% of ASes re-advertising routes fo.233.161.0/24 64.233.161.0/24, one of the 80 prefixes (with a length
switched to the incorrect path. Those poisoned ASes diredf 24) assigned to Google. This prefix contains the IP
servel500 IP prefixes, and span a broad range of geographigddresses associated withwvw.google.cometurned from
locations. Since this erroneous prefix origination appaehas the DNS during that period of time (based on the DNS
not occurred previously, or after this specific instance,asB- queries from a number of computers within Canada).
sider that it mlght have been the result of malicious aqtl(ﬂig, This erroneous prefix Origination did not occur prior to
compromise of one or more BGP speakers) and contributediifs specific instance, nor has it re-occurred thereafter.
least partially to Google's service outage. None of the traffic engineering approaches (e.g., multi-
homing, aggregation, etc.) which we are aware of could
explain this announcement. The coincidence in time with
Google’s service outage leads us to suggest that BGP has
Eeen exploited by malicious parties to intentionally targe

1 Introduction

Google went down for less than an hour around 22:1(; |
May 07, 2005 UTC [18]. One speculation is that DN oogle.

poisoning attacks caused this service outage becausgithough we are not able to conclude definitively that
some traffic sent to Google was redirected to other wes opservations outlined in this note imply that the out-
sites for instancesogosearch.comwhich also provide 446 \was the result of a deliberate BGP-related attack, we
searching services [11]. Google later denied that it Wagnetheless believe it is important to present these obser-
under any attack and clarified that to their knowledg@ations publicly, to stimulate further discussion on this
their service outage was due to internal DNS misconfigssic and to bring to highlight the other known, but little-
urations. Regarding redirections, while we can attribuigcymented, Internet incidents that were mainly caused

most reported cases to DNS issues (based on our comgimisconfigurations and without any particular target.
nication with Google individuals — s€.1), a few un-

countered claims remain (cf. [8] ag8.1). Nevertheless, If our speculation is indeed true, it should raise alarms
the outage itself caused us to look at how the Border Gatieat attacks exploiting routing vulnerabilities, whichnee
way Protocol (BGP) [17] behaved on the Internet durirfgrewarned about 16 years ago by Perlman and Bellovin



[16, 3], are now reality. This would strongly suggest thatwhich consists of Network Layer Reachability Infor-

the Internet community should consider more serioustyation (NLRI) and a number of attributes (e.g., LO-

the design, evolution and actual deployment of securlBAL_PREF, ASPATH, MULTI_EXIT _DISC, etc.) asso-

mechanisms for BGP (such as S-BGP [10], soBGP [28]ated with the NLRI. While a majority of the route at-

psBGP [24], etc.) sooner rather than later. tributes are not propagated beyond a neighboring AS, an
This note attempts to fill in the gap in documentingS_PATH is transitive and it consists of a sequence of

a real-world BGP incident specifically targeting a wellASes traversed by this route. Thus, BGP is often referred

known organization. We believe it can serve the purposeas gpath vectorouting protocol.

of alerting general public of the insecurity of the Inter- We use Figure 1 to illustrate how BGP update messages

net routing infrastructure, which we hope in turn will helget propagated across the Internet. We (e [Y, X])

generate demand from Internet end-users for deploygdenote a selected portion of a BGP update message,

security mechanisms for BGP. where f,, denotes an IP prefix carried in the NLRI, and
The rest of this note is organized as follows. In sectigh’, X| denotes theus_path traversed by this route. More

2, we provide background information on BGP and somsgecifically, the route is originated for prefis by AS

scenarios where multiple ASes might originate routes far and has traversed through AS We also say that”

a common prefix. In section 3, we describe the methodedadvertises the route fgr, originated byX .

ogy of our analysis. Our results are presented in Sectionsuppose IP prefix5.0.0.0/8 (abbreviated 5/8) is as-

4, and we conclude in Section 5. signed to a particular AS, say To allow other ASes to

forward traffic destined to the IP addresses specified by
15/8, I originates a routél5/8, [I]) to its neighbors, in
2 Background thié case taG. After G rfceﬁles[(l]%/& [1]), a series of
erations are applied, including applying route import-

. . . . (0]
We start with a brief overview of BGP, which can be safeh.f policies, route selection procedures, and route export

skipped b_y BGP experts. We th_en discus_s Some Scenifb policies. 1f (15/8,[I]) passes the whole process,
gnlde'ra\vsvmch thﬁ same prgflx .m|hg_ht_be ?ngma]'fed bé/ MUill transform it to(15/8, [G, I]) by inserting its own AS
tiple ASes at the same time; this Is often referred to g3mper onto thes_path and then readvertises it to neigh-

Multiple Origin ASes (MOAS) [26]. borC'
The above process repeats at each AS in the network,
@ @ @ G which has received this route. Ideally, every AS on the

network eventually receives the route originated biFor
example,J might receive(15/8, [H, D, C, G, I]). If ev-

(&< (D)<(H ery AS on the Internet originates routes for the prefixes
assigned to it, the idea is that eventually every other AS
e 0 may build routes for reaching the IP addresses specified
by the prefixes assigned to every other AS on the Internet.

15.0.0.0/8 In this way BGP is effective in propagating valid reacha-

bility information. However, it is also effective in propa-

. ating false routing information as we explainsih
Figure 1:A BGP view of the Internet gating g plair

2.2 Multiple Origin ASes (MOAS)

2.1 Overview of BGP Each AS is assigned one or more IP prefixes by the organi-
zation running that AS, which either obtains the prefixes
BGP is an inter-domain routing protocol based on feom the address authority (e.g., a RIR) or from another
distance vector approach. BGP speakerestablishes organization (e.g., an upstream ISP). Public data is avail-
BGP sessions over TCP with its direct neighbors, aadle for looking up which organization owns a particu-
exchanges routing information with them. BGP routar AS, e.g., by using one of the whois databases such as
ing information is carried in BGP UPDATE messageaRIN’s whois [13]. It is usually the AS to which a pre-
Litis known that spammers commonly hijack prefixes using BEP [ fix has been Ieglt!mately assigned which will originate a
However, we understand that they usually hijack unusedeaddspace, "oute for that prefix. In other words, there should be only
resulting in no harm to existing traffic flow on the Internet. one origin AS for each prefix [9]. However, some opera-




tional practices make it possible for two or more ASes 2.3 Aggregation

originate a route for the same prefix (referred to as MOAS

[26]). MOAS could be caused by legitimate practice (e.a/_\,lhen ASY receives an announ,cemer?t of_a prefix origi-
multi-homing) or by malicious attacks (e.qg., prefix hijacl(—?ated byX, Y may aggregate X's prefix with other pre-

ing). Here we describe three cases of MOAS (see [26] {&es, including _those assigned 1oitself. ¥ might_ ap-
a more detailed study). pear as the origin AS of an aggregated, less specific prefix

(possibly with an ASSET or an AUTQAGGREGATOR

attribute [17]). If X also announces its prefix to another
2.2.1 Multi-homing AS Z which further readvertises the announcement, two

prefix originations will occur on the Internet both of which
Many organizations connect to the Internet via two @pntain the address space specifiedXpg prefix. Note
more ISPs which may run different ASes. A multithat prefix aggregation is not a case of MOAS, since the
homing organizationX’) may or may not run its own AS. prefixes in question are not exactly same, we discuss it
In the former caseX may use a valid AS number or a prihere to explain that the observed mysterious origin of one
vate AS number. IfX partiCipateS in inter-domain routingof Goog|e's prefixes is not a result of proper aggregation,

using a valid AS number, it should be the only origin A@hich some people might otherwise conclude is a possi-
for its prefixes. In other words, there should be no MOASje explanation.

of its prefixes. IfX uses a private AS number, its ser-
vice providers will strip the private AS number from all o
routes originated byX and replace it with their own AS 2.2.4  Prefix Hijacking

numbers. Thus, there will be multiple origin ASes f6is A malicious ASY may announce a prefix assigned to an-

prefixes. IfX does not participate in inter-domain routingther AS X without any legitimate reason. As a resullt,

(i.e., does not running its own AS) and simply delegatggffic originated from some part of the Internet and des-

its prefixes to all of its service providers, it is equivaleRiheq to X may be attracted to Y; such traffic can then be

to the case of using a private AS number. Thus, MOARganipulated in many ways. For example, traffic can be

will be observed foiX's prefixes. dropped; modified and then resent back to X through a
tunnel; or redirected to other locations [4].

2.2.2 Anycast Routing

Anycasting [15] refers to communication between acliest  Methodolgy

and one of the servers within a group sharing a com-

mon IP address (anycast address). While it appeW§ start with the discussion of the BGP data set used for
counter-intuitive for multiple servers to be configureBUr analysis, and then present our analysis results.

with the same IP address, anycasting offers attractive ben-

efits such as re_duced response delay, Ioad.-balancing,'g‘_rn_ BGP Data Set

proved availability, among others. Thus, it has gained

popularity among application service providers. For iWe used BGP data collected on a regular basis by the
stance, some of the root DNS servers (e.g., F-root [1] aRduteViews Project [14] to analyze announcements of
K-root DNS [2]) are implemented using anycast. Anycaste prefixes assigned to Google. There are several BGP
routing refers to a practice that supports anycasting in tteeiters maintained by the RouteViews project, each of
network layer by ensuring that a datagram sent to an amhich establish BGP sessions with a number of ASes on
cast address is transmitted to at least one of the sentbesinternet. These RouteViews routers only collect BGP
within an anycast group, likely the one “closest” to thepdate messages from their neighboring ASes and do not
originating network. To do so, an anycast address spagect any update messages back. In the absence of access
will be announced by multiple routers into an internete the BGP data from ASes of our choice, the BGP data
work. For example, if an application service provider digollected by the RouteViews project is of central impor-
tributes its anycasting service across different geogeaptance to our analysis. We combine the BGP data collected
locations, each of which connects to the Internet via a dify different routers to get a better view of BGP updates
ferent ISP, then multiple origins of prefixes containingthbn the Internet. However we acknowledge that this view
anycast address space will be announced via BGP by dfstill limited, and does not allow us full confidence in our
ferent ASes. In other words, anycast routing can causaclusions on the actual reason of the Google incident,
MOAS. or to deduce the full impact of the incident on the Internet.



3.2 Analysis Approaches ing AS174, which further re-advertise the route to 31 re-
Based on ARIN'swhois database [13], we leamn thamote ASes (i.e., not directly connected to AS15169). In

G le has AS ber 15169 di . dt } al, we observed that 56 ASes re-advertised routes for
oogle has numboer » and Is assigned two .233.161.0/24, and that no AS other than AS174 itself
and one /22 address blocks which contain in total

-advertised routes with an ABATH involving AS174

blocks of /24 prefixes. Google chooses to announce A}ereafter “ia AS174"). In other words, we did not ob-
prefixes instead of /19 or /22, which is a common practi &rve any AS re-advertising routes fot ’233 161.0,/24

for avoiding traffic destined to one AS being attracted {01 AS174 (see Figure 2). Thus, it is very likely that in

qther A.SGS which mlght have annou_nced thf”‘t AS's Pifie pre-MOAS period, traffic destined@d.233.161.0/24
fixes with longer prefixes. Announcing prefixes long

than 24 bears the risk of being rejected since 24 is t assed through AS174 only if the traffic originated from

§174 or from its customers.
longest prefix acceptable to many ISPs. Based on the s el

BGP data we used, AS15169 has 25 neighbors includin% ) )
AS174. 4.1.2 During MOAS Period

~ Our hypothesis is that if someone tried to attract rgfyring the MOAS period, AS174 originated routes for
fic destined 1o GO,OQIE by prefix h|jac!<|ng, we Sho”|§4.233.161.0/24 instead of re-advertising the one origi-
see MOAS regarding some of Google's prefixes. Thys;eq by AS15169, thus poisoning many ASes’ routing
we first looked at one BGP routing information basgpjes. \We observed in total 57 ASes re-advertising the
(RIB) collected near the time when Google went dowpy,,tes for64.233.161.0,/24, among which 31 ASes pre-
We discovered one AS (i.e., AS174) in fact originateflieq (je. selected) the routes originated by AS174.
64.233.161.0/24, one of the prefixes assigned to Googlg(rnong these 31 ASes. 28 of them switched from the
before Google’s outage. We then analyzed the RIBs cpli;tag originated by AS15169 to those originated by

lected over a number of days to determine the durationgg; 4 including 8 of AS15169's direct neighbors. We
th|s_ mysterious announcement, or what we callM@AS | tor 10 these apoisonedASes. Some of the poisoned
period We then analyzed one BGP RIB perday from ‘]a_ﬁ(Ses are large ISPs, such as AS701 (UUNET), AS2497
uary 1, 2005 to the start of the MOAS period, namely iMJ), AS3561 (C&W), and AS7018 (AT&T). Geographi-
thepre-MOASperiod, and one BGP RIB per day from the iy they span almost every continent. In terms of per-

end of the MOAS period to May 25, 2005, namely in thgentageq9.1% (28 out of 57) of re-advertising ASes were
post-MOASeriod. We then compared how AS174 0riginsisoned, including2% of AS15169's direct neighbors
nated routes for the prefixes assigned to Google over thfg@e Figure 2).

periods.
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4 Results of Analysis
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4.1 Direct Observation Pre-MOAS  During:MOAS  Post-MOAS
We observed that AS174 started to originate Google’s pre- ‘ [ Total # of ASes M # of ASes via AS174

fix from 14:37:56, May 07, 2005 UTC and stopped af-
ter 10:52:00, May 09, 2005 UTC; we call this tNEDAS
period We next report our observations respectively férigure 2: Total number of ASes re-advertising routes for
the three periods (pre-MOAS, during-MOAS, and pos§4.233.161.0/24, and total number of ASes via AS174

MOAS period).

We examined the prefixes assigned to the poisoned
ASes for perspective on the amount of address space from
Prior to the MOAS period, we observed that AS15168hich traffic originated toward Google might have been
originateds4.233.161.0/24 to 25 direct neighbors includ- attracted to AS174. Based on the data we used, in to-

4.1.1 Pre-MOAS Period



tal 2003 prefixes were assigned to the 28 poisoned AS#2.1 Misconfiguration

Figure 4 presents those prefixes arranged by prefix length.

This demonstrates that not only prefixes containing rela- ) ] ] ] ] ]
tively small address ranges (e.g., /24) are affected, bat afVe consider two types of misconfiguration which might
some prefixes containing larger address space (e.g., witfH!t in the MOAS regarding4.233.161.0/24. Firstly,
length shorter than 16). This is not a surprise since sofi@ny ASes use centralized databases, which contain IP

of the poisoned ASes are large ISPs which hold a |ar9@fixe_s assigned to an AS, to automatically generate con-
amount of address space. iguration files for BGP speakers within an AS. If a prefix

fz assigned to ASX erroneously enters into the central
database from which A% draws its BGP speaker con-

3500 - 3278 figurations, ASY might erroneously originate routes for
83 000, 20 2901 f«- So it might be possible th&t.233.161.0/24 got into
2 ; 2500 | 2360 AS174’s configuration database and AS174 updated some
§ 5 2000 | of its BGP speakers using the misconfigured database be-
g»: 1500 | fore the MOAS period.Secondlyit is also possible that
< E’ 1000 | one or more BGP speakers in AS174 were misconfigured
§ 2 500 | 37 37 such that they stripped the origin AS from a route when
E’% 0 re-advertising tha_\t rout_e. Howevgr, this second situation
5 § PleMOAS  DuingMOAS  PostMOAS appears very unlikely since we did not observe the same
* misbehavior happening on any other prefixes announced

‘ O Total # of prefixes W # of prefixes via AS174 ‘ by AS15169 to AS174.

Figure 3: Total number of prefixes assigned to the ASes re-
advertising routes fo64.233.161.0/24, and the number of pre-
fixes assigned to poisoned ASes
4.2.2 Malicious Attack

. It is also possible that one or more of the BGP speak-
4.1.3 Post-MOAS Period ers in AS174 were compromised and used to influence
. . traffic sent to Google. While some traffic destined to
After the MOAS period, we observed in total 56 ASes re- .
advertising the route fo64.233.161.0,/24 originated by %4.233.161.0/24|ndeed was forwarded through AS174 to

AS15169. There was no AS except AS174 whose r.%-815169’ and an attacker with control of a BGP speaker

. - In AS174 could get access to that traffic without hijacking
\a/lgl\\// ?r:tlsigf?f f'ﬁﬁsﬁgt:lglsg/nz i Ziﬂz;?oﬁsa?\l?:rlz rG_oogle’s prefix, the amount of such accessible traffic is
MOASg period ’ Pfimited and a large portion was forwarded to AS15169 by

Regarding other prefixes assigned to Google, we Cﬁé neighbors other than AS174. Thus, hijacking the pre-

. . ) allows an attacker to gain access to more traffic des-
not observe any multiple origins for any of these, nenhm;I

; . ed to the hijacked address space. An attacker would
by AS174 nor any other ASes during the three perIOdS'have considerable freedom in manipulating the attracted

traffic, depending on how much control he had over the
4.2 Our Interpretation compromised routers. A simple attack is to redirect traf-

fic to a black hole by installing unreachable static routes
First, to our knowledge, none of the legitimate reasoisthe routing table of the compromised router in AS174.
as discussed if2.2 can explain why AS174 would orig-An advanced attack is to redirect attracted traffic to a loca-
inate the IP prefix assigned to Google. We acknowledtien (e.g., a compromised PC) where their destination IP
that there may be many business-related issues beyoncdamlgresses are replaced by new IP addresses (e.g., the IP
knowledge, which may affect BGP operational practicagddresses of other websites). The modified traffic is then
as suggested by a recently reported disagreement betweeinjected into the Internet [5, 4]. If an attacker chose
previous BGP peers, Cogent and Level3. To this end, teenot manipulate the attracted traffic, the traffic might
next consider the possibility that this incident was causstill be able to reach its intended ultimate destinatian, i.
by misconfiguration or malicious attack. Google, since AS174 has direct connectivity to AS15169.
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5 Communication with Google and a few uncountered claims [8], could indeed have been
Cogent caused by redirections involving BGP. For example,
some traffic sent to Wwww.google.cothwas redirected

We made attempts to obtain inputs from both parties it l“ie?rch.nﬁsn.c%h(cf. [8]). iugh redirection appearsd
volved in this incident, i.e., Google and Cogent. Here willikely to have been caused by attempts to append a

summarize our communication with them. TLD. ]
Fourth, our draft report served the purpose of alerting

o ) Google personnel to BGP security issues. After read-
5.1 Communications with Google ing our draft, we were told that Google’s network oper-
ition group was “ sufficiently disturbed” by the fact that
pP can be used for prefix hijacking that to consider set-
ng up infrastructure for monitoring apparent hijackirfg o
%gogle’s IP prefixes.

Our communication with Google [22] was useful on se
eral fronts. First, we acquired better understanding
Google’s internal DNS failures which led to the outag
The failure was caused by an unreadable configuration
consisting of almost all DNS A records that was mistak-
enly pushed to all Google DNS servers. As aresult, 812  Communications with Cogent
DNS queries sent to Google’s DNS servers were returned
with answers of no A records, which in turn caused the have made several attempts to discuss this report with
service outage. We also learned that Google does not instividuals from Cogent. We first contacted Cogent Net-
anycast routing, which otherwise might have providedwork Operation Center (NOC) anbc@cogentco.com
logical explanation for the MOAS which occurred. [20]. We were asked for the ABATHSs involved in the in-
Second, we understood that most of the reported traident, and our relationship with Google. After providing
fic redirections were mainly caused by browsers trying toe requested information, we did not heard back further.
append a Top Level Domain or TLD (e.g., .com) when Our second attempt involved sending a request [23]
a supplied domain name could not be resolved. In thisthe NANOG mailing list, asking for a technical con-
case, many queries intendeddoogle.comended up at tact at Cogent to discuss BGP issues. Our email to the
sites such agoogle.com.comvhich happens to be hosteddANOG mailing list resulted in email exchange [19] with
by sogosearch.comIn addition, some Internet Servicean employee from a Cogent help-desk who advised us
Providers (ISPs) return pointers to some special sithat she/he was not able to discuss this report with us
whenever a domain name search fails, which might havee to privacy agreements. A separate email contact
also caused some redirections. [21] through Cogent NOC proved to be equally unhelp-
Third, Google did experience problems witliul. While this does not provide any evidence supporting
64.233.161.0/24 during the period of MOAS at theour conjectures, neither does it contradict any.
Point of Presence (PoP) through which Google peerswhile we continue to welcome input from Cogent, in
with Cogent. However, statistical traffic differencethe absence of further ideas on how to confirm or deny
were not apparent given the large volume of traffisur conjectures, we feel it is in the best interest of the
received by Google. We also came to agreement tlicammunity to make our report available for others (who



might have access to more information than us) to draause of the very significant spending power of very large
their own conclusions. governments, and their resulting economic leverage over
vendors of Internet infrastructure services.

6 Concluding Remarks
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