
Enhancing Web Page Security with Security Style Sheets
SCS Technical Report TR-11-04
Version: February 10, 2011

Terri Oda
Carleton University

terri@ccsl.carleton.ca

Anil Somayaji
Carleton University

soma@ccsl.carleton.ca

Abstract

Although the web security community now has a variety
of techniques that could help web developers to defend
against common attacks such as cross-site scripting and
cross-site request forgery, this work is not in a form suit-
able for general use. What is needed is a web standard
that unites these techniques using syntax and semantics
that are easy for web developers to learn and straightfor-
ward for browser makers to implement. Here we pro-
pose such a standard, Security Style Sheets, a browser-
enforced policy language modelled on Cascading Style
Sheets. Security Style Sheets provides an extensible pol-
icy framework that allows for policy to be separated from
content and to be specified at both coarse and fine levels
of granularity. In this paper we present the syntax and
semantics of Security Style Sheets, explain its relation-
ship with past web security proposals and CSS, and give
examples of how it could be used to protect mainstream
websites such as Facebook. Also in the model of CSS
and the Acid3 tests, we present a conformance suite for
Security Style Sheets.

1 Introduction

While the web was originally conceived as a research
tool, it has quickly become an essential tool for business,
entertainment, news, and a variety of other facets of the
modern world. But with increased utility and use has
come increased incentives for attackers to exploit flaws
in web interfaces. Unfortunately, despite the increased
risks, there is ample evidence that web sites have not
been hardened against attack. For example, estimates
suggest that 70% of sites may be vulnerable to cross site
scripting, the most popular form of web attack [5].

Historically, the bulk of web security work has focused
upon the server side. This is fairly logical in many ways:
input validation can stop many web attacks, and server-
side validation, while imperfect, is straightforward to im-

plement. Those most interested in security are often the
web site developers and operators who work heavily on
the server side. And more cynically, it is much easier
to sell a customer on a pre-packaged server-side solu-
tion such as a web application firewall than it is to sell
the customer on the idea that their customers should all
be using specific browsers or running additional software
on the client side.

However, the client side is a compelling place for
web security solutions because many attacks occur in
the browser: cross site scripting and cross-site request
forgery can take place with minimal to no server-side in-
volvement. There is a great potential for good if we can
limit the scope of attacks on the client side. But while
the potential is great, the difficulty of implementing so-
lutions for any given site is high: any developer inter-
ested in client-side protections must learn a great variety
of techniques and syntax to implement the current state
of the art protections. Further, the situation is getting
worse as security researchers discover new attack tech-
niques and corresponding defenses.

If site developers and operators are going to imple-
ment security policy on the client side, it should be easy
for them to understand and implement, and it needs to
be worth their time. Similarly, if browser developers are
going to support a policy language, it should be easy for
them to understand, adopt, and test. This policy language
should be extensible without making common use cases
more complex: we do not want to develop tools that are
so complex that ignoring them becomes a rational trade-
off [11].

To achieve these goals, we propose that several of
the most promising client-side security techniques be
made available through a standardized web security pol-
icy. Previous work on standards within the web security
space has concentrated on issues other than client side
security. For example: Secure Sockets Layer (SSL) [10]
provides communications security between the client
browser and the host server, the OASIS standard for Web



Services Security (WS-Security) [2] concentrates on se-
curing SOAP messages and Security Assertion Markup
Language (SAML) [1] is used for handling authentica-
tion and authorization between organizations. However,
no standard has yet been defined to deal with issues of
within-page security.

To ease adoption, we wish to model our policy lan-
guage on what browser developers and web site operators
already know, and to combine and modify past propos-
als to fit within this framework. Many policy languages
have used XML-based syntaxes because of the availabil-
ity of parsers and the basic familiarity had by many peo-
ple working within the web space. Here, however, we
propose to follow the pattern of another ubiquitous web
technology: Cascading Style Sheets (CSS).

This paper proposes the first web policy standard
framework designed to stop or mitigate modern web se-
curity threats such as XSS and CSRF. Our proposal,
Security Style Sheets, gathers several known client-side
security techniques together through a consistent CSS-
inspired syntax. Additionally, we have created a confor-
mance suite that tests whether browsers implement the
correct semantics for Security Style sheets, again mod-
elled upon conformance tests for CSS and other web
standards.

The rest of this paper proceeds as follows. We first dis-
cuss the client side web security issues that are targeted
by Security Style Sheets. We next describe CSS and ex-
plain why it is a suitable template for a web security pol-
icy language. In Section 4 we describe the syntax and se-
mantics of Security Style Sheets; in Section 5, we discuss
what types of web attacks the proposed standard will be
able to address relative to past proposals. Section 6 gives
a detailed example of how Security Style Sheets could be
used to secure comments in common types of web appli-
cations. The conformance tests for the proposal are then
described in Section 7. Section 8 discusses how Security
Style Sheets could be extended, and Section 9 concludes.

2 Client-side Web Security Issues

When looking at vulnerabilities and exploits within web
sites, it is sometimes difficult to sort them into distinct
categories because terminology and definitions can differ
depending upon the classification in question. As a basis
for our discussion, let us consider the Open Web Appli-
cation Security Project’s Top 10 list for 2010, shown in
Figure 1.

Of these most common vulnerabilities and issues,
some simply cannot be safely handled in the client
browser. For example, A7 - Insecure Cryptographic Stor-
age cannot be remedied on the client-side. Others are
more of a grey area such as A9 - Insufficient Transport
Layer Protection, which cannot entirely be handled on

A1: Injection
A2: Cross-Site Scripting (XSS)
A3: Broken Authentication and Session Manage-

ment
A4: Insecure Direct Object References
A5: Cross-Site Request Forgery (CSRF)
A6: Security Misconfiguration
A7: Insecure Cryptographic Storage
A8: Failure to Restrict URL Access
A9: Insufficient Transport Layer Protection

A10: Unvalidated Redirects and Forwards

Figure 1: Open Web Application Security Consortium
Top 10 2010

the client side, but solutions such as ForceHTTPS [13]
can force the client to use secure protocols when avail-
able (i.e. the original website must be available over
HTTPS, which is a server-side issue). Of these top 10,
A2 - Cross-Site Scripting and A5 - Cross-Site Request
Forgery are good targets for client-side solutions and mit-
igations.

Terms such as cross-site scripting are very broad.
OWASP states that, “XSS flaws occur whenever an appli-
cation takes untrusted data and sends it to a web browser
without proper validation and escaping. XSS allows at-
tackers to execute scripts in the victim’s browser which
can hijack user sessions, deface web sites, or redirect the
user to malicious sites.” [26] While the OWASP classi-
fication is a convenient one for our purposes because it
lists the threats in order of popularity, other classifica-
tions such as the one given by the Web Application Se-
curity Consortium [4] may give slightly different defi-
nitions. Despite the name “cross-site scripting” a suc-
cessful XSS attack may be neither cross-site nor involve
scripting. A carefully placed closing tag or carefully
crafted CSS could equally be used to deface a site. As
such, defenses may stop some types of XSS but not oth-
ers. And it can be even more confusing to categorize
specific attacks: an attack might use cross site scripting
in order to do clickjacking that then causes cross-site re-
quest forgery.

To facilitate talking about specific protections, we are
going to consider five types of web security issue, and
these five types do not line up exactly with the existing
definitions.

Script Injection The situation wherein an attacker is
able to insert executable code (typically JavaScript)
into a web page. This is typically a subset of
Cross Site Scripting (A2) although it can sometimes
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be grouped with the other injection attacks. Once
script is inserted, it can be used to read or modify
any other part of the page. Often, script injection is
combined with information leakage in order to get
information obtained in the browser sent to the ex-
ternal attacker.

Content Injection The situation wherein an attacker is
able to load static content (e.g. Images, HTML,
fonts) into a web page. This is generally considered
to be a subset of Cross Site Scripting (A2) or some-
times part of a Cross-Site Request Forgery Attack
(A5). This can be used for defacement or placing
false information in the page.

Information Leakage This refers to the case where an
attacker is able to get information from a user’s
browser that s/he would not have had access to oth-
erwise. This is often considered to be part of Cross
Site Scripting (A2) although in other classifications
such as the one used by WhiteHat security [5] it
merits a separate category. In many cases, informa-
tion is leaked using requests to load content by en-
coding that information in the URI to be loaded, so
information leakage and content injection are very
closely linked categories.

Cross Site Request Forgery An attack where a user
visiting one site is forced to send unauthorized re-
quests to another site, generally performing some
sort of action on that second site. This correlates di-
rectly with Cross Site Request Forgery (A5) in the
OWASP classification.

Clickjacking An attack where a user’s clicks may be hi-
jacked, so that the browser registers the click as go-
ing somewhere other than where the user thought
s/he was clicking. This is not part of the OWASP
top 10 as it is not sufficiently common, but it can
be found elsewhere in the OWASP attack classifica-
tions.

This is not an exhaustive list of issues that can be mit-
igated within the browser, but it highlights several high-
profile issues that have some interesting solutions not yet
fully deployed in the browser.

3 Cascading Style Sheets

Over a decade ago, cascading style sheets (CSS) were
introduced to allow web page developers to separate style
and layout information from the content of a web page.
This made it easier for styles to be updated, maintained,
or completely reworked without requiring changes to the
HTML document itself.

CSS is a way for developers to specify style and lay-
out for a web page. Rather than using (now depre-
cated) tags like <center> within the HTML docu-
ment, each HTML element can be “styled” either inline
or in a separate document. For example, to center a para-
graph one might use <p style="text-align:
center">. But the real power comes when the CSS
is separated out and can be applied to entire classes of
items.

1 <html>
2 <head>
3 < t i t l e>Sample Document</ t i t l e>
4 <s t y l e t y p e =” t e x t / c s s ”>
5 .comment {
6 padding : . 4em ;
7 border : 2px solid gray ;
8 }
9 h1 , h2 {

10 color : #236B8E ;
11 }
12 #footer {
13 text−align : center ;
14 }
15 </ s t y l e>
16 </ head>
17 <body>
18 <h1>Norwegian Blue Parrot</ h1>
19 <p>What ’s wrong with it?<p>
20
21 <h2>Comments</ h2>
22 <p c l a s s =” comment ”>A : ’E ’s dead ! </ p>
23 <p c l a s s =” comment ”>B : No . . . he ’s resting . </ p>
24 <p c l a s s =” comment ”>B : Beautiful plumage ! </ p>
25
26 <d i v i d =” f o o t e r ”>
27 &copy ; 1969
28 </ d i v>
29
30 </ body>
31 </ h tml>

Listing 1: Sample HTML document with CSS

In Listing 1 and the corresponding Figure 2, we can
see how a style might be applied to a small document.
The style is given in lines 4-16, while the rest of the list-
ing gives the rest of the HTML. In the CSS from lines
5-8, we set the properties of any element with class com-
ment so that it will have a padded box with a solid gray
line around it. The padding is specified as “.4em” which
is relative to the existing font size so that the padding is
40% the size of one text unit. In lines 9-11 we set the
color of both header one (h2) and header two (h2) ele-
ments to be a shade of blue. In lines 12-14, we ensure
that the element with the id of “footer” has centered text.
Figure 2 shows the page as it would be rendered in a
modern browser.

Right now, security technologies are often interwoven
with the HTML, and security improvements often re-
quire extensive rewrites to pages in order to make them
most effective. But what if we could separate the security
from the document and apply security policy as a style
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Figure 2: Web page corresponding to the code in List-
ing 1.

sheet? This could make the management of web security
policy much easier as the policy would be gathered in
one place, allowing for easier auditing, replacement, and
modification.

There are a variety of benefits specifically to the for-
mat of style sheets:

• This format is already familiar to the web designers
and programmers who are frequently in charge of
making and maintaining changes.

• We can take advantage of semantic knowledge al-
ready contained within the layout: CSS already con-
tains labels for many different types of content, and
information about which types are similar or are
grouped.

• Using classes, one can provide security for similar
elements of the page using a single policy. For ex-
ample, a web developer might choose to have the
same security settings for all comments, whether
they appear under a news article or in a list of re-
cent comments in a sidebar.

• Web applications often can be customized using
themes or “skins” that are largely done by switch-
ing style sheets (such as demonstrated on the popu-
lar CSS Zen Garden site [20]). By providing secu-
rity as a style sheet, we can hook in to such exist-
ing mechanisms to apply security policy to existing
code.

4 Security Style Sheets

There are a small variety of client-side security solutions
for the web, but three types stand out as particularly good

candidates for integration into a security stylesheet. First
there are systems which limit the sources for any exter-
nally loaded content, second are systems which constrain
within-page communication, and finally there is the idea
that it should be possible to have parts of the page where
no scripts can be run.

Security Style Sheets works with three properties:

1. approved-domains contains a whitelist of do-
mains which have been approved as suppliers of
third party content, be that JavaScript, images,
video or any other form of data.

2. approved-elements contains a whitelist of
other web page elements which have been granted
access to this particular part of the page.

3. execution is a binary property which indicates
whether JavaScript or other code may be executed
in a given web page element.

Each of these can be applied to any web page element,
be it a specific div, all paragraphs with a given class, or
even all links. The syntax used is fundamentally the same
as the syntax used for cascading style sheets. Because
this is the case, the definition of each property is given in
a similar syntax to that used to describe CSS properties.

These three properties have been inspired by existing
work in web security. They are not a comprehensive list
of what could be part of a web security stylesheet specifi-
cation, but it is our hope that they can form the initial ba-
sis for a larger stylesheet-based security policy language.

4.1 approved-domains

‘approved-domains’
Value: all | none | self | [<uri>,] *
Initial: all

Applies to: all
Inherited: yes

Percentages: N/A
Media: security

Computed value : N/A

The approved-domains property gives a list of
domains from which content (such as images and
JavaScript) can be loaded. The “domains” are actually
listed in the form of URIs, so the web developer can
specify not only the domain, but also the protocol and
port to be used. We say domains rather than URIs be-
cause the current assumption is that paths would not be
specified in order to facilitate maintenance over time and
allow one script to load helper scripts from the same do-
main. However, it is possible that actual implementations
would allow more specific inclusions.
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The idea behind approved-domains is that many
current web exploits rely upon the ability to load addi-
tional malicious code from external sites [19], and still
other exploits rely upon the ability to load external con-
tent as a backwards way of getting information out to an
attacker in the URL.

By requiring approval of domains in advance before
content can be loaded, we have limited the range of
places from which an attack may come. An attacker thus
would have to compromise an approved domain to in-
sert attack code there, or would have to insert the entire
attack code there, and would have to leak data in some
other manner than through HTTP requests.

There are two systems which have heavily influenced
the approved-domains property in security style
sheets. On the assumption that one often knows what
code and content that should be included on a given web
page, these systems have looked at ways to whitelist
the domains from which content can be included. The
simpler Same Origin Mutual Approval (SOMA) policy
[18] provides a per-domain content whitelist for all exter-
nal requests, while the more customizable but also more
complex Content Security Policy (CSP) [21] allows site
designers the ability to specify allowed domains on a per-
page basis and specify which domains can be used for
which type of content. For example, including a domain
in order to allow photos does not automatically mean that
JavaScript may also be loaded from that domain.

Security style sheets borrows the “approved” termi-
nology from SOMA, but rather than trying to provide
both sides of the approval, it takes a cue from CSP and
relies instead upon the Origin header [7] to help with
stopping cross site request forgery attacks. Although
it would be possible to provide CSP-style whitelists
for specific types of content, the usability and secu-
rity trade off is as yet unclear, so we have opted for
the larger-grained but simpler approval per-domain for
all types of content. However, not everything about
approved-domains is larger-grained than its prede-
cessors: while SOMA did approvals for all pages in a
given domain and CSP handles whitelisting for a single
page, approved-domains is a property which can be
applied to any web page element within a page. This
means that one might allow an advertisement to be in-
cluded within a banner-sized space at the top of the page,
but not give that same advertising server access to other
page elements such as a login box.

It is not always true that one can predict all sources of
content in advance. One common counterexample is ac-
tually advertisements, where one might know the adver-
tising service contracted but not necessarily know every
ad that might be displayed in advance. However, despite
the fact that whitelisting may not be easy to use in all
cases, CSP and SOMA assert that it could be a useful tool

for many sites, such as banks, which maintain stricter
controls over included content. By allowing whitelisting
for single or groups of HTML elements rather than per-
page, security stylesheets sidesteps the problem of some
sites needing open areas by allowing for both protected
and open areas within a given page, and (as described in
the next section) controls about how information is dis-
seminated between these areas of differing security val-
ues. This allows a site the ability to protect some areas
even if not all of the page can be restricted in this way.

The goal of approved-domains is to allow sites
the ability to constrain the potential attack vectors for
script inclusion and content inclusion (e.g. several forms
of XSS) and constrain the potential vectors for loss of
sensitive information through third party communica-
tions. In addition, it limits the ability for the protected
site to be used in a CSRF attack against arbitrary third
parties.

<s t y l e t y p e =” t e x t / s s s ”>
.picture {

approved−domains : all ;
}
.comment {

approved−domains : none ;
}
#searchresults {

approved−domains : self ;
}
#advertisement {

approved−domains : ads .example .com , stats .←↩
example .com ;

}
</ s t y l e>

Listing 2: Examples for approved-domains

Listing 2 shows some examples of how to use
approved-domains. The first example, with
approved-domains set to all is the current and default be-
havior of web pages: any code can be inserted in this
location. While more secure default behavior could be
provided, this would break existing pages, so this choice
was made in the interest of providing backwards com-
patibility. The second example, none, prevents any ad-
ditional code from being loaded in this location. This
might be particularly useful for places where user input
may be displayed but that code is not desired, such as
comments on an article or the display of search results.
The third example gives a simple way of approving inclu-
sions from the same origin as the web page itself. And
finally, the fourth example shows how external inclusion
locations can be approved.
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4.2 approved-elements

‘approved-elements’
Value: all | none | [<id>,] *
Initial: all

Applies to: all
Inherited: yes

Percentages: N/A
Media: security

Computed value : N/A

The approved-elements property functions sim-
ilarly to the approved-domains property, only it
constraints within-page communication rather than ex-
ternal communication to third party sites.

The idea with approved-elements is to limit the
scope of vulnerability should an error be found within
the page. WhiteHat security estimates that 71% of sites
are vulnerable to cross site scripting and 70% of web-
sites are vulnerable to information leakage [5]. Using
approved-elements, sites can mitigate the effects
of these attacks by ensuring that code injected into one
part of a page cannot always access sensitive information
entered within another part of the page.

There are several systems which have heavily influ-
enced the design of the approved-elements prop-
erty. One is Visual Security Policy [17] (ViSP), which
describes a way of applying security policy to visual el-
ements of the page. ViSP concentrated on providing
within-page restrictions in a manner tied to visual ele-
ments as they are laid out on the page, while security
stylesheets reverts to attaching policy to HTML Docu-
ment Object Model (DOM) elements. This adherence
to the DOM allows security stylesheets to behave more
like cascading stylesheets, and should make things more
consistent for developers who are familiar with the CSS
model. (It may also make implementation easier because
the code will be more similar to that for CSS.)

Another inspiration is AdJail [16], an advertising-
specific web security policy. This framework is de-
signed specifically to help secure third-party advertise-
ments, protecting the web page from attack while allow-
ing advertisers enough access to continue their existing
business models. One particularly interesting part of the
AdJail setup is that the size of the advertisement jail is
constrained. This allows for protection against click-
jacking, an attack where a malicious person might alter
the page such that a user thinks they are clicking in one
location but instead the page has forced their click to be
used on another part of the page. This could be used for
maliciously submitting forms, adding to the click-count
of an advertisement, or any number of other actions.

To limit the damage caused by click-jacking, security

style sheets could also limit the size of elements such that
only things within the approved-elements list can
write to that space. This is in some ways closer to the
intent of ViSP’s visual model of the page.

And security stylesheets also owes much to the previ-
ous work in web mashup security (e.g. [25, 14, 9, 15, 8]),
which described in greater detail the risks inherent in
within page communications.

Figure 3: An partial address form demonstrating a non-
symmetric use of approved-elements.

Note that approved-elements is not a symmet-
ric property: for example, one might want the “country”
drop-down in an order form to change the “province”
drop-down, but there would be no reason for the province
drop-down to change the country one, as shown in Fig-
ure 3.

<s t y l e t y p e =” t e x t / s s s ”>
#drawingcanvas {

approved−elements : all ;
}
.comment {

approved−elements : none ;
}
#currentstatus {

approved−elements : status−box , menu ;
}
</ s t y l e>

Listing 3: Examples for approved-elements

Listing 3 shows some examples of the use of the
approved-elements property. The first example of
all is the current and default behavior, where all elements
of the page can access all other elements of the page. The
second of none is the “sandboxed” behavior, where an
element is completely isolated from the rest of the page.
This could be combined with a approved-domains:
none property to provide a sandbox at the domain in-
clude level as well. However, it may be more common
that it would be combined with a list of specific domains
so that one could have a partial sandbox for an advertise-
ment or other external widget that you wish to include
without incurring risks for the integrity of the rest of the
page. Finally, the last example allows the specification
of one or more HTML elements that will be granted ap-
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proval. These are specified by their unique id values,
although it is possible that this could be extended to ap-
prove elements by class as well. Implementations will
have to take special care that ids cannot be overwritten
or changed.

4.3 execution

‘execution’
Value: yes | no
Initial: yes

Applies to: all
Inherited: yes

Percentages: N/A
Media: security

Computed value : N/A

The idea of having data be non-executable is hardly
a new idea, and is commonly discussed with respect to
buffer overflows. However, it can also be applied in
the browser as a method for defeating cross-site script-
ing by making it impossible for the maliciously injected
script to execute. Browser-Enforced Embedded Policies
(BEEP) [15], for example, includes a “noexecute” sand-
box upon which security stylesheets’ execution prop-
erty is based.

In many ways, the execution property is the sim-
plest of the properties, with the fewest edge cases. Any-
thing within an element where execution: no is
set cannot execute any <script> tags that are con-
tained within. It may be logical to extend this to in-
clude not allowing certain types of object as well. In this
way, we have created a safer sandbox within which code
cannot be injected. This could be used for the purpose
of displaying user-submitted content such as a comment
on a news story: something that should not contain any
JavaScript and thus can be constrained so that none will
work in that area.

4.4 Backwards compatibility

All three of the security stylesheet properties have
very permissive defaults: approved-domains
defaults to allowing inclusions from all domains,
approved-elements defaults to allowing access
to all elements, and execution allows execution of
any included code. This is contrary to typical security
design, where defaults should be minimally secure, but
these defaults were chosen so that they reflect the current
behavior of the web. In this way, security stylesheets can
be backwards compatible and enabling it will not cause
breakages in pages that have not yet written policies.

4.5 Inheritance

One of the big features of cascading style sheets is its
cascading inheritance model, but using this model for a
security policy can be very problematic. Of large con-
cern is the problem of privilege escalation. In particular,
we want to ensure that included code (be it intentionally
included or injected) cannot override permissions set by
the site operator. However, we potentially do want in-
cluded code to be able to choose permissions, since third
party content providers such as advertising networks may
want to provide code that can be cut and pasted, but may
want to protect this code from attacks such as click fraud.

To avoid privilege escalation, security style sheets
needs to have a model where subsequent policies can
only be more restrictive than the pre-existing policy. To
ensure consistency, we need a standard ordering for the
application of policy.

Our proposed ordering uses the tree structure of
HTML. Policy is prioritized based on where it is added
within the tree, so policy in the HTML header (where
stylesheets are usually included) would take prece-
dence over policy placed in the branches of the tree.
Within a given element the policies will be applied
in order, so if a page includes security1.sss and
security2.sss in that order, security2.sss
would only be allowed to be more restrictive than
security1.sss. Any directive that granted more
permissions in security2.sss would be silently
ignored, as would any additional permissions granted
within the body of the document. The permissions can
be applied based on a breadth-first ordering of the HTML
DOM tree. In addition, we should standardize ordering
based on specificity of selector as described in the CSS
standard’s rules for inheritance [23].

This ordering is arbitrary, and may not be the ideal
one for the purpose of implementation and usability, so
before a final decision is made on appropriate ordering
one would need to consult browser manufacturers and
potential policy writers to ensure an ordering that will
minimize difficulty and confusion.

5 Attack Coverage

Table 1 gives a brief comparison of some of the exist-
ing solutions and our proposed security style sheets. We
have grouped existing solutions into several broad cate-
gories. Not all of the solutions discussed fit clearly into
these categories, but this is intended to give a rough pic-
ture of the current solution space. Notably, AdJail [16] is
not represented in the table.

Whitelisting Whitelist-based solutions such as CSP
[21] and SOMA [18] work by providing a list of ap-
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Issue →
Solution ↓

Script
Injection

Content
Injection

Information
Leakage

CSRF Clickjacking

Whitelisting
(e.g. CSP, SOMA)

whitelist whitelist whitelist whitelist no

Sandboxing
(e.g. MashupOS, HTML5)

limit damage no limit damage no limit damage

Script re-writing
(e.g. Caja, JSReg)

limit damage no limit damage no no

Security Style Sheets whitelist,
limit damage

whitelist,
limit damage

whitelist,
limit damage

whitelist limit damage

Table 1: A comparison of some browser-based web security solutions.

proved sites with which the target site can commu-
nicate. This limits the range of sites from which ma-
licious scripts/content can be loaded, the sites with
which the target site can communicate, and even the
sites for which the target site can be used in a CSRF
attack.

Sandboxing Sandboxing within the page is something
explored by a large variety of mashup work in-
cluding MashupOS [25], Subspace [14], SMash [9],
OMash [8], ViSP [17] and many others. More re-
cently, sandboxing has become part of the proposed
HTML5 standard as a sandbox property for iframes
[24]. Sandboxing is a mitigation strategy that lim-
its the parts of the page that a malicious script might
access, thus limiting an attack’s ability to gain infor-
mation or overwrite areas for the purpose of click-
jacking.

Script re-writing Script rewriting techniques such as
Caja [3] or JSReg [12] concentrate on a different
method for limiting the scope of attacks by rewrit-
ing the JavaScript to a more constrained subset.

Security style sheets integrates ideas from all of these
pre-existing systems to unify them under a single syn-
tax, thus making it easier to consolidate security pol-
icy for a given web site. While similar results could be
achieved by using several of these systems, the policy
would be fragmented and users wishing to create policy
would need to learn several policy languages and tech-
niques in order to ensure full coverage.

Security style sheets handles these issues in very sim-
ilar ways to its predecessors:

Script Injection Like CSP and SOMA, security
stylesheets allows for maintaining a whitelist of
“approved” content, thus limiting the attack vectors
to a (potentially very small) list of previously
known sites. Similar to ViSP and the HTML5
sandbox, it can constrain the actions of a script to
a much smaller area of the page, so that even if a

malicious script is inserted it may not be able to
access sensitive data. Finally, security style sheets
allow for areas where scripts will not be executed,
thus nullifying any script-based attack in those
regions.

Content Injection Much like with script injection, se-
curity stylesheets uses a white list to limit the po-
tential attack vectors, and then places further limits
on the page by limiting within-page communication
and constraining the area within which the content
may be displayed.

Information Leakage Again, security style sheets re-
stricts the flow of information out of the page by
limiting the requests that can be made. All requests
out must be part of a known whitelist. In addi-
tion, security stylesheets limits the potential dam-
age caused by an information leak by limiting the
within-page communications so that it may be im-
possible for sensitive information to leak from one
part of the page to another which may have a more
permissive whitelist.

Cross-Site Request Forgery SOMA has a “double-
sided whitelist” which is a way of indicating that
it is in fact several whitelists: one of the site of
the site being visited, and another for each third
party content provider for that site. Both the orig-
inal site and the content provider’s whitelists must
agree that a site is approved before anything is re-
quested and loaded. CSP however has a single sided
whitelist, where only the site being visited provides
an approval list and it is presumed that the content-
providing site will handle their own requests via use
of the Origin header. Security style sheets takes
the same approach as CSP, assuming that content
providers will handle their own content requests us-
ing Origin: or other technologies such as Adobe
Flash’s crossdomain.xml file [6]. This client-
side whitelist stops requests from going out, thus
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preventing the website from attacking other sites
(but not protecting it from CRSF from other sites).

Clickjacking Inspired by the work of AdJail, security
style sheets places limits on the visual display of
content in special regions. This makes clickjacking
attacks more difficult, since many rely upon large
page overlays or specifically targeted areas where
the user is likely to click. If these regions have been
protected, no content will be overlaid on them and
clickjacking attacks should be curtailed.

6 A real world example: User-generated
comments

To get a better sense of how security style sheets might
work in practice, here we present a policy example.

Cross site scripting is often injected into a page
via forms used to allow users to submit informa-
tion. For example, rather than submitting a com-
ment which simply says All your base are
belong to us a malicious user can submit All
your base are belong to us. <script
src=‘‘http://example.com/evil.js" />
and then evil.js will be loaded into the page to
wreak whatever damage it was designed to do.

Let us suppose that we have a section of the page
which includes a comment that was submitted by a user,
who may or may not be trustworthy. What sort of secu-
rity stylesheet policies would protect the rest of the page
from attack? Listing 4 gives a possible highly restrictive
policy which allows no execution, no loading of external
content, and gives no other parts of the page access to
this section just in case.

<d i v c l a s s =” comment ”> Comment goes here </ d i v>

<s t y l e t y p e =” t e x t / s s s ”>
.comment {

execute : no ;
approved−domains : none ;
approved−elements : none ;

}
</ s t y l e>

Listing 4: Restrictive comment policy

However, this may be too restrictive. What about
on a real site? Facebook allows users to post status
messages that have a similar use case: we don’t want
code executed, but we might want to attach a photo or
video. The message itself is in a span with the class
messageBody. As such, we could use a policy like
the one shown in Listing 5, which allows inclusions from
other sources, but does not allow execution. In addition,

in order to allow users to “like” the update, we need to
allow JavaScript which has been included in the headers
the ability to modify the page to give feedback when the
user has pressed the “like” button.

<s t y l e t y p e =” t e x t / s s s ”>
.comment {

execute : no ;
approved−domains : all ;
approved−elements : document .head ;

}
</ s t y l e>

Listing 5: Potential Facebook status update policy

7 Conformance testing

In order to facilitate and evaluate any given implementa-
tion of security style sheets, we have developed a set of
conformance tests to ensure that the implementation suc-
cessfully creates the necessary encapsulation and com-
munication.

Because security style sheets have been built upon the
idea of the web layout, this conformance suite has been
based upon another type of conformance suite used for
web standards. These are the acid tests created by the
Web Standards Project [22]. The acid3 test is a web page
with a JavaScript test harness that actually runs one hun-
dred subtests related to web specifications. This partic-
ular test focuses mainly upon web 2.0 technologies in-
cluding HTML4, CSS3 and ECMAScript.

One benefit to this test is that as well as testing the
expected security properties of the page, it can also be
used to test the final layout by comparing the in-browser
rendering to that of a reference image.

7.1 approved-domains

To test the approved-domains property, we need to
load additional materials in boxes with various proper-
ties. We test loading within a fully open box, loading
within two types of semi-permeable boxes (one which
allows local scripts, and one which allows external ones
from a specific domain), and attempting to load within a
box which has no allowed domains. The expected val-
ues for these tests are shown in Figure 4, alongside the
results which actually occur in an unmodified browser.
(If this test were run within a fully compliant browser,
the results would all show green with “(pass)” marked
beside each one.)

The content loaded from both local and external
servers is simply a short snippet of JavaScript which at-
tempts to modify the result (given in a span tag). For
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Figure 4: approved-domain conformance test: results for an unmodified browser

example, one such piece of JavaScript code is shown in
Listing 6. If we were to constrain different types of con-
tent in different manners as with CSP, we would have
to alter this test to include more content-types and to
attempt to load things which are not JavaScript. How-
ever, for the simplified approved-domains property, we
can load just a single line of JavaScript for testing.

document .getElementById ( ” r e s u l t−domain5 ” ) .innerHTML←↩
= ” yes ” ;

Listing 6: JavaScript code used to test approved-
domains

7.2 approved-elements
There are five tests for the approved-elements
property’s basic communication abilities. The tests here
use the metaphor of “finding a needle in a haystack” to
identify the parts of the page being used. All of the code
in this case is contained within the element designated as
the “searcher” which attempts to find the “needle” ele-
ments both inside and outside of a “haystack” element.

The first test ensures that one can find a needle when
safely placed outside of the haystack, and when full
access has been given to the needle element. This
test should pass in even unmodified browsers. The
next test tries to find a needle which has been hidden
within the haystack. While the haystack allows all ele-
ments access, the needle allows no access to other ele-
ments. As such, this should not be found in a security-
stylesheet compliant browser. This tests both the in-
heritance from the haystack and the behavior of the
approved-elements: none setting of the prop-
erty.

The next test is one to ensure that needles are not be-
ing found in areas where there are no needles. This is

more of a test of the JavaScript in the browser than a spe-
cific test of security stylesheet behavior. Finally, the last
two needles in the haystack have permissions between
the extreme of all access and no access: one gives ac-
cess to the searcher element (and thus should be found),
and the other gives access to an element that is not the
searcher element (and thus should not be found).

Figure 5 shows the tests run in a web browser that
does not support security stylesheets. Listing 7 shows
the findNeedle function and the tests run within the
XHTML shown in Figure 5.

function findNeedle (testname , needle , start ) {
var elements = start .getElementsByTagName ( ”∗” ) ;
var i = elements .length − 1 ;
var result = document .getElementById (testname ) ;
result .innerHTML = ” n o t found ” ;
w h i l e (i >= 0) {

i f (elements [i ] && elements [i ] . innerHTML &&
elements [i ] . tagName != ”SCRIPT” &&
elements [i ] . innerHTML .match (needle )←↩

) {
result .innerHTML = ” found ” ;
r e t u r n ;

}
−−i ;

}
}

/ / t e s t s f o r a l low−e l e m e n t s
findNeedle ( ” r e s u l t−n e e d l e 1 ” , ” Needle1 ” , document ) ;
findNeedle ( ” r e s u l t−n e e d l e 2 ” , ” Needle2 ” ,document .←↩

getElementById ( ” h a y s t a c k ” ) ) ;
findNeedle ( ” r e s u l t−n e e d l e 3 ” , ” Needle3 ” , document ) ;
findNeedle ( ” r e s u l t−n e e d l e 4 ” , ” Needle4 ” , document ) ;
findNeedle ( ” r e s u l t−n e e d l e 5 ” , ” Needle5 ” , document ) ;

Listing 7: The findNeedle function used to test
approved-elements

7.3 execution

The execution conformance tests are shown in Fig-
ure 6, as they appear in a browser that does not support
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Figure 5: approved-elements conformance test: results for an unmodified browser

Figure 6: execution conformance test: results for an unmodified browser

security stylesheets.
There are four tests for the execution property. The

first two tests verify behavior for the two possible set-
tings: yes and no. The test for execution: yes
will pass even in a normal browser, while execution:
no will fail in a normal browser because all code is au-
tomatically executed.

The next two tests are for the behavior of sub-trees.
Here, we must be careful of privilege escalation: it
should not be possible to make and use a execution:
yes area within an existing execution: no one,
otherwise a clever attacker would simply escalate privi-
leges to ensure that their malicious code will run. We do,
however, support the restriction of privilege, so it should
be possible to make a execution:no area within a
execution: yes area and have both behave as de-
scribed.

The code used for these tests is very simple: it attempts
to change the value of the test result section (the red or
green box at the end of each list item) to be yes instead
of no. The actual colors and the pass/fail note are pro-
vided by another function. A sample of this simple code,

including the surrounding XHTML, can be seen in List-
ing 8.

<d i v i d =” deny−in−a l l o w ” c l a s s =” deny subbox ”>
Deny (in allow )

<s c r i p t t y p e =” t e x t / j a v a s c r i p t ”>
document .getElementById ( ” r e s u l t−deny−in−a l l o w ” )←↩

.innerHTML=” yes ” ;
</ s c r i p t>

</ d i v>

Listing 8: Sample execution testing code (the deny sub-
box within the allow box)

8 Discussion

It is our hope that Security Stylesheets can be used as
the basis for a more extensive security policy language
for the web. Using the oft-quoted aphorism “complex-
ity is the enemy of security” we have chosen to min-
imize the number of options we specify here. How-
ever, we recognize that developers may in practice re-
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quire more fine-grained control. In order to accom-
modate additional expressiveness without compromis-
ing simplicity for users who do not need it, we sug-
gest that shorthand properties be used much like they
are elsewhere in CSS. For example, if one wants to set
the margin of an element, a simple margin: 10px
could suffice, but if one needs more fine control over
the margin, the margin-left, margin-right,
margin-top, margin-bottom properties are all
available.

Consider the idea of detailed object-type based
whitelisting, as proposed in CSP. If we wanted to
add these to our approved-domain whitelist,
we could have approved-domain-image,
approved-domain-script,
approved-domain-object etc. If the
web developers want to allow all content from
https://example.com they could still use
approved-domain: https://example.com
but if only images were desired then the pol-
icy could read approved-domain-images:
https://example.com to be more specific.

Similarly, it seems possible that the develop-
ers might want finer control over reading and
writing, rather than the blanket access pro-
vided through approved-elements. So
to provide more specific access, one might
have approved-elements-write and
approve-elements-read depending on what
actions can be performed on a given piece of content.

As long as shorthand properties are carefully thought
out, it should be possible to increase the complexity of
security style sheets without irreparably compromising
the simplicity of the basic design.

9 Conclusions

Security style sheets is a way to harmonize currently sep-
arate client-side web security techniques. By combining
the ideas of whitelisting, sandboxing and others into a
single syntax, we aim to limit the amount of time re-
quired for interested web site owners to provide greater
security for their sites. Because this syntax is inspired
by cascading style sheets, policy writers will be able to
leverage information already provided as part of a web
site’s design, thus easing the creation of new policy.

Security style sheets can provide a platform for in-
tegration of other client-side web security techniques
within a standardized framework. We hope that this pa-
per and the initial conformance test suite can inspire dis-
cussion within standards bodies who are interested in
providing greater security for the modern web.

10 Availability

At time of publication, the security style sheets confor-
mance suite will be made available online for use in test-
ing.
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