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1. Introduction
The well-known Diffie-Hellman protocol for key exchange [Dif76] allows two parties to
agree on a secret key without the key being sent along an insecure communication channel.
This protocol is a special case of the following general scheme which allows two parties A
and B to agree on an element of a key space K.
Let F' = {Fm| m=0,1,2,....} and G = {Gql| n=0,1,2,....} be two families of functions
defined on K having the property that for all m, n we have the equality
Fn(Fa(x))=Fp(Fm(x)). Initially A and B agree on an element o€ K which may be made
public. Next, A chooses a private integer m and sends F(0) to B while B chooses a
private integer n and sends Gp(at) to A. Finally A computes Fin(Gp(a)) while B computes
Gp(Fm(o); by the assumption on F and G these two results are equal and serve as their
common key. |
In all the examples given in this paper F = G and we shall assume this from now on; it
would however be interesting to have examples where F # G. In the original Diffie-
Hellman scheme F and G were each the set of functions {x—x™ mod p, m=0,1,2,3...}
(where p is prime) and K was the field Zp of integers modulo p. In [Rue88] F and G
consisted of the functional powers of some function p(x). The condition that members of
F commute with one another under functional composition is a very restrictive one.
However there is another family of polynomials which commute under composition:- the
Chebychev polynomials. Indeed it is readily seen that, if Tp(x) = cos(m arccos x), we
have

Tin(Ta(X)) = cos(m arccos (cos (n arccos x )) = cos(mn arccos x) = Tnp(x)
A basic recurrence, following from properties of the cosine function, relating the
Chebychev polynomials 1s

Tay1(00) - 20 Tn(o) + T-1(0) = 0

Since the Chebychev polynomials have integer coefficients we may regard them as

polynomials defined on Z and the above equations still hold (and from now on we shall



use arithmetic modulo p). In order for the Chebychev polynomials to yield a practical
method for key exchange it is essential that Tp(cr) be computable rapidly, that o be chosen
so that there is a large collection of potential keys which may be generated by the algorithm,
and that it should not be feasible to deduce n given the value of Ty(0l) (which can be

inicrcepted by an enemy during the key exchange protocol).
2. Efficient computation of Tp(c)

We shall give three methods for computing Tn(ot) all of which require O(log n) arithmetic
operations in Zp. In the first method we express the recurrence above in matrix notation as
me j (01 Fm@) U (T
Tns+1(0) (-1 20 ) Tn(0r) (Tnmo j

Clearly, since To(a)=1 and Ty (a)=0x,
(Tn(a) j _ Un (1 )
The1(o) o

Since UN can be computed in O(log n) steps by the binary method Ty(o) can be computed
in this number of steps also.
The second method uses the explicit solution of the recurrence:

To(0) = 501 + A1)

where A and A-1 are the roots of A2 - 2aA + 1 = 0. The quantity A may not lie in Z but, in
any case, its powers may be computed by the binary method and thus Tp(ot) can be
computed in O(log n) steps. '
These two techniques are generally applicable to any sequence defined by a linear
recurrence. Our third method uses the special properties of Chebychev polynomials and is
very simple to implement. It may be expressed by the recursive rules:

Tolo) =1 '

Ti(o) =0

To(@) =202 -1

Ta(0) = Tpa(T2() if nis even and n>2

Th-1(@) + Tpyi()

Th(o) = o otherwise

For simplicity these formulae ignore the possibility that o = 0 but this is easily handled

since Tp(0) = 0 when n is odd and Tp(0) = (-1)V2 when n is even.



Notice that, in the last recursive rule, each of n-1 and n+1 are even and one of them is a
multiple of 4. It follows that Ty(ct) may be computed in O(log n) steps.

3. Inverse computation

In this section we study the inverse problem of computing n given Tp(or). If there should
be an efficient algorithm for this then the key exchange protocol would be worthless. But it
is easy to see that the problem is of a difficulty comparable with computing a discrete
logarithm. From the explicit solution to the recurrence the inverse problem is that of

computing n given the value y in the equation

AN 4 A0
y="—%—

But this equation gives a quadratic equation for A" and once A is known n itself can be

calculated by taking a discrete logarithm. Conversely a method for solving this equation

AD 4 AR -1
induces a method for solving A = z (we solve + = Z+2Z ).

2
The above remarks include a specific method for solving the inverse problem. As we shall

see shortly there is also a direct solution along the lines of the Pohlig-Hellman algorithm
[Poh78] for computing discrete logarithms but, before discussing this, it is necessary to
make o few remarks on the values assumed by Tp(o), n=0,1.2.....

Since A=0 + Y 02 - 1, either A € Zp or A lies in the quadratic extension of order p*
depending on whether o2 - 1 is a quadratic residue modulo p.

Lemma 1 For all choices of 0#a. € Zp, the corresponding A has order dividing p-1 or

A+l

p+1. Moreover, if A is chosen to have order dividing p-1 or p-+1 or theno=—5— € Zp.

A+n- ] . .
Proof. 1f o0 = +7 € Zp, A+hl = (A+A-DP = AP + A-P» which is equivalent to the

relation A-P(AP-1- H(AP+1 - 1) = 0.

It is evident from this lemma that the sequence Tp(®), n=0,1.2,.... is periodic with period
dividing p-1 or p+1 according as a2-1 is or is not a square modulo p. If the period 1s short
then the protocol will be incapable of generating a large number of keys and the resulting
crypto-system will be vulnerable to attack by systematic key trials. On the other hand, if A
has order p-1 or p+1, then, as the next result shows, about half of the elements of Z can

arise as potential keys almost all with equal probability.



Lemma 2 (1) If A has order p-1 then (Tp(at), n=0,1,2,...) has period p-1 and the set
{Th(a), n=0,1,2,...p-2} has size (p+1)/2.

(i1) If A has order p+1 then (Tp(o), n=0,1,2,...) has period p+1 and the
set {Ty(an), n=0,1,2,...p} has size (p+3)/2.
Proof. In either case, if ze Zp, the equation Tp(o)=z may be written
A2n - 2zA0 + 1 =0. If z=%1 this has one solution for AR and otherwise it has 0 or 2
solutions for AN (in the latter case one solution is the inverse of the other). The value of An
determines n modulo the order of A. In case (i) the sequence has period dividing p-1.
Among the first p-1 terms each value of Tp(a) except for the two which correspond to
An=1 and to AP=-1 occurs exactly twice, and so the set {Tp(o), n=0,1,2,...p-2} has size
2+(p-3)/2=(p+1)/2. Since the set is of size greater than (p-1)/2 the period 1s exactly p-1.
Case (i1) 1 similar.

Suppose we wish to find the values of n for which Tp(0)=y in the cases that A has order

p-1 or p+1. The case are similar so we suppose that A has order p-1. The following.
k

method will be effective if p-1 is divisible by small primes only. Let p-1= leel. We
i=1

shall determine n mod p;%i for each i and then use the chinese remainder theorem. Suppose
that v = n mod p;i-! is known (initially we can take j=1). Write n = qpil + upi~! + v,
with O<u<p. If we can find u we shall know n mod pj and the process can be repeated.
We compute  z = T(p-l)/pij(y) = Tn(.p-l)/pij(a)

= Tio-1)qep-Du/pievip-1pi = L (p-1u/pi+v(p-1ipji-

Then we find u by computing the right hand side for each of the p possibilities for u in this
equation.

In the Diffie-Hellman key exchange method it is generally recommended that the prime p
should be chosen so that p-1 is not the product of small primes only; then the protocol
cannot be compromised by the Pohlig-Hellman algorithm. For the scheme above a less
restrictive condition on p applies:- one of p-1 and p+1 must not be a product of small

primes only.
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