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Abstract

This paper deals with identification, characterization, and catastrophic fault patterns that
are catastrophic for systolic arrays. It is shown that for a given link configuration in the
array, it is possible to identify all PE (processing element) catastrophic fault patterns. The
requirement on the minimum number of faults in a fault pattern and its spectrum (spread
out) for it to be catastrophic is shown to be function of the length of the longest bypass
link available, and not of the total number of bypass links. This paper also discusses the
effect of PE failures on computation performed on one-dimensional VLSI processor arrays. All
the established properties of catastrophic fault patterns are used to study inherent limits to
reconfigurability of these regular architectures. Bounds on number of faults the system can
tolerate to provide guaranteed performance are derived.

Keywords and Phrases: Fault-tolerance, Systolic arrays, Reconfiguration, Catastrophic
fault patterns.

1 Introduction

Fault tolerance is the survival attribute of computer systems; when a system is able to re-
cover automatically from internal faults without suffering an externally perceivable failure,
the system is said to be fault-tolerant. A common approach for achieving fault tolerance in
VLSI-based systolic architectures is through the incorporation of redundancy. The popularity
of this approach rests on the fact that, with modern technology, it is now possible to incor-
porate a large degree of redundant processing elements (PEs) and additional circuitry into a
single chip. The redundant PEs are used to replace any faulty PE(s); the redundant links are
used to bypass the faulty PEs and reach the redundant PEs used as'a replacement. Most of
the decisions made at design time with regards to fault tolerance are therefore focused on two



particular aspects: amount of redundancy and reconfiguration technique. In the following, the
VLSI design will be used as the leading example.

Intuitively, a system incorporating a large number of redundant PEs and “long” redundant
links should be able to tolerate a large number of PE failures. A long redundant link can
bypass a large block of consecutive faulty PEs. However, long wires are not always possible in
such systems due to layout constraints. A long wire will introduce larger propagation delays
which in turn might create synchronization problems and become the limiting factor in the
performance of the system. Furthermore, note that to increase the number of redundant PEs
in a chip requires an extra overhead of interconnections and switching circuitry which implies
a higher likelihood of failure. Provided that these technical difficulties can be successfully
overcome, it still seems natural to assume that a very high degree of tolerance can be achieved

by simply providing a sufficiently large number of spare PEs with a large number of long
connections.

The effectiveness of the approach of using structural redundancy to increase fault-tolerance
clearly does not depend solely on the amount of redundancy. In fact, the availability of a large
number of redundant PEs is useless if these PEs cannot be successfully employed to replace
the faulty ones. Thus, a main measure of fault-tolerance in such redundant arrays is the
reconfiguration capability (or reconfiguration effectiveness); that is, the ability to map faulty
elements to spares (using bypass links) while preserving the high degree of regularity and
locality of reference required by the system to perform correctly.

It is therefore not surprising that a large amount of research has been devoted to the design
of reconfiguration algorithms for redundant arrays as well as proposmg redundant architectures
which facilitate the reconfiguration process [1-16,20-24].

A computer architecture (or network) can be characterized by its topological properties. It
is called regular if the underlying graph is regular; that is, it is connected and every node has
the same degree. Because of their properties, the regular architectures are very common and

amenable to analysis unlike the irregular ones. The focus of this paper will be on the regular
architectures.

The effectiveness of using redundancy to increase fault tolerance in a regular architecture
clearly depends on both the amount of redundancy and the reconfiguration capability of the
system. It does however depend also on the distribution of the faults in the system. In fact,
faults occurring at strategic locations in a regular architecture may have catastrophic effect
on the entire structure and cannot be overcome by any amount of clever design. For a given

design, it is not difficult to identify a set of elements whose failure will have catastrophic
consequence.

The main objective of this paper is to study the characteristics of catastrophic fault pat-
terns; that is, patterns of faults whose occurrence has catastrophic effects on the system and
cannot be overcome regardless of how “intelligent” is the employed reconfiguration algorithm.
This study sheds some light on the inherent limits to reconfigurability of various regular ar-
chitectures as well as on the factors limiting the effectiveness of the redundancy approach.

The catastrophic fault patterns for linear arrays are studied by treating the linear array
as a set of consecutive positive integers. The results are obtained by reducing the problem of



characterization of catastrophic fault patterns to the problem of identifying a special family of
sets of integers, called deadly sets. Several important properties of deadly sets are established
which, in turn, express important properties of catastrophic faults. For example, it is shown
that the cardinality of a catastrophic fault pattern does not depend on the number of bypass
links available but only on the length of the longest one; achievable bounds are established on

the width of catastrophic fault patterns; results expressing the sensitivity of the width to the
amount of bypass links available are proved.

All the established properties of catastrophic fault patterns and their windows are used
to study limits to reconfigurability of one-dimensional arrays. The catastrophic fault patterns
are employed as means to derive fault-tolerant attributes in terms of the minimum number
of faults sufficient to cause a catastrophic failure. The minimum number of faults required
to have an impact on reconfigurability is derived for different modes of computations. In
particular, bounds for impossibility of reconfiguration are established for systems with 1)
unidirectional links, 2) bidirectional links where the I/O can be at either side of the array, and
3) even for the case where each PE can act as an I/0 port. The negative results hold even
if faults are detectable, and transient faults never occur: they draw an impossibility map for
reconfigurability in one-dimensional systolic architectures.

It should be stressed that the results established in this paper rely only on the underlying
topological structure (e.g., ring, array) of the system; thus, they hold regardless of whether
the basic processing elements are hardware registers, transputers, chips, workstations, software
modules, etc., as long as the connectivity of the resulting system (network) is regular and

uniform. The results apply directly to systems whose topologies fall in one of the classes
considered here in which there are only PE failures.

2 Preliminaries

The system being considered are the one-dimensional (or linear) systolic arrays as shown in
Figure 1. The basic components of such a system are the processing elements (PEs) and the
links. The links can be either unidirectional or bidirectional. There are two kind of links in
redundant arrays: regular or bypass. Regular links exist between neighboring PEs; bypass links
connect non-neighboring PEs. The bypass links are used strictly for reconfiguration purposes
when a fault is detected; in the absence of faults, the bypass links are redundant. Bypass links
are not shown in Figure 1 for simplicity.

A faultin a PE can be best described as its inability to perform correct operation on correct
inputs, possibly due to some elementary circuit or gate-level failures. The failures could be
either permanent or transient. In this paper, the focus of the investigation is on permanent

faults. Any non-faulty PE which is not active during a computation is said to be a spare for
that computation.

Let A = {z1,29,...,2n} denote one-dimensional systolic array (shortly, array) of N PEs,
where each z € A represents a processing element and there exists a direct link between z;

and z;41,1 < ¢ < N. Any link connecting z; and z; where j > i+ 1 is said to be a bypass
link.



Definition 1 The length of a bypass link, connecting z; and x;, is the distance in the array
between z; and x;; i.e., |j —1|.

Definition 2 Given an integer g € (1,N] and an array A of size N, A is said to have link
redundancy g, if for every z; € A with i < N — g there ezists a link between z; and z;4,.

The above definition can be generalized as follows:

Definition 3 The array A has link redundancy G = {g1,92,..:,9x} where g; < gj41 and
g; € (1, N], if A has link redundancy g1,92,.- ., 9.

In the following, it will be assumed that ¢g; = 1 and no other link except the ones specified
exists in the array; that is, G totally defines the link structure of A.

Given a linear array A of size N, a fault pattern for A is a set of integers F = {f1, fo,. .., fm }

where m < N, f; < fij+1 and f; € (1, N). An assignment of a fault pattern F' to 4 means that
for every f € F, z; is faulty.

Definition 4 A fault pattern F is catastrophic for an array A with link redundancy G if the
array cannot be reconfigured in the presence of such assignment of faults. That is, the removal
of the faulty elements and their incident links will cause the array to become disconnected.

3 Deadly Integer Sets and Catastrophic Fault
Patterns

Consider two finite sets F = {f1, fo,.--, fm} and G = {g1,92,..., 9%} of positive integers.
Without loss of generality, let f; < fiy1 and ¢; < gj41 for 1 <4 <mand 1 < j < k. Here,
G can be visualized as the set of links including the bypass links, and F' corresponds to a
distribution of faults (fault pattern). The definition of the deadly integer set now follows.

Definition 5 An integer z € Z, the set of integers, is “dead” if at least one of the following
conditions hold:

1. zeF,

2. Vg € G,z + g is dead,

3. Vg € G,z — g is dead.

Let D be the set of dead integers with respect to F and G.
Definition 6 F is deadly for G if D = Z. That is, F is deadly for G if all integers are dead.

Given z € Z, let R(z) = {y € Z : 3g € G such that y = z + g} be the right neighbor
of z and L(z) = {y € Z : 3g € G such that y = z — g} be the left neighbor of z. Also let
N(z) = R(z) U L(z) be the neighbors of z. Obviously, if y € R(z) then @ € L(y).

The set of dead integers for a given F and G is now characterized with respect to their
“time” of death as follows:



1). D = F and A° = Z — DO that is, initially only the “faulty” integers are dead and all
others are “alive”.

22). Dy ={z € A1 : R(z) C U;<; D7}
b). Dj = {x € A1 : L(s) C Uy, D7)
c). D*= Dy u Di
d). Ai= A1 _ pi
3). D =, Dt

Note that 1, 2, and 3 correspond to the equally numbered conditions in Definition 5. Now
define the time of death, d(z), of an integer z to be

0 ifzeF
dizg) =4 i ifzeA"-InD
oo otherwise (i.e., z g D)

Definition 5 can now be rephrased as follows:
Definition 7 F is deadly for G if d(z) # o0, Vz € Z

Now consider the set ¥ = {o} of all sequences o of integers, “infinite at both ends”, where
each integer in

O =...2;-12; Tit+t1...

is a right neighbor of the preceding one, i.e., z;41 € R(z;). Given ¢ and z € o, let s(z) denote
the successor of z in o.

Lemma 1 If F is deadly thenVo € ¥, ¢ N F # 0. That is, if F is deadly then any
“doubly-ended” infinite sequence of neighbors must contain an element of F.

Proof: Let z € 0. Since F is deadly for G, d(z) =i # o0 (by Definition 6). If ¢ = 0 then the
lemma is proved. Suppose ¢ > 0. Then d(z) = ¢ implies z € Dy uD;.
Case 1: = € Dy .

This, in turn, implies that R(z) is a subset of |J;; D7. Since s(z) C R(z), d(s(z)) = j
and s(z) € D7 where j < i.
Claim: s(z) € D7 for z € D% and j < i
Proof: Suppose s(z) € Dj. This implies L(s(z)) € Up<; DP. Since z € L(s(2)), d(z) < j
contradicting the fact that d(z) =4 > j. Since s(z) € D7 = D%, U D7, the claim follows.

If d(s(z)) = 0, the lemma is proved; otherwise, define for an integer £ > 0, s*(z) =
s(s*~!(z)) where s%(z) = z. What is shown that if neither z nor s(x) is in F, then d(z) >

d(s(z)) > 0. Furthermore, s(z) € D;i-i,(s(x)). Let this hold for a contiguous subsequence of o;
that is, for 1 < p <k,

1. d(s*7(z)) > d(sP(z)) > 0,
2. sP(z) € D%Sp(x)).

It will now be shown that



(i) d(s*(z)) < d(s*"1(z)) and

(ii) if d(sk(w)) > 0 then sk(a;) € D;i{(s"(x)).

Proof of (i): s*71(z) € Dg implies R(s*7(z)) is a subset of Up<d(sh=2(z)) D Since s*(z) €
R(z), d(s*(z)) < d(s¥1(z)).

Proof ;)(fk((ii))): Let d(s*(z)) > 0. Then if L(s*(z)) is a subset of Up<a(sk-1(z)) D sk(z) €
DR,

Therefore, either s*(z) € F or its “death time” is smaller than the preceding element in
the sequence. If the latter case holds, the same process can be applied to s*+!(z) and so on

until an element s"(z) can be found such that d(s"(z)) = 0 which must be the case since the
sequence

d(z),d(s(z)),...,d(s(x)),...

is decreasing.

Case 2: = € DY,
The argument is similar by substituting L for R.

This now completes the proof of Lemma 1. O

3.1 Cardinality of Catastrophic Fault Patterns

The following theorem establishes condition on the minimum number of faults that a fault
pattern F' must consist of in order for it to be catastrophic for a given link configuration G.

Theorem 1 F is deadly with respect to G implies that the cardinality of F, ILF| > g&-
Proof: Define gi sequences g; (1 < i < gi) as follows:
oi={i+jgr:j€Z YU{i~jgk:5€ 2"}

It is easy to verify that

1) oiNo;j=0ifi# jfor1<4,5 < gy,

2) Uicicg, 0 = Z7.
Let f(i) = |jo; N F||. Thus, from 1) and 2) above, it follows that

3) L f()=F.

If ||F|| < gr then by 1), 2), and 3), it follows that Jo; such that o; N F = @. That is, there
exists a double-ended infinite sequence which does not contain any element of F'. By Lemma
1, it follows that F would not then be deadly. That is, ||F|| < g implies F is not deadly. O

This theorem gives the necessary condition on the minimum number of faults required
for blocking a linear array. An important point to be emphasized here is that the minimum
number of faults to form a catastrophic fault pattern depends solely on the length of the
longest bypass link, gk, but no other intermediate link nor the number of bypass links. In the
following, all discussions will be restricted to the case where there are at least ¢, faults, and
catastrophic fault patterns containing exactly gy faults will be characterized.

6



3.2 Width of Catastrophic Fault Patterns

Definition 8 The width Wr of a fault pattern F' (or fault window) is the number of PEs
between and including the first and the last fault in F. That is, if F = {fisooo, f} then
Wr=fn-fi+l.

The width of a catastrophic fault pattern depends on two quantities: the link configuration
G, and the orientation of G. Obviously, the lower bound on the width of a catastrophic fault
pattern, consisting of g; number of faults, is gk- This is the case when all faults occur in

a cluster. In the following, the width of the largest possible fault window is given for both
unidirectional and bidirectional links.

Unidirectional Links

Theorem 2 Let ||F|| = gx and G = {g1,;} be a set of unidirectional links. Then the width
of the fault window for G is given by Wy = (gr — 12+ 1.

Proof: Partition the linear array of PEs into blocks of gk elements and list the blocks as the
rows of a matrix. Pick a block arbitrarily and mark the first element in the block by an “x”
(denoting the first fault). This indicates the start of the window. Observe that going from left
to right in a row is same as traversing the array using the link of length 1. Similarly, moving
along a column in the matrix is same as traversing the array using the link of length g. The

construction of a catastrophic fault pattern in this matrix be such that the following properties
must hold.

e Each column of the matrix must be covered, i.e., it must have an element marked “x7y
otherwise, if there is a column which does not contain an “x” then there is always an
escape through that column. ‘

¢ Each column must have exactly one element marked “x”. This is because if there are
two or more elements marked “x” in one column, then there will be at least one column
which will not have any element marked “x”. This implies that it is possible to escape
through the column that is not covered.

o Each element below (i.e., the corresponding element in the next row) an element marked
“x” must be inaccessible; otherwise, if the element is accessible, there is an escape through
that element using the link of length g;. Notice that for this property to hold, the last
element in the first block must be marked “x”.

Now the objective is to find a distribution of “x”s in the matrix that meets the above require-
ments. The obvious one is, of course, the block (row) in which all g; elements are marked “x”
as (XX, ... ,x). This implies that Wr = g, the case of the smallest window. There are clearly
other patterns that can give a larger window size than gi. The only distribution of “x”s in the
matrix that meets all the requirements and at the same time gives the largest window is the
one shown in Figure 2.

Altogether, there are (gr — 1) blocks (rows) which contains elements marked “x”. Each
block is of size gx. The distance between the first and the last “x” in the distribution is Wr.
It is clear that

Wr=gi(gr—2)+2=gf - 20 +2= (g — 1)+ 1. O
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It should be observed that the bound established on W in this theorem is the upper bound
for any unidirectional link configuration G' D G = {1,gx}. This is true because the inclusion
of any additional link in G will likely shrink the window size.

Bidirectional Links

Theorem 3 Let ||F|| = gx and G = {g1,9x} be a set of bidirectional links. Then the width of
the fault window for G is

Wr = (121 - Dge + | 2] +1.

Proof: The proof is similar to the proof of Theorem 2. Like before, partition the linear
array of PEs into blocks of g; elements and list the blocks as the rows of a matrix. Pick a
block arbitrarily and mark the first element in the block by an “x” (denoting the first fault).
The construction of a catastrophic fault pattern in this matrix be such that all the previous
properties (in Theorem 2) must hold. In addition, since the links are bidirectional, each element
below (i.e., the corresponding element in the next row) an element marked “x” must now be
inaccessible from left as well as from right. The only distribution of “x”s in the matrix that

meets all the requirements and at the same time gives the largest window is the one shown in
Figure 3.

Altogether, there are [gx/2] blocks (rows) which contains elements marked “x”. Each block
is of size gr. The distance between the first and the last “x” in the distribution is Wg. From

Figure 3, it follows that
Wr = (f%k1 = Dgx + L%’EJ +1. O

It should be observed that the bound established on Wg in Theorem 3 is the upper bound
for any bidirectional link configuration G' 2 G = {1,4x}-

3.3 Effect of G on Wy

Obviously, the width of the fault window varies with the size of G. Consider k, the size of G.
When %k = 1, there are no bypass links; hence, any single fault is catastrophic. When k = g (a
case which is very much impractical from a circuit manufacturing point of view) only a cluster
of g faults can be catastrophic; the probability of having a cluster of gi faults is quite small.
Thus, the focus of attention is on the case where k < gi. The following corollary shows that
the window size decreases as the size of G increases.

Corollary 1 Let G' C G and Wi, Wr be the corresponding widest fault windows. Then
Proof: There are two cases to be considered here.

e Case 1: G’ is unidirectional. Theorem 2 gives the width of the largest window for
G’ = {1,gx}. Since it is the upper bound on the size of W, when an additional link

is introduced in G', the corresponding W} will not increase. Thus, for any G 2 G/,

e Case 2: G’ is bidirectional. The argument is similar and follows from Theorem 3. O
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Some of the fundamental results which show the sensitiveness of the width of the largest

fault window to the variation in the size of G in both unidirectional and bidirectional links are
presented below.

Unidirectional Links

Corollary 2 Let ||F|| = g and G = {1,2,9x}. Then the width of the widest fault window Wg
s given by

We = (gf‘ - Lgr +2 if gr is even
P2V %] - Dor+3 if i is odd

The corollary follows from Algorithm 1, given in Section 4, for the construction of the largest

fault window. Figure 4 gives an example of a catastrophic fault pattern for G = {1, 2, 12} that
is contained in the largest window.

Corollary 3 Let ||F|| = gx and G D {gx — 1,9x} in which 3 < lG|| < gk ~ 1. Then the width
of the largest fault window Wg = g;.

The corollary follows from Algorithm 1, given in Section 4, for the construction of the
largest fault window.

Corollary 4 Let || F|| = g and G 2 {gi — 2, gx} in which ||G|| < gr — 1 but the link of length
gk — 1 is not available. Then the width of the fault window Wr < 2g — 1.

Equality in Corollary 4 is achievable. Figure 5 gives an example of a G for which this is
true.

Corollary 5 Let ||F|| = gx and G = {1,[gx/2],gx}. Then the widih of the fault window is

Wp = (% —Dge+2 Zf Jk z:s even
(1%] - Dgr + [%]+1 if gy is odd

This corollary gives the size of the fault window when bypass links of length [g;/ 2] and
g are available in the linear array. Figure 6 shows an example of a fault window when
G = {1,[gx/2],9x}. The following corollary is the generalization of Corollaries 2,3, 4, and 5.

Corollary 6 Let ||F|| = gx and G = {1,a,g;}. Also let f = o mod (gx — a). Then the width
of the fault window is given by

(g% — @)g if =10
WFS{ | #5219k +(B=1)gr B#0

In Corollary 6, equality is achievable. The example in Figure 7 demonstates the case.

Bidirectional Links

In the case of bidirectional links, the results which show the sensitiveness of the width of
the largest fault window to the variation of the size of G are now shown.



Corollary 7 Let ||F|| = gx and G = {1,2,gx}. Then the width of the largest fault window
Wr s given by

9k
W = L‘ZJ (9% — 2) + gk
The corollary follows from Algorithm 2, given in Section 4, for the construction of the largest

fault window. Figure 8 gives an example of a catastrophic fault pattern for G = {1,2,12} that
is contained in the largest window.

Corollary 8 Let ||F|| = gx and G 2 {gr — 1,gx} in which ||G|| < gx — 1. Then the width of
the fault window Wg = g;.

This corollary states that when the link set G includes two links, one of length g5 and other
of length gx — 1, then any cluster of g, faults can be catastrophic for G.

Corollary 9 Let ||F|| = gk and G 2 {gx — 2,9x} in which |G|| < gr — 1 but the link of length
gk — 1 is not available. Then the width of the fault window Wp < 2g; — 1.

Note that Corollaries 8 and 9 are identical to Corollaries 3 and 4 respectively.

4 Construction of Widest Fault Pattern

In this section, algorithms for constructing a catastrophic fault pattern, contained in the largest
possible fault window, are given for both unidirectional and bidirectional links.

4.1 Unidirectional Links

Algorithm 1: Construction of a Catastrophic Fault Pattern for Unidirectional Links

Input: A link configuration G
Output: A catastrophic fault pattern F

Step 1: Partition the linear array of PEs into blocks of gi elements and list the blocks as

rows of a matrix. Select a block arbitrarily, and mark the first element in the block by

an “X” .

Step 2: Repeat
e Select the next block.

e Moving from left to right in the selected block, pick the unmarked element directly
below the element that is marked “x” or “y” in the previous block. Mark it by a “y”.
If the element in the previous block is marked by an “x” then mark all unmarked
elements that are to the left at distance ¢1,¢2,...,gk_1 of the current element by an
“x” Note that this process can span the current as well as the previous block.

Step 3: Until all elements in the current block are marked.

10



Note that the elements marked “x” represent faulty PEs. The distribution of all the “x”s
constitutes a catastrophic fault patten. The algorithm assigns exactly gx number of “x”s. The

number of PEs between and including the first “x” and the last “x” is the width of the fault
pattern (window).

Example 1: Figure 9 shows a catastrophic fault pattern consisting of 8 faults correspond-

ing to the unidirectional link configuration G = {1,2,4,8} as generated by Algorithm 1. The
width of this pattern is 18.

Theorem 4 Algorithm 1 is correct, i.e., it generates a catastrophic fault pattern.

Proof: The following simple observations can be made on the algorithm:

¢ Any PE marked with an y is inaccessible, i.e., there is no way to reach this PE using any
of the bypass links.

e There is only one « per column. Thus, there can be only gr T’s.

o For each column the & occurs before the y’s.

Clearly, if the algorithm terminates then the entire row is marked with z and y, i.e., either the
PE is faulty or inaccesible. Thus the algorithm is correct if it ever terminates.

Observe that location 1 and g of the first block have z’s. Consequently, on the second
row, the last element is marked with y, so location gx — 1 must be an z (because of the 1 link)
unless it is already a y, i.e., location g — 1 in row 1 already has an z. Continuing row by row,
it can be seen that each location from the right is gradually marked with an z. Consequently,

all the PEs in the column under the z are also marked with y. Thus, eventually there is a row
that is all marked. O

Intuitively, by examining Algorithm 1, it can be seen that there are more z’s and y’s for
G’ in each row, so the algorithm terminates sooner.

Property 1 Algorithm 1 has time complezity O(Wg + kgx) and space complegity O(Wg).

Proof: The algorithm will consider and mark elements only in the first [Wr/gi] + 1 rows of
the matrix (denote it as M) as defined by the algorithm; in particular, the last row will be
entirely marked (either with “x” or “y”). This marking is performed by a linear scan of these
rows together with a backtracking operation. The backtracking operation involves checking
(and possibly marking) all the elements in the array at distance g; (1 < [ < k) from any
element M[i,j] such that M[i—1,7] is marked “x”. Since there are exactly g elements M 2, 7]
such that Mt —1, 5] is marked “x”, the backtracking will require exactly (k—1)gx operations in
addition to the scan which requires exactly ([Wr/gi] + 1)gx operations. Hence, the algorithm
requires gr(k + [Wr/gi]) operations. The space complexity is linear in the size of the fault
window Wp. This is because the algorithm operates on [Wr/g] + 1 rows, each of size ks

hence the space complexity of O(Wr). It is important to note that Wy is the width of the
fault window which could, in the worst case, be of O(g?). O

Theorem 5 The catastrophic fault pattern generated by Algorithm 1 for unidirectional links
has the widest window, Wy

11



Proof: Suppose there is a catastrophic fault pattern with a wider window Wg. Position the
pattern into blocks of size g with f; at location 1 of the first block. Note that since there
are only gi faults, each column can only contain one faulty PE. This means that each column
that contains a faulty PE (z) must have the rest of the column be inaccessible (y). This, in

turn, forces the PEs g4,...,9% distance back to be faulty or inaccessible. In other words, F
must contain the same pattern as that in the algorithm. O

4.2 Bidirectional Links

In the following, an algorithm is outlined for the construction of a catastrophic fault pattern

F from a given set G when links are bidirectional, and backtracking is allowed in attempts to
bypass faulty PEs.

Algorithm 2: Construction of a Catastrophic Fault Pattern for Bidirectional Links

Input: A link configuration G
Output: A catastrophic fault pattern F

Step 1: Partition the linear array of PEs into blocks of gi elements and list the blocks as
rows of a matrix. Select a block arbitrarily, and mark the first element in the block by

an “x” .

Step 2: Repeat
e Select the next block.

¢ Moving from left to right in the selected block, pick the unmarked element directly
below the element that is marked “x” or “y” in the previous block. Mark it by a “y”.
If the element in the previous block is marked by an “x” then consider all unmarked
elements that are to the left at distance g1, ¢2,...,gk~1 of the current element: mark
each of them “x” or “y” depending on whether the corresponding element in the row
above is unmarked or marked respectively. Now mark those unmarked elements that

are to the right in the same row at distance g1, 9s,...,gk—1 of the current element by
an “x”, ignoring the ones which appear in a column that already has an “x” above
it.

Step 3: Until all elements in the current block are marked.

Example 2: Figure 10 shows a catastrophic fault pattern consisting of 9 faults corresponding
to G = {1,3,9} when the links are bidirectional using the construction outlined in Algorithm
9. The width of the widest catastrophic fault pattern is 23.

Theorem 6 Algorithm 2 is correct, i.e., it generates a catastrophic fault pattern.

Similar to the proof of Theorem 4.

Theorem 7 The fault pattern generated by Algorithm 2 for bidirectional links is catastrophic
and has the widest window, Wg.
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Similar to the proof of Theorem 5.

Property 2 Algorithm 2 has time complezity O(WF + kgi) and space complexity O(Wg).

Proof: The only difference between this algorithm and the one for the unidirectional case is
that in addition to scanning and backtracking it also checks (and possibly marks) the elements
at distance g; (1 <1 < k) to the right of each element M[i, 5] such that M [1 —1,7] is marked
“x”. This requires an additional kg operations. The time complexity still remains at O(Wr +
kgr). The space complexity for Algorithm 2 is comparable to that of Algorithm 1 since both
algorithms operate on exactly the same number of rows of the matrix. O

5 Limits to Reconfigurability of Systolic
Architectures

In systolic arrays, the peripheral PEs are normally responsible for I/O operations. Faults
occurring at strategic locations can prevent the computation to proceed, by disrupting I/O
operations or even segmenting the structure into pieces which can no longer be suitable for
any practical purpose. In this section, the properties of catastrophic fault patterns and their
windows are used to study limits to reconfigurability of one-dimensional arrays. The catas-
trophic fault patterns are employed as means to derive fault-tolerant attributes in terms of the
minimum number of faults sufficient to cause a catastrophic failure. The minimum number of
faults required to have an impact on reconfigurability is derived for different modes of compu-
tations, requiring a minimum number of connected fault- free processors. All negative results
established in this section hold even in the most benign situation; i.e., even if faults are de-

tectable, reconfiguration is instantaneous, only correct information is generated, no transient
failures occur, etc.

Some additional definitions now follow.

Definition 9 Given a problem X, let || X|| denote the minimum number of connected PEs
required to compute X . || X|| is called the size of the problem.

Definition 10 A “(k,m)— Fault Tolerant” system is one, where k PEs have failed, but it is
still possible to solve problems of all size n, for which n < m < N (total number of PFEs).

Definition 11 The system is operating normally if it is (0, N)— Fault Tolerant.

Definition 12 A “catastrophic” failure is said to have occured if the system is (k,0)— Fault
Tolerant.

The analysis will be based on the direction of information flow in and out of the systolic
arrays. As a special case, the systolic structures where it may be possible to download data
and upload result in some miraculous way are considered. The three models are the following:

a) Systems with unidirectional links

b) Systems with bidirectional links (I/O can be on one side or both)
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c) Systems with bidirectional links as in (b), and also has miracle I/O facilities

Theorem 8 For a problem of size, ||X|| = n, a one-dimensional array with N PEs and
G =1{1,2,...,9x} unidirectional links is (gx,0)— Fault Tolerant.

Proof: Since G = {1,2,...,gx}, the only fault patterns that can be catastrophic are the
clusters of g; faults. Consider a block fault of size gi, as shown in Figure 11, occurring
somewhere in a linear array. The faulty region is shadowed. Let z and y be two PEs occurring
in immediate left and right of the faulty region respectively. There is no bypass link from 2z
to y since the longest bypass link from z takes to a PE in the faulty region. In this case, flow
of data from = cannot reach y and hence the output. Therefore, occurrence of a block fault of

size g (i.e., gx faults) is enough to disconnect the entire array when the bypass links are of
size g or less.

The result still holds if the problem size is specified, i.e., || X|| = n. By Definition 9, n fault-
free connected PEs are needed to solve the problem. But, the fault block could just happen

to be in the input side (see Figure 12), not leaving enough fault-free PEs for the computation
to proceed. O

Theorem 9 For a problem of size, | X|| = n, a one-dimensional array with N PEs and
G ={1,2,...,gx} bidirectional links is (Min{2gx, N — 2(n — 1)},0)~ Fault Tolerant.

Proof: Two cases will be considered here.

e Case 1: {N > 2(n— 1+ gx)}. Position two fault blocks, each of size gj, in both side
of the array (as shown in Figure 13) such that there are less than n fault-free PEs in
either end. By the previous theorem (Theorem 8), these two blocks of faults would stop
the flow of data beyond the faulty region into the array. In addition, fault-free PEs in
either end, by Definition 9, are insufficient for the problem. The total number of faults
sufficient to disconnect the array is equal to 2g;.

o Case2: {N < 2(n—1+ gx)} In this case less than 2g, faults, i.e., N —2(n— 1), occurring
in one large block, leaving fewer than n non- faulty PEs (see Figure 14) on either side
of the array which are insufficient for a problem of size, || X|| = n. Therefore, the total
number of faults is simply N — 2(n —1). O

The result in the above theorem will still hold even if faults do not occur in blocks of size
gi. This can be seen in the following corollary.

Corollary 10 Let G’ C G = {1,2,...,9x}. For a problem of size || X|| = n, a one-dimensional
array with N PEs and the bidirectional link configuration G' is (Min{2gx, N —2(n —1)},0)—
Fault Tolerant.

Proof: Since G' C G = {1,2,...,gx}, there are other fault patterns besides the block (or
cluster) faults that can be catastrophic. The only difference in the case of G’ is that the
number of fault patterns is at least one, and each fault pattern has the window size Wr > gi.
The window containing the fault pattern is equivalent to a fault block in the sense that both
contain the same number of faulty PEs. This, in turn, does not change the minimum number
of faults required to logically disconnect the array. O
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The last remaining model is the case of miraculous I/0. In this model it is assumed that
each PE is accessible and can provide I/O facilities. The number of faults required in this
case to make such a structure fail will certainly be higher than in the case of normal I/0.

Furthermore, the number of faults also depends on the size of the fault window Wg. The
following theorem demonstrates that.

Theorem 10 Given a problem of size, | X|| = n, an one-dimensional array with a total of
N PEs, G = {1,2,...,gx} bidirectional links, and provision of miraculous I/O facilities is
(@,0)— Fault Tolerant, where o = |N/(n— 1+ gi)|gx + Min{0,[Nmod(n — 1+ g;)] — n + 1}.

Proof : Consider the linear array given in Figure 15. In this structure, first (n — 1) PEs
are fault-free, and the next gy PEs are faulty. Let the pattern of (n — 1) fault-free and gy
faulty PEs continue until [N/(n — 1 + g;)| such patterns are seen. Out of the remaining
[N mod (n — 1+ gi)] PEs, if this number is greater than (n — 1), there should be a block
of (n — 1) fault-free PEs with the remaining as a block of faulty PEs. The structure now
has blocks of (n — 1) fault-free PEs that are disconnected from other fault-free blocks. By
Definition 9, it is not possible to compute f(X) for which ||X|| = n. The total number of
faults is, therefore, [N/(n — 1+ gx)|gr + Min{0,[N mod (n — 1 + g)] — n + 1}. O

Now what remains for investigation is the the case where G' C G = {1,2,...,9x}; that is,
the link configuration does not contain all the bypass links up to size gx. Let Wp and W}
be the largest fault window for G and G’ respectively. By Corollary 1, Wy > Wg. Consider
the case where Wi > Wg, and let F; be the catastrophic fault pattern consisting of gy faults
contained in the window Wg. Since W} > gi, there exists at least one non-faulty PE in F,.
Let [ and r be the number of non-faulty nodes that can be accessed in F: from left side and
right side respectively. Obviously, {,r > 0.

Corollary 11 Let G' C G = {1,2,...,gx}. For a problem of size, IXll = n, an one-
dimensional array with a total of N PEs, bidirectional link configuration G', and provision
of miraculous I/0 facilities is (8,0)— Fault Tolerant, where

N-n+1l+41

=1 .

19k + Min{0,[(N — n+ 1+ 1)mod(n — 1 + gg)] — n+r + 1}

Proof: From left to right of the one-dimensional array, label the array as follows. Mark the
first n — [ — 1 PEs be marked non-faulty. In the remaining array of size N — n + [ + 1 mark
alternatinely the pattern in Wy and n+ g — 1 fault-free PEs until [(N ~n+14+1)/(n—1+g)]
such patterns are seen (see Figure 16). Out of the remaining [(N —n +{+1) mod (n — 1+ g;))]
PEs, if this number is greater than (n —r 4- 1), there should be a block of (n — r + 1) fault-free
PEs with the remaining as a block of faulty PEs. The array now has blocks of (n — 1) fault-
free PEs that are disconnected from other fault-free blocks. By Definition 9, it is not possible

to compute f(X) for which ||X]|| = n. Counting the number of faults in the labelled array
carefully, it is clear that the total number of faults is

N-n+l+1
n— 1+ gg

L Jgk + Min{0,[(N —n+ 1+ D)mod(n — 1+ g)] = n+r+1}. O
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6 Conclusions

Identification, characterization and construction of fault patterns that are catastrophic for lin-
ear systolic arrays are discussed in this paper. The paper also discusses the effects of processor
failures in one-dimensional processing arrays on computations requiring a fixed number of pro-
cessors. Catastrophic fault patterns are used to derive fault-tolerant characteristics in terms
of the minimum number of faults required to cause a catastrophic failure in such structures.

Some of the preliminary results of this paper appear in [18]. Results for two-dimensional arrays
can be found in [17,19].

From a practical viewpoint, the results allow to prove some answers to questions about
the “guaranteed” level of fault tolerance of a design, something not previously considered.
Guaranteed fault tolerance indicates positive answers to questions such as

a) will the system withstand up to k faults always regardless of how and where they occur?

b) will the system withstand up to k faults with probability € regardless of how and where
the faults occur?

The results in this paper provide a set of tools which can be employed in

1. assessing the fault tolerance effectiveness of a design; this can be done by specifying the
minimum number of faults which the design cannot be guaranteed to withstand,

2. testing whether a design meets the specified fault tolerance requirements; this can be

achieved by comparing the requirements with the ones derived using the properties of
the catastrophic fault patterns, and

3. determining redundancy requirement for the designer to meet a desired level of fault
tolerance; this can be done by determining the minimal link configuration for which no
catastrophic fault patterns exist below the specified amount of failure.

Furthermore, the results presented here can help to usefully incorporate knowledge of the
application field into the design process. In particular, knowledge of the type and distribution
of faults occurring in the application field can be used to determine for which design those pat-
terns are catastrophic; thus, the designer can remove those designs from further consideration
(even though, without that knowledge, they might have been viable choices).
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Figure 1: A linear systolic array of PEs
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Figure 7: A catastrophic fault pattern for G = {1,7,12}
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Figure 10: A catastrophic fault pattern for bidirectional G = {1,3,9}
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