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Abstract

Fault tolerance through the incorporation of redundancy and reconfiguration is
quite common. The distribution of faults can have severe impact on the effectiveness
of any reconfiguration scheme; in fact, patterns of faults occurring at strategic locations
may render an entire system unusable regardless of its component redundancy and of
its reconfiguration capabilities. The characterization of such patterns is crucial for the
identification and detection of such catastrophic events. A complete characterization
was given for reconfigurable systolic arrays with 2-link redundancy; i.e., a bypass link
of fixed length is provided to each element of the array in addition to the regular link.

In this paper, we study the more general case of arbitrary (but regular) link re-
dundancy. In particular, we focus on the problem of deciding whether a pattern of k
faults is catastrophic for a k-link redundant system; i.e., in addition to the regular link
of length g1 = 1, each element of the array is provided with k-1 bypass links of length
92,93, - - -, gk, Tespectively.

We study this problem and prove some fundamental properties which any catas-
trophic fault pattern must satisfy. We then show that these properties together consti-
tute a necessary and suflicient condition for a fault pattern to be catastrophic for k-link
redundant system. As a consequence, we derive a provably correct recognition algo-

rithm whose worse-case time complexity is O(kgg); this also improves on the previous
algorithm for k = 2.

Index Terms: Fault-tolerance, Systolic arrays, Catastrophic fault patterns, Testing.



I. INTRODUCTION

Fault tolerance is the survival attribute of computer systems; when a system is able to
recover automatically from internal faults without suffering an éxternaliy perceivable failure,
the system is said to be fault-tolerant. Faults can occur in all systems at all levels. There-
fore, a proper fault-tolerance mechanism must be in place to cope with possible failures. A
- common and practical approach for achieving fault-tolerance in VLSI-based regular archi-
tectures is by incorporating component redundancy and mechanisms for reconfiguration of
the architecture. The redundant processing elements (PEs) are used to replace any faulty
PE(s); the redundant links are used to bypass the faulty PEs and reach the redundant PEs
used as a replacement. In the literature, many algorithms [1-15,19-26] have been proposed
which take into account the built-in redundancy and reconfigure the system in the presence
of faulty PEs and faulty links. The main objective of all the reconfiguration algorithms is
to map faulty elements to spares (using bypass links) while preserving the high degree of

regularity and locality of reference required by the system to perform correctly.

The effectiveness of using redundéncy to increase fault tolerance clearly depends on both
the amount of redundancy and the reconfiguration capability of the system. It does how-
ever depend also on the distribution of the faults in the system. In fact, faults occurring
at strategic locations in a regular architecture may have catastrophic effect on the entire
structure and cannot be overcome by any amount of clever design. For a given design, it is
not difficult to identify a set of elements whose failure will have catastrophic consequence.
For example, in a linear array of PEs with no link redundancy, a single PE fault in any
location is sufficient to stop the flow of information from one side to the other. Similarly,
the same array with k — 1 bypass links {gs,93,-..,9x} cannot tolerate g; (not k) PE faults
if they occur in a block (or cluster). The probability of block faults of size g; or higher is
relatively small; however, there exist many patterns (random distribution) of g; faults, not
in a block, which can be fatal for the system. Therefore, the characterization of such fault

patterns is obviously crucial for the identification, testing and detection of such catastrophic

events.



The fault patterns that are catastrophic have been extensively studied for classes of
regular architectures [16]. The knowledge about the catastrophic fault patterns can be used
in many ways to improve reliability of regular systems. The knowledge about the catastrophic
fault patterns can be applied to test for the likelihood of a catastrophe in regular systems. It
is also possible to evaluate a design, using the characterization of catastrophic fault patterns,
to verify if specific patterns of faults are catastrophic; should this be the case, any future
design can be upgraded by incorporating appropriate redundancy structure into the design
to minimize catastrophe. The patterns of faults can very well be the distribution of faults,

frequently observed in the post-manufacturing phase or in an application domain.

In this paper, we are concerned with the development of efficient recognition schemes; that
is, efficient mechanisms which automatically determine whether or not an observed /detected
pattern of faults will have catastrophic consequences. The availability of such recognition
schemes can have many practical consequences; e.g., they can be used after the fault de-
tection/location phase to determine whether reconfiguration is possible, well ahead of time
before the system is used in a critical operation. Similarly, the recognition schemes can be

used when generating fault patterns to test for reconfigurability.

The problem of recognizing whether a fault pattern is catastrophic has been addressed
only for specific cases. In particular, a O(g?) recognition algorithm was derived in [16,18]

for 2—link redundant systems, where g is the length of the bypass link.

In this paper, we study the more general case of recognizing catastrophic fault patterns
in reconfigurable arrays with arbitrary link redundancy; i.e., £ > 1. Tor these, we prove
some fundamental properties which any catastrophic fault pattern must satisfy. We then
show that these properties together constitute a necessary and sufficient condition for a
fault pattern to be catastrophic for k—link redundant system. As a consequence, we derive
a provably correct recognition algorithm whose worse-case time complexity is O(kgy); thus,

we also improve on the previous algorithm for 2—link redundant systems.

The remaining of this paper is organized as follows. Basic concepts that provide basis for

further analysis are introduced in Section IL. In Section I1I, a representation for fault patterns
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based on Boolean matrices is given, and the existing recognition algorithm is described. A
special fault pattern, called the reference fault pattern, is introduced and its properties are
descibed in Section IV. Necessary and sufficient conditions for a pattern to be catastrophic

are given in Section V. An improved recognition scheme is presented in Section VI followed

by a conclusion in Section VIIL

I1. PRELIMINARIES

In this paper, we will focus on one-dimensional (or linear) arrays. The basic component
of such an array is the processing element (PE) as shown in Figure 1. The peripheral PEs are
responsible for 1/O functions. The links can be either unidirectional or bidirectional. There
are two kind of links in redundant arrays: regular or bypass. Regular links exist between
neighbouring PEs while the bypass links are assumed to exist between non-neighbours. The
bypass links are used strictly for reconfiguration purposes when a fault is detected. For all

other purpose, the bypass links are considered to be the redundant links. Bypass links are

shown in bold in Figure 1.

Figure 1: One dimensional array of processors

Let A = {po,p2,.--,pn} denote a one-dimensional array of PEs, where each p € A
represents a processing element and there exists a direct link between p; and p;i11,0 <t < N.
Any link connecting p; and p; where j > i+ 1 s said to be a bypass link. The length of a

bypass link, connecting p; and pj, is the distance in the array between p; and pj; Le., |7 —il.
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Definition 1 Given an integer g € [1, N] and an array A of size N, A is said to have link
redundancy g, if for every p; € A with i < N — g there exists a link between pi and piy,; if
g > 1, such a link will be called a bypass link.

The above definition can be extended to a set of bypass links as follows:

Definition 2 The array A has link redundancy G = {91,92,-..,9x} where g; < gj41 and

g; € [1, N], if A has link redundancy gy, ¢ga, ..., k.

In the following, it will be assumed that no other links exist in the array except the ones
specified by G. Thus, G totally defines the link structure of A, and A will be called a

k—redundant system. Notice that g; = 1 is the regular link, while all other g;’s correspond

to bypass links.

Given alinear array A of size N, a fault pattern for A is a set of integers F' = {fos fise s fm}

where m < N, f; < fj41 and f; € [0, N]. An assignment of a fault pattern F to A means
that for every f € F, p; is faulty.

Definition 3 The width Wr of a fault pattern F is the number of PEs between and including
the first and the last fault in F. That is, if F = {fo,..., fn} then Wg = f,, — fo+1.

Definition 4 A fault pattern F is catastrophic for an array A with link redundancy G if the

array cannot be reconfigured in the presence of such an assignment of faults.

In other words, F' is a cut-set of the graph corresponding to A; that is, the removal of
the faulty elements and their incident links will cause the array to become disconnected.
A characterization of catastrophic fault patterns was given in [16,18]. It was shown that a
catastrophic fault pattern for a link configuration G = {¢1,¢92,...,gx} must have at least gi
number of faults. Also, the width of a fault pattern must be bounded for the pattern to be
catastrophic. Bounds were established on the width of the fault window Wy for different
link configurations. In this paper, we will consider minimal catastrophic fault patterns; that

is, fault patterns which have exactly ¢, faulty PEs.



II. MATRIX REPRESENTATION FOR FAULT PATTERNS
| AND THE EXISTING RECOGNITION ALGORITHM

We now introduce a representation for fault patterns based on Boolean matrices. This
representation will be instrumental in establishing new properties of catastrophic fault pat-

terns and deriving an efficient recognition algorithm. The purpose of this section is to define

the representation and describe the existing recognition algorithm.

Consider an arbitrary fault pattern F' = {fo, f1,..., fs.-1}, consisting of g faults for an

arbitrary link configuration G = {¢1,92,...,9x}. Without loss of generality, assume that
fo = 0. The links can be either unidirectional or bidirectional. We represent I’ by a Boolean
matrix W of size (W X gi), where WF = [Wg/g,], defined as follows:
.o 1 1fzgk+]€F
Wi, j) = { 0 otherwise

In the matrix representation, each f; € F' is mapped into W{z;, yi] where z; = | fi/gx]
and y; = f; mod gx. Notice that W[0,0] = 1 which indicates the location of the first fault.

Example 1: Consider the fault pattern Fy (shown in Figure 2) for an array of PEs with
bidirectional links with link configuration G = {1,10}; ||Fi]| = 10 and Wr = 34. The

Boolean matrix representation of Fj is shown Figure 3.

O@OOOOOO@OOO@OOOOOOOOOOOOO@ OOOOOOO@O

h fo f fa foe fr fs

Figure 2 : A fault pattern F; for G = {1,10}
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Figure 3 : The matrix representation for F} in Figure 2

Let W be the matrix representation of a minimal fault pattern F. Notice that any
minimal catastrophic fault pattern satisfies the necessary condition that V7, there is only
one ¢ for which W[i,j] = 1. The row coordinates of F is the ordered set {zo,zy, ... s L1}
of the row indices of W corresponding to the faults f; (0 <7 < gg — 1). We now define the

interior, exterior, and border elements in the matrix representation of a fault pattern.

Definition 5 Let Wiz, yi] be the location of fault f;. The location Wi, y,], with respect to

fi, is interior if 1 < =z, border if i = z;, and exterior if i > ;.

The definition of interior, border, and exterior can now be extended from element to

regions as follows:

Definition 6 For a given fault pattern F, I(F) (i.e., interior of F') is the set of all inte-
rior elements, B(F') (i.e., border of F) is the set of all border elements, and E(I) (i.e.,
exterior of F') is the set of all exterior elements.



Example 2: Consider the fault pattern F' = {0,5,9,11,14,16,18,22, 23,27} with 10 faults
in an array with the link configuration G = {1,5,10} in which all links are bidirectional.

The interior, border, and exterior elements are shown in Figure 4; the first and last row in

Figure 4 correspond to elements in the array which are outside of Wy and not part of W.

®© © © ©6 © © @ @ © ©
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Figure 4 : Interior, exterior and border of a fault pattern.

Now with respect to the matrix representation of F, the definition for a catastrophic
fault pattern (see Definition 4) can be rephrased in terms of interior and exterior regions as

follows:

Definition 7 A fault pattern F is catastrophic for an array A with link redundancy G if il

is not possible to reach any exterior element from any interior element using the links in G.

In the following, using the terminologies just introduced, we describe the existing algo-
rithm for recognizing whether or not a fault pattern F' = {fo, f1,..., fge-1} is catastrophic

for a link configuration G = {g1,92,..., 9k}



Algorithm 1: Recognizing if a Fault Pattern is Catastrophic

Begin
TEST := TRUE;
for every element z € I(F) do
for every link g € G do
ifz+ g € E(F) then TEST := FALSE;
endfor
endfor
End.

This algorithm considers all elements in I(F) and all links in G = {g1,ga,..., gr} and
verifies, for each interior element, whether it is possible to reach an exterior element using
any link in G. The algorithm can obviously be rephrased so that it terminates as soon as
TEST becomes FALSE. In any case, the complexity of the algorithm is bounded above by
lZ(F)||k, where k is the number of links in @; the bound is exact if, for example, the pattern
is catastrophic. Since ||I(F)|| = O(g3), the worst case complexity of the algorithm is O(kg?).
This is basically the recognition algorithm used for 2—link redundant systems [16,18]; in this
case, k = 2 and the complexity is O(g?).

The rest of this paper is dedicated to the formulation of a more efficient recognition algo-
rithm. We are able to achieve this by exploiting several inherent properties, not previously

studied, of the catastrophic fault patterns.



IV. PROPERTIES OF THE REFERENCE FAULT PATTERN

In this section, we will consider a special fault pattern, called the reference fault pattern,

for a link configuration and describe some of its properties.

The area of a fault pattern in its matrix representation can be defined as follows.

Definition 8 The arca Ar of a fault pattern F' is the number of interior and border elements;

that s,
gx—1

Ap = [[I(FYUB(F)l| = 3_ (z; — 1)
j=0
Recall that the width W (see Definition 3) of a fault pattern F = {fo, f1,..., fo-1} is
Wr = fy.—1 — fo+ 1. A reference fault pattern can now be defined in terms of its width and

area as follows:

Definition 9 Given a link configuration G, a reference fault paitern (RFP) is a catastrophic

fault pattern for G which has largest width Wr and mazimum area Ap.

Algorithms to construct RFP’s for arrays with unidirectional and bidirectional links,
respectively, were given in [16,18]. In both cases, the algorithms construct a reference fault
pattern F with time complexity O(Wr + kgi) and space complexity O(Wg), where k = ||G||
is the number of links. Recently, a more efficient algorithm for constructing the reference

fault pattern has been presented in [17], and its complexity is O(kgy).

We will now establish some properties of the RFP’s using the matrix representation
described in Section III. Since any catastrophic fault pattern is invariant with respect to

translation [16] (i.e., if F' is catastrophic then F + ¢ is also catastrophic for any arbitrary

integer ¢ and vice versa), we can assume without loss of generality that fo = 0.

Let F be a reference fault pattern. By definition of reference fault pattern, Wr is maximal

and Ar is maximal.

Consider two fault patterns F, = {f§, fi,--., fy,—1} and Fp = {f&, fs - faoq} for a

given link configuration G. We define the concatenation of F,, and Fj as follows:
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Definition 10 Let {zg,z},...,z, _;} and {20, 2%,-.., 2 _4} be the row coordinates of F,
and Fg respectively in their respective matriz representation. The concatenation of F, and
Fg (denoted by F,||Fp) is a fault pattern F whose row coordinates are {zo,z1,..., 2,1},

[ Rt

where z; = {maz(z},z!)} for 0 <i < gp — 1.
An interesting property of the concatenation operation is the following:

Property 1 Let I, and Fp be catastrophic for G. Then, their concatenation F,||F5 is also
catastrophic for G.

Proof: Let F' = F,||Fs. We must show that no exterior element of F is reachable from any
interior element of F. F' = F,| Fp implies I(F,)U B(F,) € I(F)U B(F) and I(Fg) U B(Fp)
C I(F)UB(F). Let z be any arbitrary element in I(F) and g be an arbitrary link in G. We
will now show that = + g € I(F)U B(F).

Case 1: z € I(F.). Since F, is catastrophic, z € I(F,) implies z 4+ g € I(F,) U B(F,)
C I(FYU B(F).

Case 2: z € I(Fp). Similarly, using the fact that Fj is catastrophic, ¢ € I(Fjs) implies
T4+ g€ I(Fg)U B(Fﬁ) - I(F)UB(F)

Case 3: z € B(F,). In this case, since z € I(F), z € I(Fs). Therefore, by Case 2,
z+g € I(Fg) U B(Fg) C I(F)U B(F).

Case 4: z € B(Fp). = € I(F) implies that € I(F,). Therefore, by Case 1, z + g €
I(F,) U B(F,) C I(F)U B(F).

Since both z and g are arbitrary, it follows that it is not possible to reach any exterior

element from any interior element in F, || I3 using any link in G. Hence, F,||Fj is catastrophic

for G. O

We use this property to prove that, for a link configuration G, there is one and only one

reference fault pattern.
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Property 2 For any link configuration G, the reference fault pattern is unique.

Proof: By contradiction, let F,, # Fj be two reference fault patterns for G. By definition,
Af, = A, = Amaz. By Property 1, F = F,||Fp is also catastrophic for G; on the other
hand, Ar > Afr, = Az, contradicting the definition of maximal area. O

This property implies that F, constructed by the algorithms in [16-18], is the unique

reference fault pattern. We are now in a position to prove the necessary and sufficient

conditions for a fault pattern to be catastrophic for a given link configuration.

IV. NECESSARY & SUFFICIENT CONDITIONS FOR CATASTROPHE

The first necessary condition establishes an important relationship between a fault pat-

tern F' and the reference fault pattern F.

Definition 11 For any two fault patterns Fy, and Fg, F, and Fg cross if I(F,) € 1(Fp) and
I(Fp) € I(Fa).

Lemma 1 Given G, let F be the reference fault pattern and F be any fault pattern for G.
If F and F cross, then F is not catastrophic for G.

Proof: We will prove the lemma by contradiction. Suppose F' is catastrophic. Since F
crosses the reference fault pattern F, it implies that I(F} € I(F). Consider the new fault
pattern, F||F, which is the concatenation of F' and F. By Property 1, F||F is catastrophic.
Furthermore, Azyr > Az, contradicting the fact that the reference fault pattern F has the

largest area. Therefore, the lemma follows. O

Example 3: Figure 5 shows the matrix representation of the refercnce fault pattern F and
a fault pattern Fy with 10 faults for G = {1,5,10}. The links in this case are bidirectional.
The solid line and dashed line indicate the border of F and F; respectively. Notice that F;

crosses F and, therefore, is not catastrophic. The escape path is shown in the figure.
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Figure 5 : A fault pattern F; which crosses the reference fault pattern for G = {1, 5,10}

Lemma 1 expresses a necessary condition for a fault pattern to be catastrophic. However,

not crossing F is not sufficient for a fault pattern to be catastrophic. The following example

illustrates such a case.

Example 4: Figure 6 shows the matrix representation of F and a fault pattern Fj with
10 faults for G = {1,10} when the links are bidirectional. The solid line and dashed line

indicate the border of 7 and Fj respectively. Note that although F3 does not cross F, it is
still not catastrophic. The escape path is shown in the figure.
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Figure 6 : A fault pattern F3 which does not cross the reference fault pattern for

G = {1,10}

There exist additional conditions which a fault pattern must satisfy to be catastrophic.
Such conditions are expressed in this section; based on these conditions, the improved recog-

nition algorithm is presented.

Lemma 2 Let the links be unidirectional. If F' does not satisfy the following property then
F is not catastrophic for G: for any column y; (0 < y; < gx — 1) in W and for any link
g € G = {91792,---,.9}:}

{$i+g+1 fit+g<gr—1
Z; < .
— | z; otherwise

where j = (1 + g) mod gy.

Proof: By contradiction, let F be catastrophic for G and there exist ¢ and g such that the
property does not hold. Consider first the case where 2 + g < gx — 1 (see Figure 7a). If

the property does not hold then z; > iy, + 1. The element in position (z; — 1,¥;) is an
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interior one; on the other hand, the element in position (z; —1,y,.,), which is reachable from

(z; — 1,y;) using link g, is exterior, contradicting the fact that the pattern is catastrophic.
Consider now the case ¢ + g > gx — 1 (see Figure 7b). If the property does not hold then
z; < x;—1 where j = (14 ¢) mod gi. In this case, the interior element in position (z; —1,y;)

can reach the exterior element in position (z:,9;), contradicting the fact that the pattern is
catastrophic. O

1 i+g 3 i
1 1 0
Titg - z;
- P 0 0 1
Ty — 1 T
1
z;
(@ (b)

Figure 7 : Illustration of two cases for Lemma 2.

Lemma 2 can be extended to the case of bidirectional links as follows:

Lemma 3 For bidirectional links, if F' does not satisfy the following property then F is nol
catastrophic for G: for any column y; (0 < y; < g, — 1) in W and for any link g € G =
{glvg% v ,gk}

) < Tivg+1 fi+tg<gr—1
R R otherwise

) mi_g-{—l zfz—g20
2) T S { T(itgu—g) +2 otherwise
where j = (¢ + g) mod gy.
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Proof: Condition 1) is the same as the condition in Lemma 2, and it must hold when links
are used in the forward direction. Condition 2) refers to the case when the links can be
used in backwafd direction. In the case i — g > 0, the elements in column ¢ can reach the
clements in column ¢ — g, lying in the same line; hence, the condition is same as in case 1).
For : — g < 0, the elements in column 2 can reach elements in column 7 + g, — g, lying one

row above. Using the same reasoning as in Lemma 2, the properties can be easily proved. O

The above lemmas state necessary conditions for a fault pattern to be catastrophic. We

will now show that the combination of the conditions expressed by Lemmas 1, 2, and 3

constitute a necessary and sufficient condition.

Theorem 1 A fault pattern F is catastrophic for a link configuration G if and only if
i) it does not cross the reference fault pattern corresponding to G, and

it) it satisfies Lemma 2 in the case of unidirectional links and Lemma 8 in case of bidi-

rectional links.

Proof: In this proof, we will consider the links to be unidirectional. The proof is similar
for the case of bidirectional links. The necessity part has already been shown in Lemmas
1 and 2. To prove the theorem, we must to show that if F' does not cross the reference
fault pattern and satisfies Lemma 2 then the pattern is catastrophic. Consider an arbitrary
column ¢ in W and a link ¢ in G. Let 1+ ¢ > gr — 1. Since the property of Lemma 2 holds,
Titg + 1 > z;. Thus, every interior element in column ¢ reaches, using link g, an element in
column ¢ + g which is either an interior or a border element. Let ¢ + g > gr — 1. Since the
property in Lemma 2 holds, z; > ; where j = (¢ + ¢) mod gi. Thus, every interior element

in column ¢ reaches, using link g, the element in column ¢ 4 g which is either interior or a

border.

Since g is arbitrary, it follows that interior elements in column ¢ can only reach elements

which are either interior or border. Since 7 is arbitrary, the proof is completed. O
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VL. AN IMPROVED RECOGNITION STRATEGY

In this section, we use the preceding results to construct an efficient recognition algo-
rithm. In particular, the algorithm will verify whether the necessary and sufficient conditions
expressed by Theorem 1 are met. The algorithm actually includes a pre-testing phase, en-
suring that the width and area of F' are not greater than the ones of the reference fault

pattern F; recall (from Definition 9) that Wz and Ar are maximal.

Algorithm 2: Recognizing if F' is catastrophic for G

Begin
TEST := True;
Test for violation of maximal area and width;
if TEST then
Test for crossing;

if TEST then Test for property;
endif
End.

Test for violation of maximal area and width (Pre-Testing)

Begin
if We < Wg or Axr < Ap then
TEST := false
endif
End;

Test for Crossing

Begin
Let {z;} and {7} be the row coordinates of F and F, respectively.
v =0
repeat
if z; > T; then
TEST := False
endif
=14+ 1;
until 1 > gx or not(TEST)
End;
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Test for Property

Begin
= 0;
repeat
J=1
repeat
ifi+g; <gx—1thenz,:= Tiyg; +1 else Tp 1= T(iyg.ymodgy;
ifi—g; 20 thenzy =i, + 1 else z, := Tlitgr—g;] T 25
Case link orientation of
unidirectional:
if z; > z, then
TEST := False
endif
bidirectional:
if (zi > zp) and (z; > z,) then
TEST := False
endif
endcase
J=7+1
until j > k or not(TEST)
1i=14 1
until ¢ > gi or not(TEST)
End;

The major steps of Algorithm 2 are: Test for Crossing and Test for Property. Test
for Crossing requires only the determination of the maximal row coordinate of F' and F;
thus, it can be done in time O(gx). For each row coordinate and for each link, Test for
Property requires either one or two tests depending on whether the links are unidirectional
or bidirectional, respectively; hence, the entire process can be completed in time O(kgy). It is
assumed that F is already available; should this not be the case, it can be easily constructed

in time O(kg;) using the algorithm of [17].

Notice that the complexity of this algorithm represents an improvement on the O(g?)
complexity of the existing algorithm for 2—link redundant systems (i.e., G = {1,gx} and

k = 2); in fact, in this case, the proposed algorithm requires only O(g:) time.
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Finally, observe that it is possible, for some F, that [|I(F)|| < g. Should this be the case,
Algorithm 1, described in Section III, becomes more efficient than Algorithm 2. Since the
value [|I(F)|| can be computed in O(gx) time, we can integrate the two techniques obtaining

a recognition algorithm which has an overall time complexity O (g + man{||I(F)|l, gx } k).
VII. APPLICATIONS AND CONCLUSIONS

Regular systems are being designed with massive redundancy built into them. These
systems also make use of the redundancy to reconfigue in the event of failure in one or more
components; normally, a reconfiguration process is triggered as soon as a fault is detected.
The success of the reconfiguration process depends mainly on two factors: the availability
of redundant components (level of redundancy) and the distribution of component faults. It
is possible to provide a large number of redundant components with the current technology.
With the incorporation of massive redundancy into a system, comes the increased likelihood
of component failures. The reconfiguration process will now encounter not only more faults
but also a variety of fault patterns. This raises the following questions:

e how effective is the reconfiguration process?

e should the device or system be used in an application which cannot afford reconfigu-

ration failure?

The results of the paper provide some answers to these questions. The proposed scheme
can be used to determine the likelihood of a catastrophe in the system or device when some
of its component fail; that is, the scheme allows the designer to recognize efficiently and
effectively if the occurence of specific patterns of faults will pose a problem and cannot be
reconfigured. No such other mechanism exists to our knowledge. To be able to recognize
such patterns is useful not only to test the effectiveness of the employed reconfiguration

scheme but also to prevent a total system shutdown.

The results in this paper provide a set of tools which can be employed in
1. assessing the fault tolerance effectiveness of a design; this can be done by specifying

the minimum number of faults which the design cannot be guaranteed to withstand,
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2. testing whether a design meets the specified fault tolerance requirements; this can be

achieved by comparing the requirements with the ones derived using the properties of

the catastrophic fault patterns, and

3. determining redundancy requirement for the designer to meet a desired level of fault
tolerance; this can be done by determining the minimal link configuration for which

no catastrophic fault patterns exist below the specified amount of failure.

Furthermore, the results presented here can help to usefully incorporate knowledge of
the application field into the design process as feedbacks to the designer. In particular,
knowledge of the type and distribution of faults occurring in the application field can be
used to determine for which designs those patterns are catastrophic; thus, the designer can

remove those designs from further consideration (even though, without that knowledge, they

might have been viable choices).

The technical details of this paper can be summarized as follows. We have studied the
problem of recognizing whether a pattern of k faults is catastrophic for a k-link redundant
system; i.e., in addition to the regular link g; = 1, each element of the array is provided with
k-1 bypass links of length g¢,,9¢3,...,gs, respectively. We have proved some fundamental
properties which any catastrophic fault pattern must satisfy. We have shown that these
properties together constitute a necessary and sufficient condition for a fault pattern to be
catastrophic for k-link redundant system. As a consequence, we have derived a provably
correct recognition algorithm whose worse-case time complexity is O(kgy); thus, we have

improved the previous algorithm for k = 2.
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