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Abstra
t

Mobile agents (MAs) have the ability to migrate from node to node on a network in order to get 
loser to

the resour
es they use. The migration 
apability is often used as an argument for MAs be
ause of possible

redu
tions of laten
y and network load. We study three MA migration strategies. In the three 
ases, an MA

is dispat
hed from an origin node, visits N nodes, and extra
ts data on every node. In the �rst strategy, the

MA visits the N nodes sequentially, then returns to the origin node. In the se
ond, the N nodes are visited in

sequen
e, but the MA periodi
ally downloads its obje
t state to the origin node. In the third, the MA is sent

in parallel to the N nodes using a multi
ast-
apable MA transfer proto
ol. We develop a mathemati
al model

of bandwidth usage on a lo
al area network for ea
h strategy. We exhibit 
onditions under whi
h there is a

de
rease in bandwidth usage from the �rst strategy to the third.

Thereafter, we present the design and implementation of an API for the reliable transfer of MAs over wireless

IP networks using multi
ast. Reliability was stressed in this software for its usefulness in transfers over wireless

networks be
ause of the relatively high error rate. The approa
h is analyzed in terms of bandwidth usage on

arbitrary networks.

We present a small MA appli
ation that uses multi
ast to transfer itself to N nodes, extra
t data, and return

to an origin node.

1 Introdu
tion

In a

ordan
e with the Aglets model [11℄, a mobile agent (MA) is an entity that has an interfa
e, an implementation,

and a state. The interfa
e 
onsists of signatures of methods that may be 
alled by other MAs or appli
ations. The
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implementation is made of the 
ode that the MA exe
utes. The state is made of an obje
t state (values of data

members) and an exe
ution state (a program 
ounter and a sta
k). When an MA is transferred, it 
arries with it

its implementation and obje
t state.

A 
ontext in whi
h MAs exe
ute and use resour
es is 
alled an agent system whi
h is an operating system of

MAs. An agent system is identi�ed by a network address.

MAs have, by de�nition, the 
apability to transport themselves and migrate from node to node on a 
omputer

network. Under the hypothesis that 
ode is smaller than data, the bene�ts are redu
tion of network bandwidth

usage and laten
y.

In this paper, we study three MA migration strategies. In ea
h, an MA is dispat
hed from an origin node,

migrates to N nodes, and extra
ts data on every node. In the �rst strategy, the MA visits the N nodes sequentially,

then returns to the origin node. In the se
ond strategy, the N nodes are visited in sequen
e, but the MA periodi
ally

downloads its obje
t state to the origin node. In the third strategy, the MA is sent in parallel to the N nodes using

a multi
ast-
apable MA transfer proto
ol. We develop a mathemati
al model of bandwidth usage on a lo
al area

network for ea
h strategy. We exhibit 
onditions under whi
h there is a de
rease in bandwidth usage from the �rst

strategy to the third.

We present the design and implementation of an experimental API 
omprising two modules for reliably mul-

ti
asting MAs over TCP/IP wireless networks. Several reliable multi
ast transport proto
ols have re
ently been

proposed in the literature. We sele
ted and developed a Java API for multi
ast transfer of MAs with two of them,

namely, Single Conne
tion Emulation (SCE) [21℄ and Reliable Multi
ast data Distribution Proto
ol (RMDP) [16℄.

The two approa
hes are des
ribed and 
ompared in terms of their usage of the bandwidth on a wireless lo
al area

network.

We present a small appli
ation 
onsisting of an MA that uses multi
ast to transfer itself to N nodes, extra
t

data, and return to the origin node.

This paper is stru
tured as follows. In Se
tion 2, we review MAs, MA performan
e, and data transfer using

multi
ast. In Se
tion 3, we develop and dis
uss the bandwidth usage model of the three migration strategies.

Se
tion 4 dis
usses multi
asting of MAs and presents our reliable multi
ast approa
hes based on SCE and RMDP.

Bandwidth usage on an arbitrary network of our two approa
hes is analyzed in Se
tion 3. In Se
tion 6, we introdu
e

an example of an MA that uses multi
ast to transfer itself and that extra
ts data in parallel on N nodes. Se
tion 7

provides a 
on
lusion.

2 Ba
kground and Related Work

2.1 Mobile Agents

The notion of agent in the �eld of software is just one of those metaphors that 
omputer s
ientists like to use to

make things more understandable. Indeed, a software entity is identi�ed with the real world 
on
ept of agent, an
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individual with know-how that 
an a
hieve your goal in a spe
i�
 area. So do software agents, whi
h are often

endowed with some form of intelligen
e. For instan
e, they 
an enri
h the 
ontents of the reply to your query by

adding answers previously obtained for other users with tastes similar to yours [12℄.

In 
ontrast to �xed agents, whi
h remain in a single lo
ation throughout their entire life time, mobile agents

move from one system to another to a

ess remote resour
es, or even meet other agents and 
ooperate with them.

This 
on
ept �nds its roots in remote programming or fun
tion shipping [4℄. It is an alternative to the traditional


lient-server model. In 
ontrast to transmitting requests a
ross the network to servers, remote programs are

transported from 
lients to remote servers where the work is done.

2.2 Performan
e of Mobile Agents

Performan
e of di�erent aspe
ts of MAs and agent systems have re
eived attention in the literature.

Knabe studied four strategies for boosting the performan
e of agent systems [9℄. These strategies are: i) various

MA 
ode transfer representations (e.g., native 
ode, interpreted 
ode), ii) optimisti
 
ode transmission (i.e., transfer

with the MA of all the data and fun
tions it eventually needs, versus doing that on need during run-time), iii)

before transmission, stripping the MA from the 
ode that 
an be found at the destination, and iv) lazy 
ompilation

(i.e., defer 
ompilation of a fun
tion until it is needed for the �rst time). To evaluate and 
ompare these di�erent

approa
hes, Knabe ran ben
hmarks (e.g., an agent that sorts) and measured, in every 
ase, the time for marshaling,

transferring, unmarshaling, 
ompiling, and exe
uting an MA.

Franz has developed a 
ompressed syntax tree representation of MA 
ode [7℄. MA 
ode is generated at run-time

from the 
ompressed syntax tree representation. The aim is to redu
e transfer time and augment retention of MA


ode in 
a
he memory. Franz evaluated his approa
h by 
omparing the size of MA 
ode in his representation with

the size of MA 
ode in other known representations. He also 
ompared the time to read and 
ompile at run-time

in his representation versus doing the same thing with native 
ode for programs su
h as a browser or a terminal

emulator.

Baldi and Pi

o introdu
ed an approa
h for modeling and 
omparison of traÆ
 generated by 
lient-server and

mobile 
ode transfer proto
ols [1℄. The traÆ
 is modeled as a whole and expressed as a number of bytes. The

modeling approa
h isolates the 
ommuni
ation proto
ol from the MA migration strategy. Let X denote the size

in bytes of a data unit to be transfered using a proto
ol. On a lo
al area network, the amount of generated traÆ


is modeled as an expression of the form:

�(X) + �(X)X (1)

Term �(X) represents the amount of 
ontrol traÆ
 due to things su
h as 
onne
tion establishment and release.

Note, however, that 
onne
tion establishment and release are not always sensitive to the size of the transmitted

data. The term �(X) represents overhead due to things su
h as message headers, trailers, and a
knowledgments.

These aspe
ts are sensitive to data unit size be
ause things su
h as segmentation may o

ur. �(X) yields a fa
tor

whi
h, when multiplied by the size of the data unit to be transmitted, gives an amount of generated traÆ
 that
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takes into a

ount overhead. In addition, the se
ond term of Equation (1) needs to be repeated if more than one

data unit is transferred.

Baldi and Pi

o model the number and size of data units generated by a network management task 
onsisting of

extra
ting the result of N queries using four di�erent paradigms: 
lient-server, remote evaluation, 
ode on demand,

and MA. Given a proto
ol, the a
tual amount of traÆ
 as a number of bytes is obtained applying of the appropriate

equation of the form of Equation (1) to the data units that need to be transmitted. In this 
ontext, Baldi and

Pi

o also studied the traÆ
 around a network management system and generalized this approa
h to nonlo
al area

networks.

The amount of traÆ
 generated by TCP is modeled as:

T

TCP

(X) = �

TCP

+ �

TCP

(X)X (2)

Where �

TCP

represents the overhead of TCP due to 
onne
tion establishment and release, �ve pa
kets of 40 bytes

ea
h (TCP header 20 bytes, IP header 20 bytes) for a total of 200 bytes.

1

�

TCP

(X) represents the overhead due

to segmentation and a
knowledgments for ea
h individual data unit. It is de�ned as:

�

TCP

(X) =

2H

X

�

X

MSS

�

+ 1 (3)

where H and MSS, respe
tively, 
orrespond to the size of headers of TCP and IP en
apsulation and maximum

segment size (1460 bytes on most systems).

Let H

ATP

and �

ATP

denote, respe
tively, the size of the header of an ATP message and size of an ATP

a
knowledgment. For ATP, the equation expressing the generated network traÆ
 is:

T

ATP

(X) = �

TCP

+ �

TCP

(H

ATP

+X)(H

ATP

+X) + �

TCP

(�

ATP

)�

ATP

(4)

The MA transfer proto
ol of Aglets is the Agent Transfer Proto
ol (ATP) [11℄. ATP runs on TCP. Bandwidth

usage equations have also been developed by Chia and Kannapan [2℄. They developed an approa
h in whi
h MAs

are not mobile all the time. In some 
ases, they 
ommuni
ate with remote resour
es in the 
lient-server mode.

Chara
teristi
s of appli
ations (MA size, number of intera
tions, size of results) are used in equations for modeling

and 
omparing of traÆ
 generated by hybrid 
lient-server and MA strategies.

Stra�er and S
hwehm also did work along these lines [20℄. They developed equations for bandwidth usage

and exe
ution time for mixed 
lient-server and MA strategies. Their equations take into a

ount the probability

of the absen
e of the MA implementation at the destinations and redu
tion of sizes of replies by MAs, versus


lient-server, be
ause of their remote pro
essing 
apability. In time equations, they take into a

ount the overhead

for marshaling.

Johansen also 
ompares the performan
e of a 
lient-server strategy with an MA strategy [8℄. Weather moni-

toring and satellite data pro
essing appli
ations have been developed with the 
lient-server model and MA model.

Performan
e is 
ompared using 
olle
ted measurements.

1

For details about TCP/IP traÆ
, see Referen
e [19℄.
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Sahai and Morin performed similar work in 
omparing a 
lient-server approa
h with an MA approa
h [18℄. They

measured bandwidth utilization and response time of network management tasks 
onsisting of getting a varying

number of samples (using SNMP get requests) on a varying number of ma
hines.

Kupper and Park [10℄ developed a queuing system model for 
omparing signaling traÆ
 in a mobile network

ne
essary to handle 
all setup and lo
ation update requests when either a stationary agent or a MA approa
h is

used. It assumes a hierar
hi
al network model. The behavior of a 
all setup or a lo
ation update request is modeled

as a value 
orresponding to the maximum level that it rea
hes in the hierar
hy when it travels from the a

ess

network (origin) to the user's home network (destination). They also model the rates at whi
h steps asso
iated to


all setup or lo
ation update operations are performed. The values were determined by observation. They 
al
ulate

the load of a node and response time of requests for both stationary agents and MAs.

The work referred to above 
learly shows that the MA paradigm is not always better than the 
lient-server

paradigm or stationary agent paradigm. There are, however, 
onditions under whi
h it obviously is and they 
an

be 
hara
terized quantitatively. In a nut shell, the MA paradigm 
an outperform the 
lient-server or stationary

agent paradigm if 
ode is smaller than data or the number of intera
tions is high.

2.3 Data Transfer Using Multi
ast

Multi
ast is de�ned as the transmission of messages or streams of data from a sour
e to several destinations.

Multia

ess networks like Ethernet or 802.11 handle and implement multi
ast in hardware. They avoid repeated

transmission of the multi
ast messages for every destination. Multi
ast a
ross internetworks of multia

ess networks

generally requires repetition of messages a
ross several paths be
ause the destinations 
an be spread over several

subnetworks. Multi
ast a
ross internetworks is implemented in software.

The support of multi
ast on the Internet is based on the host group model [5℄. Hosts use the Internet Group

Management Proto
ol (IGMP) [6℄ to join multi
ast groups managed by multi
ast routers. Multi
ast groups are

identi�ed by either 
lass D addresses with IPv4 or multi
ast 
lass addresses with IPv6. An important dimension

of the problem is routing of multi
ast pa
kets a
ross the internetworks, for whi
h several proto
ols 
an be used.

For instan
e, the Distan
e-Ve
tor Multi
ast Routing Proto
ol (DVMRP) [23℄ is used for MBONE.

Support of multi
ast for mobile hosts that visit several networks is addressed by Mobile IP [15℄. Their approa
h

is based on either remote subs
ription or tunneling.

With remote subs
ription, when a mobile 
onne
ts to a new network it may subs
ribe to a multi
ast group

with the lo
al multi
ast router. When it leaves that network, it unsubs
ribes from the multi
ast group and may

resubs
ribe again through the multi
ast router of the new network it 
onne
ts. With this approa
h, there are

several reasons why multi
ast pa
kets 
an be lost, su
h as nonsupport of multi
ast by the router of a visited node

and the time between unsubs
ription from the old network and subs
ription with the new network.

With the tunneling approa
h, the mobile host joins multi
ast groups with its home network's multi
ast router [14℄.

Multi
ast pa
kets are sent and re
eived by the mobile host through a tunnel set up between the foreign agent and
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Figure 1: Migration strategies.

the home agent. Guarantee of delivery of pa
kets is in prin
iple 
omparable to that of a �xed host. The mobile

host must, however, deal with suppression of multi
ast pa
kets that are sent both by the home network router and

visited network router. And, of 
ourse, if the mobile host 
onne
ts to the �xed network through a wireless network,

it is further exposed to the threats of radio links. Mobile IP multi
ast is further dis
ussed in [3℄.

3 Bandwidth Usage Modeling of Three Migration Strategies

In this se
tion, we model and 
ompare the traÆ
 generated by three migration strategies of MAs (see Figure 1). A


ertain number of nodes must be visited in order to extra
t information. The �rst strategy is sequential. The MA

visits nodes 1; : : : ; N in sequen
e, then downloads all extra
ted data after visiting node N on the origin node (in

Figure 1, N = 8 and the origin node has number 0). The se
ond strategy is sequential but with periodi
 downloads.

The MA downloads its obje
t state to the origin node after ea
h group of K nodes, then 
ontinues its migration

(in Figure 1, K = 4). In the third strategy, the MA is transferred and runs in parallel over the N nodes, then

downloads the extra
ted data to the origin from ea
h individual visited node. Of 
ourse, with this strategy, the

origin does not dispat
h a separate agent to every destination, but rather sends a 
opy to a single multi
ast address

and an agent transfer servi
e delivers a 
opy of the MA to every destination using the multi
ast 
apabilities of the

underlying network.

In the spirit of the approa
h of Baldi and Pi

o, we model the amount of traÆ
 generated by the agent transfer

proto
ols and migration strategies separately. We use an uni
ast transfer proto
ol and a multi
ast transfer proto
ol.

In the uni
ast 
ase, we use Equation 4. The multi
ast 
ase is developed in Subse
tion 3.1.

3.1 Multi
ast Proto
ol

In Se
tion 4, we dis
uss the bandwidth usage of a multi
ast MA transfer proto
ol that has a behavior analogous to

FTP. It is based on a reliable TCP-like multi
ast transport proto
ol, 
alled Single Conne
tion Emulation (SCE) [21℄,

and the Reliable Multi
ast data Distribution Proto
ol (RMDP) [16℄. In this subse
tion, we take SCE as an example.
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With SCE, a proto
ol layer is inserted between a multi
ast-
apable IP and user-level TCP implementation.

The SCE layer bridges the gap between the TCP uni
ast-like proto
ol and IP multi
ast. SCE aggregates a
knowl-

edgments and 
ontrol segments from the members of a multi
ast group. Aggregated segments are passed to TCP

as single entities, giving to it the illusion of a single remote TCP entity.

For the sake of simpli
ity, in this se
tion we develop a bandwidth usage model for a single network. The general


ase, bandwidth usage on an internetwork, is developed in Se
tion 5. The overall traÆ
 on a network for a transfer

using SCE is then de�ned as:

T

SCE

(X;N) = �

SCE

(N) + �

SCE

(X;N)X (5)

It is sensitive to the number of destination nodes N , sin
e a
knowledgments are repeated by/for every destination.

The 
ontrol overhead is de�ned as:

�

SCE

(N) = 96 + 144N

The expression takes into a

ount en
apsulation of multi
ast TCP, UDP, and IP, yielding a header size H

0

of 48

bytes.

2

The traÆ
 generated by a transfer of a data unit over an SCE 
onne
tion is expressed as:

�

SCE

(X;N) =

(N + 1)H

0

X

�

X

MSS

�

+ 1

It re
e
ts the fa
t that ea
h data segment (whose number is expressed by the fa
tor

�

X

MSS

�

) is sent in one 
opy

(the fa
tor 1 of H

0

) using multi
ast, but a
knowledged individually by every destination (the fa
tor N of H

0

).

The SCE-based multi
ast MA transfer is sensitive to the size of the implementation of an MA, I , size of its

obje
t state, S, and N .

T

MUL

(I; S;N) = [�

TCP

+ F (�

TCP

(P ) + �

TCP

(R)) + �

TCP

(C)℄N

+T

SCE

(I;N) + T

SCE

(S;N) (6)

The left term, multiplied by fa
tor N , 
aptures the fa
t that a 
ontrol TCP-uni
ast 
onne
tion is established with

every destination. Then, there are up to two multi
ast transfers: one for the MA implementation (optional); the

other for the obje
t state. In ea
h 
ase, a put message of size P (30 bytes) is sent to every destination over the

asso
iated uni
ast 
onne
tion. It 
ontains a multi
ast address, a multi
ast port, and an implementation/obje
t state

name. Willingness of every destination is 
on�rmed by a reply message of size R (3 bytes) over the 
orresponding

uni
ast 
onne
tion. If both the implementation and obje
t state are transferred, F is equal to 2; otherwise, it is

equal to 1. Following the transmission and re
eption of a reply from every destination, an SCE multi
ast-TCP


onne
tion is established from the origin to the N destinations. The implementation/obje
t state is transferred

over that 
onne
tion. When both the obje
t state and implementation have been transferred, a 
lose message

of size C (one byte) is sent to every destination over the 
orresponding uni
ast 
onne
tion, whi
h is thereafter

released.

2

For details, see Referen
e [21℄ and Se
. 4.
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In addition, there is overhead generated by IGMP to join and maintain membership in groups. When a node

joins a multi
ast group, it twi
e sends an IGMP report. If there is a multi
ast router on the physi
al network, it

sends an IGMP query at regular intervals to 
he
k the existen
e of group members. A single node responds for the

group with an IGMP report. This polling is performed at random intervals of length between zero to 10 se
onds.

IGMP messages are rather small (eight bytes) and we ignore them.

3.2 Migration Strategies

We des
ribe and model the bandwidth usage of three migration strategies.

An MA is dispat
hed from an origin node and visits N nodes. On every node, it performs Q queries, ea
h of

whi
h produ
es a result. R

i;j

is the size of the result yield at node i by query j.

S

i;j

is the size of the obje
t state after whi
h the MA started to a

umulate data at node i, visited nodes

i+ 1; i+ 2; :::; j, and �nished with node j (1 � i � j � N). S

i;j

grows from node to node. It is de�ned as:

S

i;j

=

j

X

k=i

Q

X

l=1

R

k;l

Sequential Strategy

In the �rst strategy, the MA starts from the origin node and visits ea
h node one-by-one, 
olle
ts and a

umulates

data from node to node, and then returns to the origin node. We use the ATP proto
ol for both sequential

strategies. The overall generated traÆ
 is de�ned as:

T

S

= T

ATP

(I) +

N�1

X

i=1

T

ATP

(I + S

1;i

) + T

ATP

(S

1;N

) (7)

The �rst term represents the transfer from the origin node to node 1; no obje
t state. Ea
h operand of the

summation represents the individual transfer (an implementation and an obje
t state) from node i to node i+ 1,

until the last visited node. The last term represents the transfer from the last visited node to the origin, an obje
t

state only.

3

Note that initially, the MA has some obje
t state that, for the sake of simpli�
ation, we in
lude in I .

For the ATP proto
ol, we use Equation 4. Headers in ATP are of variable length; for the purpose of this

evaluation, with both set H

ATP

and �

ATP

to 120 bytes.

Sequential with Downloads Strategy

In the se
ond strategy, the MA sequentially visits the N nodes, but after ea
h subgroup of K nodes (1 < K < N),

it downloads to the origin the data extra
ted so far. This idea has been mentioned before by Kupper and Park [10℄.

The overall generated traÆ
 is de�ned as:

T

D

=

X

(i;j)

 

T

ATP

(I) +

j�1

X

l=i

T

ATP

(I + S

i;l

) + T

ATP

(S

i;j

)

!

(8)

3

This equation is equivalent to Equation 3 from Referen
e [1℄.
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with (i; j) 2 f(1;K); (K+1; 2K); : : : ; ((M�1)K+1;MK); (MK+1; N)g, i < j, andM = dN=Ke. Every operand

of the embedded summation represents the traÆ
 generated for one subgroup. Ea
h operand of the top-level

summation represents the transfer of the MA after visiting node l. Transfer of the obje
t state from the last visited

node to the origin node is represented by the last term.

Parallel Strategy

In the third strategy, the MA is sent using multi
ast from the origin node to the N destination nodes. It 
olle
ts

data on every destination node and returns to the origin. We assume the multi
ast proto
ol in Se
tion 3.1. The

overall generated traÆ
 is de�ned as:

T

P

= T

MUL

(I; 0; N) +

N

X

i=1

T

MUL

(0; S

i;i

; 1) (9)

The �rst term represents the transfer of the agent using multi
ast. Ea
h term of the summation represents the

transfer of the obje
t state from node i to the origin node.

Comparison

We now dis
uss how these equations 
an be used and 
ompared to sele
t for a given appli
ation the strategy

that minimizes bandwidth usage. These 
omparisons are possible: T

S

� T

D

, T

S

� T

P

, and T

D

� T

P

, with

�2 f�;=;�g. To make these 
omparisons, Equations 7, 8, and 9 
an be used dire
tly. It may, however, be more


onvenient to simplify them a little, yielding rougher 
omparisons that are more easily manipulated. The equations


an be signi�
antly simpli�ed if an average result size R is used instead of the individual result sizes R

i;j

. The

expression S

i;j

be
omes equal to (j � i+1)QR. Long summations over R

i;j

terms are repla
ed by produ
ts of few

terms.

Equation 7 (sequential strategy) be
omes:

T

0

S

= T

ATP

(I) +

N�1

X

i=1

T

ATP

(I + iQR) + T

ATP

(NQR) (10)

Equation 8 (sequential with down loads strategy) is upper-bounded by:

T

0

D

= dN=Ke

 

T

ATP

(I) +

K�1

X

i=1

T

ATP

(I + iQR) + T

ATP

(KQR)

!

(11)

Equation 9 (parallel strategy) be
omes:

T

0

P

= T

MUL

(I; 0; N) +NT

MUL

(0; QR; 1) (12)

Figures 2 and 3 plot the bandwidth usage as a fun
tion of the size of the MA implementation and number of

destination nodes. We assume that 10 queries are performed (Q = 10) and that the average size of the result of

a query is 256 bytes (R = 256). In the sequential with downloads 
ase, a download is performed after visiting
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Figure 2: Sequential versus sequential with down loads.
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Figure 3: Sequential with down loads versus parallel.

ea
h group of four nodes, K = 4. It is better than plain sequential be
ause the a

umulated data, i.e., the obje
t

state, never go beyond a 
ertain size. Figure 2 shows that, if the number of visited nodes N is slightly higher than

K, it might be better to wait until all data is extra
ted before downloading to the origin. On the other hand, if

N is substantially higher than K less bandwidth is used if periodi
 downloads are performed. Figure 3 indi
ates

that the parallel strategy 
an perform even better as the number of destination nodes grows. It is better than the

sequential with downloads strategy be
ause the implementation is transferred only on
e, versus N times. Note

that one 
an argue that the parallel strategy betrays a pure MA model be
ause the periodi
 downloads imply a

nontotally dis
onne
ted operation.

4 Reliable Multi
asting of MAs

A multi
ast agent transfer servi
e may be best-e�ort, meaning that the transfer of an MA to all destinations is not

guaranteed. This may be a

eptable for an MA that does a 
lean-up of log �les on all network nodes. Guaranteed

10
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Figure 4: The Aiglet API.

delivery is not required be
ause if it fails, the 
lean-up will most probably be done the next time.

The transfer of an MA is an all-or-nothing situation. A single pa
ket error makes it impossible to deserialize

and 
orre
tly exe
ute an MA. For instan
e, network management tasks often require reliability. To illustrate,

let's suppose that an MA has to go on every node of a multia

ess wireless area network to 
hange the setting of

interfa
es to a new radio frequen
y. All interfa
es have to 
hange su

essfully to the new frequen
y, otherwise the

operation of the network fails.

We developed an API, 
alled Aiglet, for multi
ast MA transfer (see Figure 4). Some of the 
on
epts we use were

inspired by the Aglets software development kit [11℄. The two 
ore 
on
epts are agent, or MA, and agent system,

as de�ned in the introdu
tion. An agent system 
an also be member of multi
ast groups, identi�ed by network

addresses.

The Aiglet API is written in Java [13℄ and provides 
lasses for 
reating agents and agent systems with multi
ast-

agent transfer 
apability. Therefore, all these things run over a Java Virtual Ma
hine (JVM).

The ar
hite
ture of the Aiglet API is depi
ted in Figure 5. There are three main 
lasses: Agent, AgentStub, and

Context. Class Agent is an abstra
t 
lass. It 
annot be instantiated and some of its methods 
an be overridden.

It is a base 
lass for de�ning by inheritan
e 
on
rete MA 
lasses, su
h as 
lass Colle
tor. An agent has methods

run(), dispat
h(), and setStub(). Method run() is exe
uted when an MA arrives to a new agent system. Method

dispat
h() provides the reliable multi
ast-agent transfer servi
e. The MA does not handle the dispat
h fun
tion

itself and forwards the request to its exe
ution environment. Method setStub() provides an MA with a referen
e

to its exe
ution environment.

AgentStub is a Java interfa
e modeling the view that an MA has on its environment of exe
ution. The environ-

ment of exe
ution provides servi
es to MAs. One su
h servi
e is the method dispat
h().

An instan
e of 
lass Context models an environment in whi
h MAs exe
ute. It implements the interfa
e

AgentStub. Every agent system runs an instan
e of 
lass Context. It sends the MAs using multi
ast and also starts

11
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Collector

Figure 5: Ar
hite
ture of the Aiglet API.

MAs when they are re
eived.

Details of a reliable multi
ast-agent transfer are handled by 
lass SCEMulti
aster, for SCE, and 
lass RMDP-

Multi
aster, for RMDP. They both share properties that are 
aptured through inheritan
e of 
lass Multi
aster.

Class Multi
aster is 
ontained within the 
lass Context. The multi
ast transport servi
es of SCE and RMDP are

a

essible as APIs in the C language. Java Native Invo
ation (JNI) methods [13℄ are used to link the Java 
lasses

and C APIs.

In the sequel, we outline the design of our reliable multi
ast-agent transfer servi
e based on the transport

proto
ols SCE and RMDP. We review the key ideas of the transport proto
ols and dis
uss the MA dispat
h and

re
eption me
hanisms.

4.1 Transport Proto
ols

SCE is a reliable multi
ast transport servi
e. It is based on IP multi
ast-
apable networks. A layer is inserted

between IP and an user-level TCP implementation. It bridges the gap between a TCP uni
ast-like proto
ol and

IP multi
ast. SCE aggregates a
knowledgments and 
ontrol segments from the members of a multi
ast group.

Aggregated segments are passed to TCP as single entities, giving it the illusion of a single remote TCP entity.

The key idea of SCE is illustrated in Figure 6. SCE is 
onne
tion oriented, with a sour
e and several destinations.

A 
onne
tion is established from the sour
e to all the destinations whi
h behave as TCP proto
ol entities. Like

12
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Figure 6: Aggregation of segments in SCE.

TCP, SCE goes through three phases: 
onne
tion establishment, data transfer, and 
onne
tion release. These

phases are implemented as multi
ast and uni
ast IP pa
kets. To establish the 
onne
tion, the sour
e uses multi
ast

to send a SYN segment (in an IP pa
ket). In Figure 6, the �rst two intera
tions are a
tually performed by a single

multi
ast IP pa
ket. A 
onne
tion a

eptan
e, the uni
ast segment SYN&ACK, is expe
ted from every individual

destination. The a

eptan
es are a
knowledged individually as well, with ACK uni
ast segments, to 
omplete

the three-way handshake. The 
onne
tion is su

essful when all destinations have 
on�rmed a

eptan
e of the


onne
tion.

Even though there are 
ontrol segments ex
hanged in all dire
tions, user data 
ow only from the sour
e to the

destinations in multi
ast pa
kets. During data transfer, ea
h multi
ast data pa
ket is a
knowledged individually

by every destination. The sour
e aggregates the 
ontrol pa
kets re
eived from the destinations.

RMDP is based on retransmission on-demand Automati
 Retransmission reQuest (ARQ) and Forward Error

Corre
tion (FEC). On demand ARQ sends repair pa
kets only when requested. FEC transmits redundant data,

allowing the re
eiver to re
onstru
t the original message in the event of missing pa
kets. RMDP handles the data

to be transmitted as k units. These k units are as the 
oeÆ
ients of a polynomial P to the degree k�1. Polynomial

P is fully 
hara
terized by its values at k di�erent points. Redundan
y is produ
ed by evaluating P at n di�erent

points, with n > k. The fa
t is that re
onstru
tion is possible as long as k di�erent point values are available.

RMDP is datagram oriented, with a sour
e and several destinations. The sour
e 
omputes the n di�erent points

from the k data units and transmits the �rst k points to the destinations using an individual multi
ast pa
ket for

every point. Every destination 
ounts the number of re
eived points. If a destination (e.g., aDestinationB) misses

points (i.e., the number of re
eived points is less than k) it sends the number of missing points to the sour
e.

The sour
e extends the transmission of the previous sequen
e of k points and starts transmitting up to n� k new

redundant points using multi
ast. A destination starts re
onstru
tion of the data when it has su

essfully re
eived

a total of k di�erent points.

13



4.2 Dispat
h and Re
eption of an MA

Method dispat
h() dispat
hes an MA to a group of agent systems. The 
allee of dispat
h() provides a set of

destination host names. The MA forwards the 
all to the 
ontext in whi
h the work is done. The MA is serialized

in a temporary lo
al �le. A multi
ast session is started. Class Multi
aster o�ers a set of JNI methods for running

a multi
ast session. Method open() is 
alled for every destination host. It adds the host to a multi
ast group and

establishes an uni
ast 
ontrol 
onne
tion with it. Method put() sends the MA over either a multi
ast 
onne
tion,

in the 
ase of SCE, or an UDP multi
ast so
ket, in the 
ase of RMDP. Method 
lose() is 
alled for every host.

It removes the host from the multi
ast group and 
loses the 
ontrol 
onne
tion with it. Method bye() releases

resour
es and marks the end of the multi
ast session.

Re
eption of an MA is taken 
are by method run() of the 
lass Context. Method run() 
onsists of an in�nite loop


omprising several steps. It blo
ks and waits until it a

epts a 
ontrol 
onne
tion, a

epts a serialized MA either

over multi
ast 
onne
tion request (in the 
ase of SCE) or as multi
ast UDP datagrams (in the 
ase of RMDP),

stores it in a �le, and 
loses the 
ontrol 
onne
tions. The MA is read from the �le and deserialized. A thread is


reated from the deserialized MA. The JVM 
alls method run() on the MA.

5 Bandwidth Usage

We model, as a number of bytes, the traÆ
 generated by our two multi
ast-agent transfer approa
hes. Equation 5

models the traÆ
 generated by SCE on a single network with link-level multi
ast support, avoiding repetition

of multi
ast pa
kets. On an internetwork, destinations are spread among several networks and every multi
ast

pa
ket 
an be repeated be
ause several di�erent paths are taken to rea
h the destinations. To re
e
t this situation,

we develop two equations for both SCE and RMDP. The �rst equation models the generated uni
ast traÆ
. It

represents traÆ
 generated by the peers as well as that handled by the network. We fa
tor out, however, the traÆ


asso
iated with the uni
ast 
ontrol 
onne
tions, identi
al in both 
ases. The se
ond equation models the multi
ast

traÆ
. It re
e
ts traÆ
 generated by the peers, but it must be understood that su
h traÆ
 is subje
t to repetition

in 
ases in whi
h pa
kets must traverse multiple paths to rea
h the destinations. This approa
h has the advantage

of being general to any internetwork and fair for both proto
ols.

In the sequel, variable X represents the size of a transferred data unit, that is, an obje
t state or an imple-

mentation. For the SCE 
ase, it suÆ
es to separate the terms re
e
ting uni
ast traÆ
 from the terms re
e
ting

multi
ast traÆ
 in Equation 5. We develop two equations: T

U

SCE

() for the uni
ast traÆ
 and T

M

SCE

() for the

multi
ast traÆ
. This is quite easy to do be
ause terms subje
t to multipli
ation by fa
tor N model uni
ast traÆ


while, those whi
h aren't model multi
ast traÆ
. For the uni
ast 
ase, we have:

T

U

SCE

(X;N) = �

U

SCE

(N) + �

U

SCE

(X;N)X (13)

with �

U

SCE

(N) = 144N and �

U

SCE

(X;N) =

NH

0

X

�

X

MSS

�

. Figure 7 plots the bandwidth usage of the uni
ast traÆ


of SCE as a fun
tion of C and N .

14



SCE

1 2 3 4 5 6 7 8 9 10
C (in KBytes) 6

8
10

12
14

16
18

20
22

24

N

1000
2000
3000
4000
5000
6000
7000
8000
9000

10000
11000
12000
13000

Bandwidth usage (in bytes)

Figure 7: Uni
ast traÆ
 of SCE: Bandwidth usage versus C and N .

For the multi
ast 
ase, we have:

T

M

SCE

(X) = �

M

SCE

+ �

M

SCE

(X)X (14)

with �

M

SCE

= 96 and �

M

SCE

(X) =

H

0

X

�

X

MSS

�

+ 1.

With RMDP, the transfer of an agent requires the transmission of a number of data frames that depends

on X and segmentation and blo
king fa
tors, whi
h are explained in details in Referen
e [16℄. If we set asside

error handling (whi
h we don't address in this paper), all traÆ
 is multi
ast and nonsensitive to N . With the

implementation we use, the generated traÆ
 is expressed by:

T

RMDP

(X) = �

RMDP

(X)X (15)

with

�

RMDP

(X) =

34G

l

dX=1024e

31

m

+ 1

X

where G 
orresponds to the size of headers of RMDP, UDP, and IP en
apsulation (76 bytes).

Figure 8 plots multi
ast traÆ
 of SCE and RMDP as a fun
tion of C and N . It is 
lear that the bandwidth

usage of the RMDP-based approa
h is solely sensitive to MA size, whereas SCE is sensitive to both MA size and

the number of destinations. Under these 
onditions, RMDP looks more s
alable than SCE.

6 Example

We present and dis
uss the implementation of an MA that uses the servi
es of the Aiglet API to dispat
h itself

to N nodes, extra
t data, return to the origin node, and print the result in a �le. A skeleton of the 
lass, 
alled

Colle
tor, of the implementation of this MA is as follows:

publi
 
lass Colle
tor extends Agent {

private ArrayList 
ommands;

private ArrayList values;
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Figure 8: Multi
ast traÆ
 of SCE and RMDP: Bandwidth usage versus C and N .

private String sour
eHostName;

private String visitedHostName;

private boolean done = false;

private String proto
ol;

private String address;

private int port;

private int ttl;

publi
 void onCreation(...) { ... }

publi
 void run() { ... }

private void printData() { ... }

private void getData() { ... }

}

The MA stores, in data members, an array of 
ommands to exe
ute when it rea
hes a destination node (
om-

mands), an array of values extra
ted at ea
h destination (values), the sour
e host name (sour
eHostName), a visited

host name (visitedHostName).

The API is not 
apable of saving and restoring an exe
ution state. This is simulated with the variable done,

whi
h is true when the MA has �nished 
olle
ting information.

The MA also knows the proto
ol used for the dispat
h (data member proto
ol), the IP 
lass D address used in

outgoing pa
kets (data member address), the port number put in the UDP datagrams (data member port), and

the value of the TTL �eld in the outgoing IP pa
kets (data member ttl).

Method onCreation() is exe
uted when the agent is 
reated at the origin. Its formal parameters are a list of

destination host names (destinations), an identity of transport proto
ol used for the dispat
h (proto
ol), an IP 
lass

D address used in outgoing pa
kets (address), a destination port number (port), a value of the TTL �eld in the

outgoing IP pa
kets (ttl), a list of 
ommands to exe
ute (
ommands), and a list of values returned by the exe
ution

of the 
ommands (values).
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publi
 void onCreation(ArrayList destinations, String proto
ol, String address, int port,

int ttl, ArrayList 
ommands, ArrayList values) {

this.
ommands = 
ommands;

this.values = values;

this.proto
ol = proto
ol; this.address = address; this.port = port; this.ttl = ttl;

try {

InetAddress ia = InetAddress.getLo
alHost();

sour
eHostName = ia.getHostName();

dispat
h(destinations, proto
ol, address, port, ttl, false);

} 
at
h(Ex
eption e) {

System.out.println("Host name is not 
onfigured");

e.printSta
kTra
e();

}

}

First, it 
opies the list of 
ommands to exe
ute and stores a referen
e to the list of values and other parameter

values. Then, it gets and stores the sour
e host name for return purposes. Finally, it dispat
hes, using multi
ast,

both its obje
t state and implementation to the destinations.

Method run() is exe
uted when the MA arrives in a new 
ontext. First, it tests the value of the variable done

to determine whether it has returned to the origin node or it is at a destination node. In the �rst 
ase, it prints

the 
olle
ted data to �le. In the se
ond 
ase, it 
alls getData() to extra
t the data and dispat
hes its obje
t state

only to the origin node (determined by the last parameter of dispta
h()). It is de�ned as follows:

publi
 void run() {

if (done)

printData();

else {

getData();

done = true;

// define the destination

ArrayList destinations = new ArrayList();

destinations.add(sour
eHostName);

// dispat
h the obje
t state to the origin

dispat
h(destinations, proto
ol, address, port, ttl, true);

}

}

Method printData() prints to �le (named with the visited host's name) the data extra
ted and stored in data

member values.

private void printData() {

try {

FileOutputStream oStream = new FileOutputStream(visitedHostName);

PrintStream pStream = new PrintStream(oStream);

// get an iterator over the elements of "values"

Iterator anIterator = values.iterator();

// s
an the elements of "values"

while (anIterator.hasNext()) {

pStream.println((String)anIterator.next()); }

pStream.flush(); pStream.
lose(); oStream.
lose();

} 
at
h (Ex
eption e) {

System.err.println(e.getMessage());

e.printSta
kTra
e();
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}

}

Method getData() exe
utes the 
ommands in 
ommands and 
olle
ts the results in values. First, it gets the

name of the visited host. Next, it goes through the list of 
ommands to exe
ute, exe
utes ea
h of them as a

separate pro
ess, and 
olle
ts and stores the output. If an ex
eption o

urs, a message des
ribing the reason for

the ex
eption is returned.

private void getData() {

String line; String data = null;

try {

InetAddress ia = InetAddress.getLo
alHost();

visitedHostName = ia.getHostName();

// get an iterator over the elements of "
ommands"

Iterator anIterator = 
ommands.iterator();

// s
an the elements of "
ommands"

while (anIterator.hasNext()) {

// exe
ute the 
ommand as a separate pro
ess

Pro
ess s=Runtime.getRuntime().exe
((String)anIterator.next());

// get a handle on its output

BufferedReader in =

new BufferedReader(new InputStreamReader(s.getInputStream()));

// read and save the output line by line

data = new String("");

while((line = in.readLine()) != null) data = data + line + "\n";

// store the output in the list of values

values.add(data);

}

} 
at
h(Ex
eption e) {

values.add(e.getMessage());

}

}

Note that this example is based on the hypothesis that the platforms on whi
h the MA runs are homogeneous,

with respe
t to the 
ommands to exe
ute. Support of heterogeneous platforms is possible, but with a di�erent

ar
hite
ture.

7 Con
lusion

In this paper, we have reviewed work addressingMA performan
e. Two lines of strategies for improving performan
e

have been un
overed. On the one hand, an MA is 
ode and there are of 
ourse many things that 
an be done with


ode to improve performan
e su
h as transmitting 
ompa
t interpreted 
ode, doing optimisti
 
ode transmission,

stripping of 
ode, lazy 
ompilation, and 
ompression of 
ode. On the other hand, paradigms, su
h as the 
lient-

server paradigm, 
an be mixed with the MA paradigm to yield a plan of a
tions that maximizes redu
tion of

bandwidth usage.

Evaluation of MA performan
e 
an be done with either ben
hmarks or analyti
 models. It is often done in

referen
e to the 
lient-server paradigm. Parameters whi
h are most of time the obje
t of 
omparison are laten
y
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(e.g., marshaling, transfer, 
ompilation, exe
ution time) and bandwidth usage.

We have des
ribed three migration strategies of MAs that visit and extra
t data on N nodes. We modeled

the bandwidth usage of every strategy with equations. The �rst strategy, 
onsisting of visiting the N nodes in

sequen
e and returning to the origin with all the 
olle
ted data, is the most straightforward but uses a large amount

of bandwidth if the amount of extra
ted data and number of visited nodes are large. The situation 
an be improved

if data is downloaded at regular intervals to the origin node, whi
h is the aim of the third strategy. This approa
h,

however, is not in 
onformity with a pure MA model. Be
ause of the periodi
 downloads, the MA is not totally

dis
onne
ted from its origin while performing its task. This may, however, be a

eptable for several appli
ations.

If the tasks performed on nodes are independent of ea
h other, further improvements in performan
e are possible

if a multi
ast MA transfer proto
ol is used. This is the aim of the last strategy.

We found that the sequential with downloads strategy may be better than the sequential strategy be
ause the

obje
t state of an MA never goes beyond a 
ertain size. The number of visited nodes N has to be, however,

signi�
antly higher than the number of nodes K visited before a download is performed in oder to get a pay o�

for the additional 
ommuni
ation overhead in
urred to the downloads. The parallel strategy, if appli
able, may

be better than any of the sequential strategies, in parti
ular if N is large, due to the fa
t that there is a single

transfer of the MA implementation. We have presented 
onditions in whi
h bandwidth usage de
reases from the

sequential, sequential with downloads to the parallel strategy. The 
onditions were 
hosen for illustration purposes.

It perfe
tly possible to exhibit 
onditions that just lead to the opposite.

We have presented and dis
ussed the implementation of two approa
hes for the reliable multi
ast of MAs over

wireless IP networks. The SCE-based approa
h is relatively sensitive to the number of destination agent systems,

whereas the RMDP approa
h is relatively sensitive to the size of MA serialized 
ode. An API providing a

ess to

these servi
es as well as an MA example have been shown.

Note that we do not yet provide a 
omplete answer to the question. The bandwidth-usage models do not take

into a

ount the retransmission required when errors o

ur. The models give lower bounds of bandwidth usage.

Future resear
h is required to 
ompare the bandwidth usage of the two approa
hes under various patterns of pa
ket

losses that o

ur on a wireless network.
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