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Abstract

Recent work has demonstrated that several trust and reputation models can be exploited by
malicious agents with cyclical behaviour if the details of the trust model are known to the malicious
agents. In each cycle, a malicious agent with cyclical behaviour first regains a high trust value with a
number of cooperations and then misuses its gained trust by engaging in a bad transaction. Using a
game theoretic formulation, Salehi-Abari and White have proposed an adaptive trust and reputation
model, called AER, that is resistant to exploitation by cyclical behaviour. Their simulation results
imply that FIRE, Regret, and a model due to Yu and Singh, can always be exploited with an
appropriate value for the period of the cyclical behaviour. Furthermore, their results demonstrate
that this is not so for AER. This paper provides a mathematical analysis of the properties of the Yu
and Singh scheme, Regret, FIRE, probabilistic trust models, and the AER scheme when faced with
cyclical behaviour by malicious agents. Three main results are proven. First, malicious agents can
always select a cycle period that allows them to exploit the Yu and Singh model, Regret, FIRE, and
probabilistic trust models indefinitely. Second, malicious agents cannot select a single, finite cycle
period that allows them to exploit AER forever; their exploitation time is bounded. Finally, the
number of cooperations required to achieve a given trust value increases monotonically with each
cycle in AER.

1 Introduction

In human and artificial societies trust is a extremely important concept that drives decision making
and the lifecycle of relationships. According to Jarvenpaa et al. [7], trust is an essential aspect of
any relationship in which the trustor does not have control over the actions of a trustee, the decision
is important, and the environment is uncertain. As a consequence of reputation and trust receiving
considerable attention in many diverse domains — such as distributed artificial intelligence, computational
economics, evolutionary biology, psychology, and sociology — there are many definitions of trust available,
each having aspects unique to those domains. Mui et al. define trust as “a subjective expectation an
agent has about another’s future behavior based on the history of their encounters” [10]. In contrast
to trust definitions focussing more on the history of agents’ encounters, reputation is based on the
aggregated information from other individuals. As an example, Sabater and Sierra [12] declared that
“reputation is the opinion or view of someone about something”.

Sabater and Sierra [13] created a taxonomy of computational trust and reputation models using
several intrinsic features. From their perspective, an important distinction is whether a trust and
reputation model is cognitive or game-theoretical in terms of its conceptual model. Furthermore, trust
and reputation models might use different sources of information such as direct experiences, witness
information, sociological information and prejudice. Witness information is the information that comes
from other members of the community whereas sociological information is extracted from the social
relations between individuals and their roles in the community. Prejudice is connected to identifying
characteristics of individuals (e.g., religious beliefs). Trust and reputation of an individual can be seen
either as a global property available to all members of a society (centralized models) or as a subjective
property assessed by each individual (decentralized models). Trust and reputation models vary in terms
of individual behavior assumptions; in some models, cheating behaviors and malicious individuals are
not considered at all whereas in others possible cheating behaviors are taken into account. There are
many models of trust, a review of which can be found in [11] and [13].
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Regret [12] is a decentralized trust and reputation system oriented to e-commerce environments. The
system takes into account three different sources of information: direct experiences, information from
third party agents and social structures. Yu and Singh [19] developed an approach for social reputation
management, in which they represented an agent’s ratings regarding another agent as a scalar and
combined them with testimonies using combination schemes similar to certainty factors. Huynh et al.
[5, 6] introduced a trust and reputation model called FIRE that incorporates interaction trust, role-based
trust, witness reputation, and certified reputation to provide a trust metric.

Considerable progress has recently been made in the development of probabilistic trust models, the
Beta Reputation System (BRS) and TRAVOS being two examples [8, 10, 16, 17, 4]. BRS [8] is a
probabilistic trust model that works based on the beta distribution. The system is centralized and
designed to meet the requirements of online communities. Mui et. al [10] calculates the probability
of an agent being trustworthy on the next interaction by considering the frequency of positive and
negative direct impressions gathered from the social network. TRAVOS [16, 17] calculates trust using
probability theory and takes into account the past interactions and reputation information gathered from
third parties while coping with inaccurate reputations. Hang et al. proposed an adaptive probabilistic
trust model that combines probability and certainty and offers a trust update mechanism to estimate
the trustworthiness of referrers [4].

Fullam et al. [3] have defined the following set of criteria to evaluate trust and reputation models: (1)
The model should be multi-dimensional and multi-faceted; (2) Converge quickly; (3) It should precisely
model the agent’s behavior; (4) Adaptive: the trust value should be adapted if the target’s behavior
changes; (5) Efficient in terms of computation. Salehi-Abari and White [14] added the exploitation
resistance feature to this set. They declared that exploitation resistance “implies that adversaries
cannot take advantage of the trust model and its associated systems parameters even when they are
known or partially known to adversaries.” This paper refines the definition provided in [14] by defining
vulnerability classes for a trust model.

Most recently, researchers have identified the existence of cheaters (exploitation) in artificial societies
employing trust and reputation models [9, 14, 15], and the existence of inaccurate witnesses [18, 2, 20],
and [15]. Kerr and Cohen [9] examined the security of several e-commerce marketplaces employing a
trust and reputation system. To this end, they proposed several attacks and examined their effects on
each marketplace. Salehi-Abari and White [14] introduced and formally modeled the con-man attack.
In the con-man attack, the con-man has cyclical behaviour such that in each cycle he first regains
a high trust value with a number of cooperations and then misuses the trust gained by engaging in
a bad transaction. Salehi-Abari and White [14] empirically demonstrated the vulnerability of several
trust models (i.e., the model due to Yu and Singh, Regret, and FIRE) against this attack. Moreover,
their proposed adaptive updating scheme, AER, prevented such exploitation as supported by empirical
simulation evidence. However, Salehi-Abari and White could not demonstrate that their results are
valid for all parameter settings. More specifically, it was not clear whether the success and failure of
the con-man attack against the examined trust models is the result of specific parameter settings or the
design (and nature) of those models.

This paper is motivated by the need to develop trust and reputation schemes that have provable
properties. While simulation can often provide insights into average case trust and reputation model per-
formance, analytical results based upon known or potential attacks are important to increase confidence
in the true utility of such models. It is the authors’ belief that widespread deployment of sophisticated
trust and reputation models will only occur when such analytical results are forthcoming. To this end,
this paper provides mathematical analysis of the con-man attack against prominent trust models such
as Yu and Singh’s model, Regret, FIRE, probabilistic trust models, and AER.

There are two types of contributions in this paper. To begin, we define what is meant by an attack
on a trust and reputation model and what it is meant for such models to be vulnerable to an attack or
exhibit exploitation resistance to the attack. The paper includes a description of 3 classes of vulnerability,
characterized by model specification. Our principal contributions are analytical and consist of 5 results.
First, we prove that the Yu and Singh model can be exploited indefinitely if malicious agents are aware
of the model’s parameter settings. Second, Regret, FIRE and probabilistic trust models can be exploited
indefinitely by malicious agents mounting a con-man attack even when malicious agents are not aware of
the model’s parameter. Third, malicious agents can not indefinitely exploit AER. Fourth, the number of
cooperations required to achieve a given trust value increases monotonically without any upper bound
in AER, while this is not true for the other models. Fifth, as forgiveness is a frequently noted aspect of
trust and reputation theory [12, 1], it is proven than the AER scheme is forgiving but that forgiveness
is slower when several defections have happened.



The remainder of this paper proceeds as follows. Section 2 provides background material and briefly
describes four trust and reputation models whose properties in the face of the con-man attack are
analyzed in this paper. Section 3 introduces definitions for vulnerability and exploitation resistance and
provides a formal model of the con-man attack. We describe our hypotheses and conjectures in Section
4. Sections 5, 6, 7, 8, and 9 present the proofs for the claims. Finally, concluding remarks and future
work are explained in Section 10.

2 Background and Terminology

2.1 Direct Interaction Components

Direct interaction is the most popular source of information for trust and reputation models [11]. Dif-
ferent fields have their own interpretation and understanding of direct interaction. In the context of
e-commerce, direct interaction might be considered as buying or selling a product, whereas in peer-to-
peer systems (e.g., file sharing systems) direct interaction is uploading or downloading files.

Trust and reputation models usually have a direct interaction trust variable that indicates the level
of an agent’s trustworthiness. This trust value is calculated based on previous direct interactions. We
discuss the direct interaction trust components of Yu and Singh’s model, Regret, FIRE, and probabilistic
trust models in the following subsections.

2.1.1 Yu and Singh

Yu and Singh’s [19] trust variable is defined by T; ;(t) indicating the trust rating assigned by agent i to
agent j after ¢ interactions between agent ¢ and agent j, with T; ;(¢) € [—1,+1] and T; ;(0) = 0.

An agent will update this variable based on the perception of cooperation/defection. Cooperation
by the other agents generates positive evidence of «, with 1 > a > 0 and defection generates negative
evidence of 3, with —1 < 8 < 0. The following trust updating scheme is proposed by [19]:

Ti;(t) + (1 = T; 5(1))
(T3, ()+a)/(1—mln(|T A1 lal))
( i, () +8)/(1 = min(|Ti ;(¢)] ,16]))
Tij(t) + B(1+ Ti (1))

Ti;(t) = ; .
i,;(t) > 0, Defection

.i(t) <0, Defection

N

Ti,j(t) > 0, Cooperation
T;.;(t) < 0, Cooperation
Ti ;(t)
T ;(t)

2.1.2 Regret

Regret uses the term subjective reputation (direct trust) to talk about the trust calculated directly from
an agent’s impressions. Regret defines an impression as the subjective evaluation made by an agent on
a certain aspect of an outcome. The variable r; ;(t), with 7; ;(¢) € [-1,1], is the rating associated with
the impression of agent ¢ about agent j as a consequence of specific outcome at time ¢t. R; ; is the set
of all r; j(t) for all possible t. A subjective reputation at time ¢ from agent ¢’s point of view regarding
agent j is noted as T; ;(¢)'. To calculate T; ;(t), Regret uses a weighted mean of the impressions’ rating
factors, giving more importance to recent impressions. Intuitively, a more recent rating is weighted more
than those that are less recent. The formula to calculate T; () is:

Tij(t)= > plt,tr)wy (2)
wrER; ;
where tj, is the time that wy, is recorded, ¢ is the current time, p(t,t;) = %, and f(tp,t) =%
mew, ;T
which is called the rating recency function.

2.1.3 FIRE

FIRE utilizes the direct trust component of Regret but does not use the rating recency function of
Regret, the method used to calculate the weights for each rating. The rating recency function of Regret
does not actually reflect a rating’s recency. Therefore, FIRE introduced a new rating recency function
based on the time difference between current time and the rating time. The parameter ) is introduced
into the rating recency function to scale time values. As a result, this parameter makes the rating

IFor the purpose of simplification, we have changed the original notations from [12].



recency function adjustable to suit the time granularity in different applications. FIRE’s rating recency
function is given by the following formula:

t—1ty

f(tkvt) =e X (3)

2.1.4 Probabilistic Trust Models

Probabilistic trust models are built based on observations of past interactions between agents. Trust is
calculated using probability theory and takes into account the past interactions. They usually simplify
the outcome of an interaction by providing a binary rating, where 1 and 0 represent successful and
unsuccessful interactions (cooperation and defection) respectively.

In probabilistic trust models, the probability that agent j satisfies its obligations for agent i is
expressed by B; j. The trust value of agent ¢ for agent j at time ¢, denoted by T; ;(t), is the expected
value of B;; given the set of outcomes O, ;(t) at time t. Note that, each outcome can be either
cooperation or defection.

T ;(t) = E[Bi;]0i,;(t)] (4)

The expected value of a continuous random variable is dependent on the probability density function
(pdf) used to model. Probabilistic trust models usually utilize the beta family of probability density
functions (PDF) to model the probability of having a successful interaction with a particular given
agent. The general formula of beta distributions is presented in Equation 5. The values of o and 3
define the shape of the density function.

o1 —x)Pt
fol w1 — u)f~1du

As the standard equation for the expected value of a beta distribution is E[B|a, 8] = o715 the trust
value T; ;(t) after ¢ interactions will be calculated by Equation 6.

f(ala, B) =  where @,8>0 (5)

:a-l-ﬁ (6)

where a = n¢(t)+1 and 5 = ng(t)+ 1. n.(t) and ngq(t) denote the number of cooperations (successful
interactions) and the number of defections (unsuccessful interactions)?.

T;;(t) = E[Bjla, ]

3 Definitions

In this paper we consider an agent’s trust and reputation model, M, to be characterized by two attributes,
S and P; S is the trust and reputation strategy being employed and P is the set of parameter values
that are used to operate it. This paper deals with the concept of vulnerability. We define more precisely
vulnerability and the levels of vulnerability of trust models against an attack as follows:

Definition Attack. An attack, A, is a sequence of cooperations and defections used by a malicious
agent, ma, to achieve or maintain a trustworthy status as maintained by an agent, ta, with which it is
interacting.

Definition Vunerability. A trust model, M, is vulnerable to an attack, A, if a malicious agent, ma,
adopting some strategy and with full or partial knowledge of an agent, ta, and its associated trust model,
M, can be trustworthy as determined by ta.

We define the following levels of vulnerability in this paper:

Definition Low-level. A trust model, M, is vulnerable to an attack, A, with low-level risk, if it is
vulnerable only for some specific model parameter settings and ma needs to be aware of the parameter
values used by ta to mount a successful attack.

Definition Medium-level. A trust model, M, is vulnerable to an attack, A, with medium-level risk,
if it is vulnerable for any parameter settings and ma needs to be aware of the value of parameters used
by ta to successfully mount an attack.

2Tt is worth mentioning that the trust value in probabilistic models is in the range of [0, 1] as opposed to Yu and Singh,
Regret, and FIRE models in which trust is in the range of [-1, 1].



Definition High-level. A trust model, M, is vulnerable to an attack, A, with high-level risk, if ma is
able to successfully mount an attack under any conditions even when ma is not aware of the values of
parameters.

Finally, we say that a trust and reputation model, M, exhibits exploitation resistance to an attack,
A, if it is not vulnerable to that attack. We also refer to a trust and reputation model, M, as being
exploitation resistant when faced with an attack, A.

3.1 Con-man Attack and Terminology

The con-man attack introduced and modeled by Salehi-Abari and White [14] has been applied to direct
trust components of several trust models and are shown to be vulnerable to it. In the con-man attack, a
con-man usually takes advantage of someone else and attempts to defraud that person by gaining their
confidence. The con-man attack is modeled by introducing the parameter #. The con-man will defect
after cooperating 6 times. After each defection, the con-man will again cooperate 6 times. The con-man
will repeat this interaction pattern several times (maybe, forever).

In this paper, there is a slight modification in the con-man interaction pattern when compared to
[14]. Here, the con-man has a higher level of intelligence such that it will defect in an interaction with
the victim agent whenever its trust value is equal to or greater than a threshold, denoted by T.. In other
words, the con-man will cooperate until its trust value reaches T,.. We formally model this interaction
pattern with Equation 7:

L={(C%D)"|i=0..n,0; € N} (7)

Where C and D represent cooperation and defection respectively. The main difference in this interaction
pattern when compared with that presented in [14] is that 6; is subject to change for each cycle of
cooperation and defection instead of being a constant. The value of 6; is determined by the number of
the cooperations which the con-man needs in order to increase its trust value above T..

For the purpose of simplification in the proofs which follow, we rewrite the interaction pattern in
such a way that the i'” cycle of interactions starts with a defection and followed by 6; cooperations. In
this sense, the first cooperations of con-man, 6y, which result in an increment of trust from T to T, are
not modeled. In other words, we consider the con-man has already built up its trust to 7T, from T; by
0y cooperations. The modified interaction pattern of the con-man is presented in Equation 8.

L={(DC%)*"|i=1..n,0; € N} (8)

More precisely, we herein highlight the terminology that is used in this paper and is illustrated in Figure
1. The variable 6; is the number of cooperations that the con-man will have in the i*" cycle of defection-
cooperations. The i*" cycle includes the i*" defection and 6; cooperations. The trust value at the end
of the i*" cycle is T, or greater; i.e., T, defines the criterion for ending the i*" cycle. The trust value of
the con-man before the i‘" defection is denoted by Tj(i). The trust value of the con-man after the ;**
defection is denoted by Ty(z).

—_

Ty(i) Ti(i +1)

Tofr-mmmd e r e
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=
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Ta(d) Tu(i +1)

Interactions

Figure 1: Trust value changes in the i cycle of defection-cooperations

4 Hypothesis and Conjectures

This paper intends to prove that:



e The model due to Yu and Singh is vulnerable to the con-man attack with medium-level risk.

e Regret is vulnerable to the con-man attack with high-level risk.

e FIRE is vulnerable to the con-man attack with medium-level risk.

e The probabilistic trust models are Regret is vulnerable to the con-man attack with high-level risk.

e AER is not vulnerable to the con-man attack (i.e., it will not let the con-man regain a high trust
value easily with the same or a smaller number of cooperations). Moreover, it motivates the con-
man to be more cooperative (i.e., 6,11 > 6;). In other words, the con-man needs a higher number
of cooperations in each cycle of defection-cooperations in order to reach a specific trust threshold,
T..

5 Yu and Singh Model

In this section, we will prove that Yu and Singh’s model [19] as presented in Equation 1 is vulnerable
to the con-man attack. To simplify our analysis and our proofs, we will rewrite the update scheme as
presented in Equation 9.

T,+a(l-T,) T,>0 , Cooperation
(T, +a)/(1+T,) —a<T, <0, Cooperation
T,+a)/(1l-a) T,<-« , Cooperation

_J(
Tnta = (T,+0)/(1-T,) 0<T,<-p0, Defection (9)
(T +8)/1+p) Tn=>|8 , Defection
T,+8(1+1T,) T, <0 , Defection

Our proof strategy is to find 6; for any parameter setting in any defection-cooperations cycle and
show that 6,41 < 6;. It is not straightforward to calculate 6; for the Yu and Singh model since it
includes several recurrent formulae as shown in Equation 9. The proof is broken down into a series of
cases that mirror the distinct forms of Equation 9. We find the explicit, or closed, form for the first form
of Equation 9 by using Lemma 11.1 provided in the Appendix. Lemmas, 5.6, 5.7 and 5.8 present results
for the cases shown in Figures 2, 3 and 4 respectively. Theorem 5.1 provides a closed form solution for
the number of cooperations that are required in a con-man attack to reach a given level of trust that is
simply a function of o and §. This results in Theorem 5.2 that proves the middle-level risk vulnerability
of this trust model.

Lemma 5.1 Let Ts > 0 be the starting trust value, the trust value after n cooperations will be calculated
by T, = (Ts — 1) x (1 — @)™ + 1 while using Yu and Singh Model. Note that, o« > 0 is constant over n
cooperations.

Proof As Ty > 0, the trust value for each cooperation will be updated by the first recurrent formula of
Equation 1 (i.e., Ty41 = T; + (1 — T;)). We will rearrange this formula as follows:

Tivn = Ti+ta(l-T;) (10)
= Ti+a-aTl; (11)
= 1-a)Ti+a (12)

Equation 12 is the recurrence equation with the same form as Equation 26 when b and d are
substituted by (1 — «) and « respectively. By using Lemma 11.1, the closed form solution for 7}, using
Equation 12 is as follows:

no= (m ) O
= <Ts+%)X(1—a)"+}z

= Ts—1)x{1-a)"+1 |}

Lemma 5.2 Let —a < Ty < 0 be the starting trust value, the trust value after 1 cooperation will be
0< T+ <a, given by Tr+ = (Ts + ) /(1 + Ts).



Proof As —a < Ts < 0, the trust value after one cooperation will be updated based on the third
formula in Equation 9. Therefore, the value of 77+ = (Ts+«)/(1+Ts). We can consider that T;+ is the
function of T since only T is a variable changing in the range of —a < Ts < 0 and the value of a will
not be changed by this cooperation. we can consider the following function for the calculation of T7+:

T+«
= — 0 13
f(x) L a<x< (13)

The first derivation of f(z) denoted by f(z) can be calculated by as follows:

(v (+z)—(r+a) 11—«
fw) = (14 x)2 (14 )2 >0 (14)

As f(x) > 0, f(2) is ever-increasing and we have f(—a) < f(z) < f(0) which is equal to, 0 < f(z) <
a. Therefore, 0 < T7+ < « for any value of —a < Ty < 0. |

Lemma 5.3 Let Ts < —a be the starting trust value, the trust value after n cooperations can be calcu-
lated by T,, = (Ts + 1) x (2=)" — 1, if T,, < 0. Note that, a > 0 is constant over n cooperations.

Proof As Ty < —a, for the consecutive cooperations, the trust value will be updated by the third
recurrent formula of Equation 1 (i.e., Tj11 = (T; + «)/(1 — «)) until the trust value reaches the value
—a. We will rearrange this formula as follows:

T, + o
Tin = 1—«
1 o
= —T
11—« +1—a
1 «
Ti1=——"T; 15
+ 11—« +1—a ( )

Equation 15 is the recurrence equation with the same form as Equation 26 when b and d are
substituted by ﬁ and 2= respectively. By using Lemma 11.1, the explicit form of the Equation 15
can be calculated as follows:

e i .
T, = <T5+117>><( "+ 11

T 1 l—a” = -1
T R

= (Ts+ | x( )=
T—a l-a T—a

(Ts+1) X (ﬁ)n_l

Note that, the updated trust value found by using the third recurrent formula of Equation 1 should
be in the range of (—1,0] (i.e., T,, < 0). Therefore, this explicit form can be replaced with the recurrent
one as long as T;, < 0. In other words, for those n and Ty that T}, < 0, this explicit formula is valid. [

Definition 91* (Ts,T;) specifies the number of cooperations for incrementing the trust value from T
to the target trust value, denoted by T}, where Ty > 0, T3 > T, and the agent is in the ith cycle of
defection-cooperations.

Definition 6; (Ts,T}) specifies the number of cooperations for incrementing the trust value from T to
the target trust value, denoted by 7T}, where Ty < —a, Ty < Ty, Ty < 0, and the agent is in the i*" cycle
of defection-cooperations.

Lemma 5.4 Let Ts > 0 and Ty > T be the starting trust value and target trust value respectively, then

In(Te=1
05 (Ts, Ty) = % Note that, o > 0 is a constant over 0 (Ts, Ty) cooperations.

Proof As T, > 0, We can find HJ(TS, T;) using Lemma 5.1, where T, should be replaced by 7.



ot

T,= (T, - 1) x (1—a) +1=

T, —1=(T,—1) x (1 —a)¥ =

Tt—l o 9%
7.1 (1-a) =
In (Ts — 1) =In((l-a)% )=

-1\,
In (ﬁ) = 91 X 1n(1 CY) —

n (£=1)
+ _ -

91' (TS’Tt) - hl(l — a) I (16)

Lemma 5.5 Let Ts < —a and Ty > Ty be the starting trust value and target trust value respectively. If

_ n(35)

Ty <0 then 0; (Ts,T}) = o) - Note that, o > 0 is a constant over 0; (Ts,T}) cooperations.

Proof As T, < —a and T; < 0, We can find 6; (T, T;) using Lemma 5.3, where T}, should be replaced
by Tt.

1 _
Ty = (T + 1) x (3= Wi -1 =
1+Tt=(TS+1)><(1_a)"?=>
1+ T, 1 -
=(—)"i —
T, +1 (1—04)
T, +1 -
-0 =

~

t
s

~

1+
In 1 =0, xIn(l—a) =
1+17,) ¢

Tot1
In (1+Tt)

In(1 —a)

6‘1_ (Tsth) = I

Lemma 5.6 Given that T. > 0 and T. > ||, then 0; = 2G50

Proof When the con-man does the i*" defection, its trust is updated by Ty(i) = (Ty(i) + B8)/(1 —
min(Ty(3), |8])). As Tp(i) > T, > 0, We simplify the formula by replacing T} (2) with its lower bound 7.
In this sense, we have Ty(i) = (T, + 8)/(1 — min(T¢, |3])). As T. > || based on the assumption of this
lemma, T;(7) will be calculated based on Ty(i) = (T + 8)/(1 + ) and Ty(i) > 0 because T, + 5 > 0
and 1+ 3 > 0 as illustrated in Figure 2.

750 Ty(i +1)
T, -

ol Jsna,
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Figure 2: T, > |f|



As Ty(i) > 0, 0; = 0 (Ts, T;) using Lemma 5.4 where T and T} should be substituted by T,(i) and
T. respectively.

0; = 0 (Ty(i),T.) =

()
= Thi—a)

>
o

By replacing T;(¢) with (T. + 8)/(1 + ), and simplifying we have:

T,—1
In ((Tc+ﬁ)/(1+ﬁ)*1)
In(1 —a)

T.—1
n (57 )
In(1 —a)
Tc_l) 1+ﬁ
mC(n¥>0
In(1 —a)

~ In(14p)
 In(1-a) 0

Lemma 5.7 Given that 0 < T, < |B] and —a < T4(i), then 0; = iggﬁgg

Proof We herein attempt to find 6; when T, < |3]. In this case, according to Equation 9, Ty(i) will
be calculated based on Ty(i) = (T + 5)/(1 — T¢) and Ty(i) < 0 because T, + [ < 0 and 1 — T, > 0.
Moreover, we consider that Ty(i) > —« as illustrated in Figure 3.

Using Lemma 5.2, since —a < Ty(i) < 0, the trust value after 1 cooperation will be 0 < T+ < «
where T+ is caleulated by Tr+ = (Tu(i) + «)/(1 + Tyu(i)). Afterward, 0 (T;+,T.) cooperations are
needed to reach the trust value of T.. As T7+ > 0, 0 (T}+,T.) can be calculated by using Lemma 5.4
where T and T} should be substituted by T7+ and T, respectively.

In (Ae=L
T,+—1
0 (T1+,T.) = %

We will calculate the exact value of Tr+ by considering the fact that Ty (i) = (T, + 3)/(1 —T¢) as follows:

Ta(i) + «
14 Ta(3)
T+

1_Tf +

Ty =

1+ =82
Te+[+a(l-T)
1-T.+T.+f
To+f+a(l-T)
1443

By replacing the value of T7+ in the formula for 6 (T7+,T.), we have:

1n( +_1)
oj(TIJWTC) = ln(ll—a
In < Tc+5+a<1 Tc) 1)
B In(1—a)



In (T.—1)(145) )

Te+B+a(1-T.)—1-0
In(1 —a)

(Te—1)(1+8) )
C-l—a(l T.)—1

In(1 —a)

(
(rbmtnys
( _(Te=1)(+8) 1+ﬁ) )
b (=)
(

In

1

=

T.—1)—a(
In(1 — a)

(Te—1)(1+8) )
T.—D(1-a)

In(1 —«)

1+5)

In

In

As 0; =1+ 0 (Ty+,T.), we have :

onfeA Jsuif,
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Figure 3: T, < |8 and Ty(i) > —«

Lemma 5.8 Given that 0 < T, < |B| and —a > T4(i), then 0; = %nggg

Proof As T, < |3|, T4(¢) will be calculated based on Ty(i) = (T. + 3)/(1 — T.) and Ty(i) < 0 because
T.+ < 0and 1— T, > 0. Moreover, we consider that Ty(i) < —a. As shown in Figure 4, the trust
value will be increased to Tj- after 8; (Ty(i), —cv) cooperations, then with a cooperation the trust value
be increased to Tr+. Afterward, 91* (Tr+,T.) cooperations are needed to reach the trust value of T, or
above. Therefore, 0; = 0; (Ty(i), —a) + 1 + 0] (Tr+, T.).

As Ty(i) < —a and —a < 0, 0; (T4(i), —«) can be calculated by using Lemma 5.5 where T and T
should be substituted by Ty(i) and —« respectively in the original formula. Dropping the T;(7) and —«
arguments from 6; (Ty(i), —a), we see that:

o- — In(T4(i) + 1)

= -1
¢ In(1 — )

By replacing T;(¢) with (T. + 8)/(1 — T¢.) and simplifying we have:

10



anfeA suj,

Interactions
Figure 4: T, < |f] and Ty(i) < —«

In(Ty(i) + 1)

% = g !
(=2 4+ ,
In(1 —«)
In (LB =Te
= —ma—g !
ln(%)
= W)
_ W(B+1)-m(A-T0) )
In(1 —«
_ In(B+ ) Wm(Q-T7,) .
Inl—«) In(l-a

The trust value after 6, cooperations will be T;. T} is in the range of [—«, 0]. Using Lemma 5.2, the
trust value after 1 cooperation will be 0 < T7+ < « where T+ is calculated by Tr+ = (T7- +«)/(1+T;-).
We consider the worst case by considering that TI+ = 0. Afterward, 9;‘ (0,T.) cooperations are needed
to reach the trust value of 7. 9;‘ (Tr+,Te) can be calculated by using Lemma 5.4 where T and T} should
be substituted by 0 and T, respectively in the original formula.

0,0.T) = In(1 —«)
. In(1-T)
 In(l1-a)

Now, we can calculate 6; as follows:

0; 0; (Tuy(i), Ty-) + 1+ 607 (Ty-, Tr+)
<ln(6+1) In(1-7¢) 1> 14 In(1-T.)

In(l—a) In(l—a) In(1 — «)

In(p+1)

- In(1 —a) 0

Theorem 5.1 If1>T. > 0, 0; will be calculated by % for Yu and Singh’s model.

Proof Using both Lemma 5.7 and Lemma 5.8, §; = }Egiig for T, < |B|. Moreover, Lemma 5.6

demonstrates that 6; = % for T, > |3|. Therefore, it is proved that 6; for any values of T, > 0, a,

and ( is calculated by Equation 17.

11



~ In(B+1)

bi = In(1 — ) 0 (17)

Theorem 5.2 Yu and Singh model is vulnerable to the con-man attack with a medium-level risk for
any values of a and 3.

Proof Referring to Lemma 5.1, 6; for any values of T,, «, and ( is calculated by Equation 17. The
value of §; only depends on the value of o and 5. As « and (§ are constants in Yu and Singh’s model, so
0; = 0,11 for i =1,2,..., N. Therefore, there is a constant €.,;ticq; that the con-man can select in order
to be recognized as trustworthy despite being a con-man. Moreover, the con-man can regain the lost
trust value with the same number of cooperations in each cycle of defection-cooperations. As a result,
Yu and Singh’s model is vulnerable to the con-man attack for any values of T, > 0, « and f3. |

6 The Regret Model

We here will prove that the Regret model [12] as presented in Equation 2 is vulnerable to the con-man
attack. Our proof strategy is to find 6; for any parameter setting in any defection-cooperations cycle
and show that 6,11 < 6;. Throughout our analysis and proofs, cooperation and defection are mapped
to 1 and —1 respectively for the Regret model and the appropriate value is used as an input of the trust
model. To simplify our analysis and proofs, we will rewrite the update scheme as presented in Equation
18.

t

T(t) = p(t.i) x w; (18)

i=1
where i is the time that w; is recorded, ¢ is the current time, p(t,i) = %, and f(i,t) = %
i=1 (%
Lemma 6.1 Let be p(t,i) = % and f(i,t) = % in the Regret model, then p(t,i) = t(f—il)
Proof
) it
p(t,l) — #

Lemma 6.2 The Regret model can be updated by T(t) = ﬁ Zlei X w;

Proof Using Equation 18 and Lemma 6.1, the updating schema for Regret can be written as follows:

T(t) = Z p(t, i) X w;

12



Lemma 6.3 Let T(t — 1) be the trust value after the t — 1" interactions and w; be the t'"* rating then

T(t) = 25 ((t = DT(t - 1) + 2wy).

Proof Using Lemma 6.2, we can show that

T(t) as follows:

T(1) 2

Moreover, we can rewrite

TEobx(-Uxt _ yxi-ly oy,

t

MP+D§:ZXM
t+1 (Zszwl—i—twt)

- 2 Tt—1)x(t—1)xt
- t@+1)( 2 +tw0
_ ;%ﬂT@—UX@—U+2M) |

Lemma 6.4 Let T(t) be the trust value after the t'" interactions, the trust value after @ cooperations

will be calculated by T'(t + 0) = (tH1)t

Proof Using Lemma 6.2, we have:

(t+0)(t+0+1

5 x (T(t) = 1) + 1.

t+6
2

T(t+0)

(t+0)(t+0+1)+

E Z.le'
=1

t+6
2

(t+0)(t+6+1)

Using Lemma 6.2, we know that

B 2

T(t+0)

T()x (t4+1) xt
2

(Son § o)

1=t+1

t .
=Y ._1 @ X w;. Therefore, we have:

(t+0)(t+6+1

T(t)x (t+1) xt
) 2

As the last @ interactions were cooperations, therefore w; = 1 for ¢t < i < ¢ 4 0. Therefore we have:

2

t+60

T(t+0)

2

T(t) x t+1
(t+0)(t+6+1)

ey

zt+1>

02t +0+1
L 0Ct+0+1)

(t+0)(t+6+1

(T(t) X (t+1)xt
)

)

2
02t +0+1)

(T@)x@+&)xt
(t+0)(t+0+1)
(t+1)t
(t+0)(t+6+1)
(t+ 1)t "
(t+0)(t+60+1)
(t+1)t y
(t+0)(t+6+1)
(t+ 1)t
(t+0)(t+60+1)
(t+1)t y
(t+0)(t+6+1)
(t+ 1)t
(t+0)(t+60+1)
(t+1)t
(t+0)(t+6+1)

x T(t) +

xT(t)+1+

X (T(t) — 1) +1

2
0(2t 46 +1)
t+0)(t+0+1)
@+t—t)t+t+60+1)

(t+6)(t+6+1)
(t+0)—t)((t+0+1)+1)

t+0)(t+0+1)
(t+0)Et+0+1)+tt+0)—tt+0+1)—¢t

(t+0)(t+6+1)

t+0)(t+0+1)—t—1t2
t+0)(t+0+1)

—t(t+1)
(t+6)(t+6+1)

t+0)t+0+1)
T(t) +

T(t) +

13



Lemma 6.5 Let t; be the total number of interactions as of the beginning of the it" cycle of defection-
cooperations, t1 = 6y and t;1 =t; +6; + 1.

Proof As mentioned before, 6y interactions are necessary in order that the trust value increases from
To (initial trust value) to T.. Therefore, t; = 6y. Moreover, the it" cycle of defection-cooperations
includes 1 defection and 6; cooperations. Therefore, at the beginning of the i + 1** cycle, the number
of interactions is equal to t;41 =t; + 0; + 1. |

Lemma 6.6 Let T(t) and Ty, be the starting trust value and the target trust value as a result of 0
cooperations respectively, where t is the number of interactions used for calculation of T(t). The value
11— 2t+\/1+4t(t+12£T(t) 1)

5 .

of 0 is calculated by 0 =

Proof We can find 6 using Lemma 6.4, where T}, should be replaced by T'(t + 6), so we have:

T =G5 e(i(:ri)é T " T -1 +1=
Ta 1= é;&:g Ty T ==
(t+0)(t+0+1)= (jff_l)f % (T(t) - 1)
Let ¢+ 6 — 2, then we have:
w(e+1) = (jff_l)lt % (T(t) - 1)
(t+ 1)t

172—1-:17—

= X (T —1)=

By solving this quadratic formula, we have:

_1+ 1+ t+1)(i£(t) 1) _1_ 14+ t+1)(’1:(t) 1)
T \/ Tia—1 2 \/ Tia—1

Ast+60 > 0, x5 is an invalid answer and only z; is acceptable. By substituting ¢ + 6 for  we have:

—1+\/1+ -

_1+ 1+ t+1)(€(t) )
0 = \/ Tta—1 =
—1—92t+ \/1 + W
0 = 5 . |

Lemma 6.7 Let t; be the number of interactions at the beginning of the it" cycle, the trust value after
the it" defection, Ty(i) will be calculated by Ty(i) = o +2 (Ty (i) x Tp(i) — 2) where Typ(7) is the trust value
before the ith defection.

Proof The i defection is the t; + 1" interactions so Ty(i) = T(t; +1). Using Lemma 6.3, T'(t; +1) =
e +2 (t; x T'(t;) + 2wy, +1) using lemme 6.3 where t; + 1 is replaced by t. As t; + 1 is a defection,
wy; +1 = —1. Therefore, T4(i) = T(t +1) = ¢ +2 (t; x T(t;) — 2). Moreover, we know that T'(¢;) = Tp(4).
Therefore, Ty(i) = T'(t; +1) = & +2 (t; xTp(i)—2) 1

Lemma 6.8 Given t; is the number of interactions at the beginning of the it" cycle, 0; for the Regret

T 8(Te+1)
Bl ke A o,
2

model will be calculated by 0; =

14



Proof When the con-man does the i*" defection, its trust value will be updated by Ty(i) = T'(t; +1) =
T +2 (t; x Tp(i) — 2) using Lemma 6.3. As Ty(i) > T, > 0, we simplify the formula by replacing T (7)
with its lower bound T 3. In this sense, we have Ty (i) = T +2 (t; x T. — 2).

Using Lemma 6.6, 6; can be calculated as demonstrated below, where t;+1 and 7T, should be replaced
by t and T}, respectively.

—1-2(t;+1)+ \/1 4+ A+ +1+1)(T(t +1)—1)

Te—1
2

=3 =2t + \/1 + 4(ti+1)(ti;f)_(lT(ti+1)fl)
2

0, =

We will replace T'(t; + 1) with the value of Ty(7), so we have:

39t + \/1 IEICESGECAGESY

0, =
2
A(ti+1) (t:42) (725 (1 X Te—2)—1)
_3—2t1‘—|—\/1+ Tctzl
B 2
4(ti+1)(ti+2)(w¢)
_ —3-2+ \/1 + " T2
R 2
A(ti+1) (042) (LT D=1
_ _3_2fi+\/1+ =l
- 2
A(ti+1)(ti(Te—1)—4)
-3y /1+ G T
- 2
—16(ti+1))
32t [l 1) + 25D
- 2
-3 - 2t =+ \/4t2 +4.t 4 ;161&1 + ,1?16 1
- 2
16
73— 2t+\/4t2 PSR
R 2
32t A2 1 (B + 715 11
- 2
L5 8(Tc+1
_3—2ti+\/(2ti+m)2 _ ﬁ

Theorem 6.1 Let1>T. >0, 0; < ipf%l for any i € N in the Regret model.
Proof

0<T. <1=
0<(T.—1)2 <1 =

1
1<7(Tc_1)2:>
8(T.+1)
o>—7(TC_1)2
=5y T.—5., 8(T.+1)
( Tc—l) (2t+T—1)_(Tc—1)2

3This simplification should be investigated more in the future.
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=5 T.— 5. 8(T.+1)
(@2t 2 2t 2 _ —
@ti+7—7) >\/( M e DA v
5

T.—5, 8(T.+1)
T.—1 ~ (T.—1)2

(&

T.—5 T.— 5. 8(T.+1)
-3 —3—2t1 2t1 2 —
Y17 +\/( ) oy

T.
«%—Qn+2u+j, 1>—3—%r+¢@u+

3 Z=d 32+ /(2 + B=D)r - M)
2 - 2

3(T, 1)+ T, —5
2T, — 1)

—2T.—2

30T, 1)

—2(T.+1)

20T, — 1)
T.+1

0; < T |

> 0; —

>0, —

>0, —

Theorem 6.2 The Regret model is vulnerable to the con-man attack with high-level risk.

Proof Referring to Theorem 6.1, 0; < Tetl

% for any 7 € N and any values of T,.. The upper-bound value
of 6; only depends on the value of T.. The con-man, by selecting 6 = ff{é, can make sure that in each
cycle of cooperations-defection it can reach the trust value of T.. As a result, there is a constant 0,
Ocritical, that the con-man can select in order to be recognized as trustworthy despite being a con-man.
Moreover, the con-man can regain the lost trust value with the same number of cooperations in each
cycle of defection-cooperations by choosing 0.yiticai = {C_ZE Therefore, the Regret model is vulnerable
to the con-man attack for any value of 1 > 7. > 0. |}

7 The FIRE Model

We here will prove that the FIRE model [6] is vulnerable to the con-man attack. Our proof strategy is
to find 6, for any parameter setting in any defection-cooperations cycle and show that 6; < 6. where 6,
is a constant. Throughout our analysis and proofs, the cooperation and defection is mapped to 1 and
—1 respectively for the FIRE model and the value is used as an input of the trust model. To simplify
our analysis and proofs, we will rewrite the updating scheme as presented in Equation 19.

T(t) =Y plt,i) x w; (19)
i=1

where 7 is the time that w; is recorded, ¢ is the current time, p(¢,4) = %, and f(i,t) = e~ .
j=1 11

. 3
t—i by

Lemma 7.1 Let be p(t,i) = % and f(i,t) = e~ > in the FIRE model, then p(t,i) = < '1(6271)
=11 —e
Proof
. J,t
o)) = D
Zj:l f:1)
e t;i
= Zi_l e_ tgj
ex .ex
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t 2z t
Yt =2

is the common ratio. The result of the series is:

-1 1 . . . 1. . 1
_p€>.eX is a geometric series where a = e is the first term of the series, and r = e>

i i a(l—rt)  ex(l—ex) 1—ex
er = = = —
= 1—r 1— e% eTl —1
Therefore, we have:
: ex
p(t,i) = z
l1—eX
=
e X —1
B e%.(e%1 -1
1—ex
=1 .
Lemma 7.2 The FIRE model can be updated by T'(t) = 61A 2> ex xwy;
—e A

Proof Using Equation 19 and Lemma 7.1, the updating schema for FIRE can be written as follows:

t
T(t

~—

t i

Ze?(

=1 1

Lemma 7.3 Let T(t — 1) be the trust value after th
t—1
T(t) = 1l-e X (T(f — 1) — wt) + wy.

3

t—1
Proof Using Lemma 7.2, we can show that 1=¢2-T'(t —1) =

e X —1

T(t) as follows:

ex —1 i
T({t) = - ex X w;
0= T
—1 t—1
ex —1 i
- T2 (3
- ex —1 l—e%T(t
B 1—6% e%l—l
1 t—
= (-1
1
= — (a-eS1e
1
= —— (1—e=)T(t

17

Z p(t,i) X w;
i=1

—1
ex —1)
— = Xw;
¢
i
E ex xw; |
i=1

et — 1" interactions and w; be the t*" rating then

t—1

i—1 €* X w;. Moreover, we can rewrite

-1)+ (e% - eﬂ.wt)
-1)— wt(—e% + e§))
—1)—w (1 - e i (5%))



1—ex
1—@%

= —(T(t—1) ) +we
1—ex

Lemma 7.4 Let T(t) be the trust value after the t*" interactions, the trust value after 6 cooperations

will be calculated by T(t + ) = 1= iie x (T(t)—1)+ 1.
1—e

Proof Using Lemma 7.2, we have:

t+6

7*%5 €>‘><’U}Z
€ =1

1—

ex—l t t+0
= (ZeA X w; + Z ek ><w1>

1=t+1

T(t+6)

Using Lemma 7.2, we know that 152~ ‘” —==T(t) = E’;:li x w;. Therefore, we have:
e >\ —1

ex —1 [ 1—ex G i
T(t+6) = — =T+ D e xw
I—ex \ex -1 i=t+1

As the last @ interactions were cooperations, therefore w; = 1 for t < i < ¢ 4 0. Therefore we have:

e%l—l 1—ex o n
T(t+6) = — ——T(t)+ > e
lL—ex \ex -1 i=t+1
ex —1 [ 1—ex e#( —eg)
= 10 —1 T() T
l—ex \ex —1 1—ex
—1 t t [
ex —1 ([ 1—ex ex.(1—ex)
= 7 — Tt + —
1— e <e£—1 W+ =5 )
1—ex ex.(1—eX)
= t+9T(t)+ 10
1—e™x 1 —e=x
1—€§ (t) e%—eixe
= 7 +
1—e+9 l—eTe
t t t+6
1—ex ex —14+1—ex
= = T(t) + =
1—ex 1—e=x
B 1—ex ( ex —1 1
l—e# l—eixe
1—6& 1—ex
= ﬂT(t)_ T +1
1—ex 1—e
1—eX

Lemma 7.5 Let T(t) and Ty, be the starting trust value and the target trust value as a result of 0
cooperation respectively, where t is the number of interactions used for calculation of T(t). 0 is calculated

by 0 = Aln (1 — =X (Tt - 1)) _
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Proof We can find 6 using Lemma 7.4, where T}, should be replaced by T'(t + 6), so we have:

1—ex
Tio = " x(Tt)—1)+1=
1—e~x
1—e>
Tta_ — 60 (T(t)_l):>
— e
1—e¥ 1_e§><(T(t) 1) =
—e — _
Tio — 1
t40 1—e>
—e X Tt)—1)—1—=—
e = X (1) - 1)
40 1—ex
x =1- Tt)—1) =
e e RYGOES)

1—ex
9:/\ln(1—Tta_1x(T(t)—l))—t |

Lemma 7.6 Let t; be the number of interactions at the beginning of the i'" cycle, the trust value after
t

the it" defection, Ty(i) will be calculated by Ty(i) = =3 o (Tp(i) + 1) — 1 where Ty(i) is the trust
1

i1
—e™

value before the ith defection.

Proof The i*" defection is the ¢; + 1" interactions so Ty(i) = T'(t; + 1). Using lemme 7.3, we have:

ti+1—1

l—e =
Tti+1) = —— (Tti+1-1) = wy41) + w41
1—e"x
1-— etTi
= ﬁ(T(ti) — Wy, 41) + W11
1—e

As t; + 1 is a defection, wy, 1 = —1. Therefore, T4(i) = T'(t; + 1) and we have:

. 1—e%

Theorem 7.1 Given t; be the number of interactions at the beginning of the it" cycle, 0; for the FIRE

model will be calculated by:
T, +1— 2%
0= n| ———— | -1 20
(B 20

Proof When the con-man does the i*" defection, its trust value will be updated by Ty(i) = T'(t; +1) =
17??;1 X (Tp(i) + 1) — 1 using Lemma 7.3. As Ty(i) > T. > 0, We simplify the formula by replacing
R

t

T, (i) with its lower bound 7T, 4. In this sense, we have Ty(i) = 1*2&1 x (T.+1)—1.
A

l1—e

=

—e

4This simplification should be investigated more in the future.
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Using Lemma 7.5, 6; can be calculated as demonstrated below, where ¢;+1 and T, should be replaced
by t and Ty, respectively.

ti+1

1—ex
0, = Aln(l—ﬁx(T(ti—Fl)—l))—(tl-+1):>

t;+1
1—ex

T. -1

0; = Aln X(T(ti-i-l)—l))—ti—l

We will replace T'(t; + 1) with the value of T;(%), so we have:

9, = Aln|1 1_etirlx(T(') ) -t -1
1 - n Tc—l d\? 7
1—e™5 1—e
— e X — e
— /\ln<1— T x(l_ehrlx(Ttﬁ—l)—l—l))—ti—l
t; t;+1
1—ex 1—e
T, —1— (T, +1)(1 — eX)) +2 — 25
= Aln —ti—l
T.—1
_ Aln({Z—‘c_]—_({Z—‘c_fz—‘ceti'i_]._er>:h)'|'2_2€tl;\>l)_tl_l
T.— 1
. T.—1—T,+Tee* —14e* +2— 25 .
T.— 1
Te% 1 e% _9et
e ex —2e
= Al —ti—1
(T. +1— 2ex)e
= )l —t;—1
n( T, —1
T.+1—2ex
= /\ln< —;_,0_16A>+/\1n(67)—tz—1
T, +1—2ex ti
= Al Ax = —t,—1
n( T. -1 )—i— ></\
T, +1—2ex
= Al ti—t;— 1

Theorem 7.2 The FIRE model is vulnerable to the con-man attack with medium-level risk for any
value of \.

Proof Referring to Theorem 7.1, 6; for any values of T,, and A, is calculated by Equation 20. The value
of #; only depends on the value of A and T, where T, is constant and determined by the con-man. As \
is constant in the FIRE model over the course of interactions, so 6; = 6,11 for i = 1,2, ..., N. Therefore,
there is a constant 6 that the con-man can select in order to be recognized as trustworthy despite being
a con-man. This constant 6 can be calculated by Equation 20. Moreover, the con-man can regain lost
trust with the same number of cooperations in each cycle of defection-cooperations. As a result, the
FIRE model is vulnerable to the con-man attack for any values of T, > 0 and .
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8 Probabilistic Trust Models

We here will prove that probabilistic trust models as presented in Equation 6 are vulnerable to the
con-man attack. Using the fact that n.(t) + nq(t) = ¢, we will rewrite Equation 6 as follows:

ﬂﬂ:ﬂﬁgé (21)

where T'(t) and n.(t) are the trust value and the number of cooperations after ¢ interactions respectively.

As before, our proof strategy is to show that the value of 6 is a simple function of the trust threshold,
T., thereby implying that the trust model is vulnerable to a con-man attack.

Lemma 8.1 Let n.(t) and T(t) be the number of cooperations and trust value after t interactions
respectively, then n.(t) = T(t)(t +2) — 1

Proof We will find n.(t) from Equation 21 as follows:

~ne(t) +1

=" =

OE+2)=n(t) +1 =
)—1

ne(t) =T () (t+2 |

Lemma 8.2 Let T'(t) be the trust value after t interactions, the trust value after 6 cooperations will be

calculated by T(t + 0) = %

T
T

Proof Given n(t), the total number of cooperations after ¢ cooperative interactions, n.(t + 0) =
ne(t) + 0. Using this fact and Equation 21, we have:

o one(t+0)+1

TE+9) = (t+0)+2
ne(t)+60+1

T+9) ;lo+2

using Lemma 8.1, we will replace n.(t) by T'(¢)(t + 2) — 1, so we have:

TH)(E+2)—1+60+1

T(t+0) =
(t+9) t T 042
(t+2)T(t)+0
T(t+0 (E+2)TF) +6
(+ ) t+60+2 I

Lemma 8.3 Let T(t) be the trust value after t interactions, if the t + 1-th interaction is a defection,

T(t+1) = LOE2),

Proof According to Equation 21, we have:

ne(t+1)+1

Tit+1)= t+1+2

As the t 4 1-th interaction is a defection, n.(t) = n.(t + 1). So, we have T'(t + 1) = ncfi)grl. Using
Lemma 8.1, we have:

T(t+1) = ﬂgg;
T+ -1+1
B t+3
T(1)(t +2)
t+3 0
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Lemma 8.4 Let T(t) and Ty, be the starting trust value and the target trust value as a result of 0

cooperations respectively, where t is the number of interactions used for calculation of T'(t). 0 is calculated
by 6 = (t42)(Tra =T(t))

1-Ty,

Proof We can find 6 using Lemma 8.2, where T}, should be replaced by T'(t + 6), so we have:

(t+2)T(t)+6

t+0+2
Tia(t+0+2)=(t+2)T(t)+0 =
0T + (t+2)Tia = (t+2)T(t) + 0 =
0Ty — 0= (t+2)T(t) — (t +2)T1e =
0(Tia —1) = (t +2)(T(t) — Tia) =
(t+2)(T(t) — Tia)

Tta =

0= Tyo — 1
(4 2)(Tha — T(t))
0= 1—Tia 0

Theorem 8.1 Given t; as the number of interactions at the beginning of the it" cycle, 0; for a proba-

bilistic trust model will be calculated by 0; = 1%&

Proof When the con-man does the i** defection, its trust value will be updated by Ty(i) = T'(t; +1) ==
W using Lemma 8.3. As Ty(i) > T, > 0, We simplify the formula by replacing T3 (¢) with its
lower bound T ®. In this sense, we have Ty(i) = %

Using Lemma 8.4, 6; can be calculated as demonstrated below, where ¢;+1 and T, should be replaced
by t and T}, respectively.

(t;i+14+2)(T.—T(t; + 1))

0, =
1-T,
_ (ti + 3)(Tc — T(ti + 1))
B 1-T.

We will replace T'(¢; + 1) with the value of Ty(7), so we have:

(ti +3)(Te — Tu(2))
1-T.
(s +3)(T. — A2)
1-T.
(t; +3)T. — To(t; +2)
1-T.

T,
O 1-T. 0

Theorem 8.2 Probabilistic models are vulnerable to the con-man attack with high-level risk.

Proof Referring to Theorem 8.1, 6; for any values of T, is calculated by 1TCTC. The value of 6; only
depends on the value of T, which can be determined by the con-man. Note that T, is constant in all
cycles of cooperations-defection. Therefore, ; = 6,.1 = 1T—EFC for i = 1,2,..., N. Therefore, there is a
constant 0, 0..iticqr, that the con-man can select in order to be recognized as trustworthy despite being a
con-man. Moreover, the con-man can regain the lost trust value with the same number of cooperations
in each cycle of defection-cooperations. As a result, probabilistic models are vulnerable to the con-man
attack for any values of 1 > 7, > 0. |J

5This simplification should be investigated more in the future.
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9 AER

We will prove here that the AER update scheme for a and § (Equations 22 and 23) is not vulnerable
to the con-man attack in such a way that the con-man requires more cooperations in each cycle of
defection-cooperations when compared to the previous cycle in order to reach to T.. In other words,
0; < 9i+1-

a:=ax(1-18]) (22)

Bi=B—vx(1+0) (23)

Where 74 is the discounting factor and is in the range of [0, 1]. Note that, « and § will be updated
when a defection occurs. This is a crucial point, as the use of results from the Yu and Singh analysis
rely upon it. From now on, the value of a and 3 after the i*" defection are denoted by (i) and 3(i)
respectively. Therefore, we can rewrite Equations 22 and 23 as follows:

a(i) = a(i—1)x (1 -3 -1)|)
Bi) = Bli—1)—yax (1+pB(i—1))
Lemma 9.1 3(i) is ever-decreasing (i.e., B(i) > B(i + 1)).
Proof If we rewrite the formula for 3(i), we have:
Bi) = BlE—1)—vax (1+p6(i—1))

Bli—1) = ya —va x Bi — 1))
= (=) xpli—1)=a

The proof is by using induction:

(1) = (1—ra) xB(0) =y =

B)+ya = (1—7a)x B(0) 22
B) < (1—mg) % B(0) =
p(1) < p(0)

Now we will assume that 3(: — 1) > (i) and we prove that 3(i) > B(i + 1).

Bli—1) > B(i) =
(1 =7a) x B(i = 1) > (1 =a) x B(i) =
(1 —7a) x B(i = 1) =ya > (1 = 7a) X B(i) = ya =
Bi) > B(i +1)
Therefore, 3(i) is ever-decreasing. ||

Lemma 9.2 Given that —1 < 5(0) < 0, (i) is in the range of (0,1) for any i € N.
Proof We can rewrite the formula for § as follows:
Bli) = (1 —=7a) x Bt —1) =7a (24)

Equation 24 is the recurrence equation with the same form as Equation 26 when b and d are
substituted by (1 —~4) and —~ respectively. Therefore, using Lemma 11.1, the explicit form of Equation
24 is as follows:

—7 n i
B(n) = (5(0) + Mﬁ) x (1 —~a)" + 1—7*
BO)+1) x (1 —7)" —1
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As —1 < 8(0) < 0, we have:

-1<B(0)<0=
0<p0)+1<1l=
0<(B(0)+1) x (1 —7a)" < (1=7a)
As (1 —v4)" < 1 for any value of i, then we have:
0<(B0)+1) x (1—7g) <1=—
—1<BO)+1)x (1 =799) —1<0=
-1<p@E) <0 |}
Lemma 9.3 Given that —1 < 3(0) < 0 then 0 < 1 —|3(i)| <1 for any i € N.
Proof Using Lemma 9.2, we know that —1 < 3(i) < 0. Therefore, we have:

0<|83) <1=
1< —[B(i)| <0=
0<1-18@)<1 1§

Lemma 9.4 «(i) is ever-decreasing (i.e. a(i) > a(i+1)).

Proof We will prove by induction. a(1) = «(0) x (1 — |3(0)|) and using Lemma 9.3 we know that
0 <1—18(0)] < 1, therefore a(1) < a(0).

As B(i) > B(i + 1) according to Lemma 9.1 and —1 < (i) < 0 according to Lemma 9.2, therefore
[8(7)] < |8t +1)]. Asaresult, 1 —|8(i)] >1—[8(i +1)|

a(i) <a(i—1) =
a(i) x (1= [B@)]) <a(i =1) x 1 = [B(i = 1)]) =
ali+1) < ali)
Therefore, (i) is ever-decreasing. |

Lemma 9.5 Given that 0 < «(0) < 1, «(i) is in the range of (0,1) for any i € N.

)
Proof The proof is by induction. As (i) > §(i + 1) according to Lemma 9.1 and —1 < 5(z) < 0
according to Lemma 9.2, therefore |3(i)| < |3(i + 1)|. As aresult, 1 — |B(i)| > 1 —|6(i + 1)]
AsO<a(O)<1andO<1—|ﬁ( )| < 1, we have:

0<a0)<l=
0<a(0)x(1-1800))<1l=
0<a(l)<1

We have the following for any ¢ € N:

0<a(i)<l=
0<a(@)x(1—-|0))<1l=
O<a(i+1)<1 |}

Lemma 9.6 Let T, > 0, 6; will be calculated by % for the con-resistance extension of Yu and
Singh’s model.

Proof In Lemma 5.1, we proved that for any constant value of 0 < o < 1 and —1 < 8 < 0, 0; will be
calculated based on the formula presented in Equation 17. In all of the proofs associated with Lemma
5.1, we assume that the value of o and 3 does not change during each cycle of defection-cooperations.
This assumption is still valid when the value of a and § will be changed only after each defection and
before the trust value is changed. Therefore, we can rewrite the Equation 17 as follows:

L CGEY

(i —af) | (25)
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Lemma 9.7 Given that —1 < $(0) < 0 then 0 > In(1+ 8(i)) > In(1 + B(i + 1)) > —oo for any i € N.

Proof In Lemma 9.1, we have shown that 5(i) > (i + 1) for any ¢ € N. Moreover, it is proved that
0> B(i) > —1, for any 7 € N, in Lemma 9.2. Therefore, we have:

0>p00)>p6+1)>-1=
1>14830)>1+p63i+1)>0=

In(1) > In(1+ 8(7)) > In(1+ B(i + 1)) > —00 =
0>In(1+ (@) >In(1+63G+1)>-0c0 |

Lemma 9.8 Given that 0 < a(0) < 1 then 0 > ln(l_la(i)) > ln(l—ot(i-l—l)) > —oo for any i € N.

Proof In Lemma 9.4, we have shown that «(i) > a(i + 1) for any ¢ € N. Moreover, it is proved that
0> «a(i) > —1, for any ¢ € N, in Lemma 9.5. Therefore, we have:

O<afi+l)<a(l)<l=

0<l—-a(i)<l—a(i+l)<l=

—oo<In(l —a(@)) <n(l-a(i+1) <0=
1

1
0> e mi-airy > = B

Theorem 9.1 AER will not let the con-man regain a high trust value easily with the same or smaller
number of cooperations (i.e., 0; < 0;11). AER is not vulnerable (i.e., is exploitation resistant) to the
con-man attack.

Proof Using both Lemma 9.7 and Lemma 9.8, we have:

In(1+3(:)  In(1+8(i+1))
O i =al) “mi—aliz1) ==

0<9i<9i+1<00

In AER, the con-man can not regain a high trust value easily with the same number of cooperations
with each cycle. This motivates the con-man to be more cooperative in its interactions after each
defection. AER is not vulnerable to the con-man attack. [

Corollary 9.1 AER is forgiving in any cycle of defection-cooperations but is more strict after each
defection.

Proof Lemma 9.6 demonstrates that in any cycle of defection-cooperations there exists a 6;, calculated
by Equation 25, for which the trust threshold, 7., can be achieved. This is the evidence of that the
con-man can be forgiven (gain lost trust) by 6; cooperations. Moreover, Theorem 9.1, by showing that
0; < 0;y1, indicates that AER is more strict in terms of forgiveness (regaining lost trust) after each
defection.

10 Conclusions and Future work

This paper is motivated by the dire need to develop trust and reputation schemes that have provable
properties for artificial societies, especially e-commerce. While simulation can often provide insights
into trust and reputation model performance, analytical results based upon known or potential attacks
are important to increase confidence in the true utility of such models. Moreover, they can draw
our attention to some vulnerability or interesting features of the model which might be neglected or
not discovered in agent-based models. It is the position of this paper that widespread deployment of
sophisticated trust and reputation models will only occur when such analytical results are forthcoming.

This paper has proven that simple malicious agents with cyclical behaviour (con-man agents) can
exploit the Yu and Singh’s trust model, Regret, FIRE, and probabilistic trust models regardless of the
model’s parameters. However, AER has been shown to be exploitation resistant. Furthermore, malicious
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agents with cyclical behaviour will have to increase the number of cooperations in each and every cycle
with AER in order to achieve a specific trust value. It is proven that AER is forgiving but that the rate
of forgiveness slows with every defection.

Future work will design adaptive schemes similar to AER for Regret, FIRE, and probabilistic trust

models and their exploitation resistance to the con-man attack proven. Finally, new attacks on adaptive
schemes will be constructed using formal models as described in Section 3.1 for the con-man attack and
analyzed empirically through simulation and analytically using techniques similar to those used in this

paper.
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11 Appendix
Lemma 11.1 Let A, be the recurrent formula as presented in Equation 26, where b # 0 and d are

constants. The closed form for A, is A, = (AO + %) x b 4 %.

An :bXAn,1 +d (26)
Proof Let A, =bx A,,_1+dand A,_1 = bx A,,_s+d, by subtracting these two equations, we have:

A, — A1 = bxA,_1+d—-bxA,_o—d
= bx (An,1 — An72) —
An = bx (An—l - An—Z) + An—l

= (b+1) X Ap_1—bxA,_o

If we guess A,, = cz™

Ay = (b+1) X Apy—bx Ap_y =
ca” = (b+1)xca" P —bxcar"? =
1 n 1 n—1 n—2
WXC:E = WX((b-ﬁ-l)C(E — bex ):>
2 = (b+1)xz—b

By rearranging the terms, we have the following equation 22 — (b+ 1) x x + b = 0 and we will find
x with the quadratic formula.

b+1+/(b+1)2—4b
2
b+1+/(b—1)2
2

b+141b—1|
2
= b or 1
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Therefore, there are two solutions to the recurrence equation:

A, =cxb" or A,=cx1"=c¢
As any linear combination of these two solutions is also a solution, the general solution is as follows:
A, =c1 Xb"+co (27)

Equation 27 is a solution to the recurrence without boundary conditions for all constants ¢; and cso.
At this point, we attempt to find constants ¢; and ¢ to obtain a solution consistent with the boundary
conditions, Ag = Ag and Ay = b X Ay + d. From the first condition, we know:

A0201Xb0+62:>140:01+62

From the second condition, we know:
A1261Xb1+02=b><A0+d
We now have two linear equations in two unknowns, so there is a unique solution:

d —d
g =Ag+ — 02:m

Therefore, we have a complete solution to the recurrence with boundary conditions:

d o —d
An = <A0+m)><b +m I
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