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1. Overview

Why is academic integrity important? Academic integrity ensures fairness, and that our
programs and degrees have value. If we were on campus, you would sit in the exam room,
proctors would check your campus card, and you would sign on the designated signing
sheet for your course. You would put your hand up if you had a question or needed to use
the washroom. We need to translate these activities into the digital world. Please know
that we are here to support you through this new process and answer any questions you
might have about how the solution works. Our goal, from the beginning, was to provide
flexible, modular solutions, and in doing this, we elected to use in-house applications to
provide us with the ability to customize and incorporate feedback. This guide will outline
the features and functions of the CoMaS platform, our automated proctoring solution.

The e-Proctoring application, CoMa$S, ensures that only the approved examination
materials are being used during the exam and that the normal rules during exams
continue to be observed, such as not communicating with other people. You can find more
details about what information is gathered in the “How CoMaS works” section.

Please review this document and follow the instructions to install CoMaS. Before the exam
day, you will receive an email giving you all the information you need to install and sign
into CoMasS. An activity will be created for your exam, and it will be available from the
time you receive this email until the end of the exam.

It is critical to install and test the CoMasS application well in advance (at least three business
days) to leave enough time for troubleshooting, which can be time-consuming. The goal is to
make sure everything is functioning as expected on the day of the exam. If you encounter any
technical issues or have any questions regarding this application or process, please send an
email to onlineexams@cunet.carleton.ca (please mention your course, operating system and
version and include screenshots of the error if applicable). If you have any general questions or
concerns about the e-proctoring of your exam, please contact your instructor.
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1.1 Requirement
1.11 Hardware & Software Requirements:
1. A computer running one of these operating systems (Tablets including Arm-based
Microsoft Surface are not supported as of now.)
e Windows 10
e macOS 10.14+
2. Permission and access to download and install the application on your computer.

3. Link to download the application and passcode to login (which will be sent to you by
the e-Proctoring team only through onlineexams@cunet.carleton.ca)

4. Internet connection

5. If a webcam is necessary for your course, the webcam image will be displayed on the
screen during the exam and overlaid, ensuring it is not obstructed by any other
window. You can check the CoMaS folder on your desktop to ensure or check the
images being captured.

e Please note that a webcam is mandatory for students writing remotely,
including students approved by the Distance Exam Service to write

remotely.

6. An up-to-date version of Google Chrome. Google Chrome is the supported browser
for CoMasS.

7. Computers should be kept awake for the whole duration of the exam (please
change settings to prevent going to sleep or enabling a screensaver).

8. On macOS, allow CoMasS permission to record/share the screen when prompted.

9. Before running CoMasS, pause iCloud Drive or OneDrive syncing for the Desktop and
Documents folders. You do not need to unlink your OneDrive account unless the
support team asks you to do so.

1.12 Examination Requirements:

1. Make sure the taskbar (Windows) or dock (macOS) is visible and not hidden.

2. Before the exam starts, ensure your computer has at least 2GB of free storage space
(on the C drive for Windows users). This is necessary for CoMasS to create and store
screenshot copies during the exam.
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3. If you use multiple monitors, CoMaS must be able to capture each connected display.
Only one working webcam is required unless your exam instructions state otherwise.

4. Close any irrelevant or unauthorized documents, applications, and webpages.
Position your camera or webcam to clearly show both you and your desk.

6. If a password is required to access the Brightspace exam, it will be added to CoMaS on
the day of the exam. Once you have successfully logged into CoMaS the Brightspace
password will appear in one of the CoMasS tabs titled Brightspace Exam Password.
Remember, this page only appears after you've successfully logged into
CoMasS.

1.13 Technical Issues:

Should you run into any problems during the download, installation of the app, or getting the
webcam operational, we recommend checking the FAQ section of this guide initially. If you still
can't resolve the issue on your own, please feel free to reach out for help. You can request support
by sending an email to onlineexams@cunet.carleton.ca. Be sure to include details such as your
course code, operating system, and its version, and attach screenshots of the error you're

experiencing. We are committed to addressing your technical concerns as quickly as possible.

It is important to test CoMaS at least three business days before your exam. This gives enough
time to resolve technical issues before exam day. If a technical issue occurs during the exam,
any adjustment to exam time will depend on the circumstances and will be handled with the

course instructor as needed.

A webcam may be required depending on the course or exam setup. Students approved for
Distance Exams or otherwise writing remotely must have a working webcam, a reliable internet
connection, and a supported computer. If a required webcam issue cannot be resolved, contact
the e-Proctoring team and your course instructor as soon as possible.
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2. How does CoMa$S Work?

CoMaS has two modes, based on your instructor's exam requirements. In Regular/Standard
Mode, you launch CoMaS normally and complete the exam through Brightspace or another
approved system. In Hybrid Mode, CoMaS may also limit network access to approved websites
and/or provide the exam file directly through CoMaS. Hybrid Mode must be run as an
administrator. Your invitation email will tell you which mode to use.

Upon receiving your CoMaS invitation email, follow the link to download and install the
application, adhering to the provided instructions. Remember, CoMaS remains inactive and
doesn’t collect any data unless you are running it. To ensure a smooth exam experience, install
and log into CoMaS at least three days before your test to familiarize yourself with its functions.
Depending on the mode specified in your invite (Regular or Hybrid), you’ll either run CoMaS
normally or as an administrator.

After you select the server and click 'OK', Google Chrome will open the CoMaS sign-in page. For
identity verification, hold your student ID next to your face in front of the webcam and select
Save ID.

For identity verification, you may use your Carleton student ID or another government-issued
photo ID. Do not use a health card.

After ID verification, first-time CoMasS users for a particular course will encounter a terms and
agreement pop-up. Subsequently, CoMaS will go through various setup steps, displaying a
progress bar. When ready, CoMaS begins capturing screenshots.

A CoMasS page will open in Google Chrome, allowing you to manage the webcam feed and access
Brightspace or other authorized exam links. CoMasS stores exam-session data in a designated
folder on your Desktop and transmits it to the server. You can continue writing your exam
normally while CoMaS$ runs in the background.

For a password-protected Brightspace exam, once CoMasS is running correctly, you can find the
required password in the tab opened by CoMaS titled Brightspace Exam Password. Please
note that the Brightspace password is different from the CoMaS passcode.

Post-exam, exit CoMasS to end the session and stop data recording. You can then uninstall CoMaS
and delete the folder from your Desktop if desired.

2.1 Examination Requirements:

CoMaS works only after you run the application, and it is successfully logged in. While running,
CoMasS does these tasks:
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It randomly takes screenshots and transmits them securely to the server. It also stores
this information locally on your computer in the CoMaS folder for your information.

For certain courses, screenshots may be deleted automatically when you log out of
CoMasS, based on the course instructor's or department's request.

It records if a snapshot or file, inside the CoMasS folder, has been deleted or modified
(this is forbidden to do while the application is running at the exam time). But after

the exam, you can delete the whole CoMasS folder and uninstall the application if you
like.

A note here is that if the application stops working during the exam and you need to run it
again, it is fine to allow it to replace the folder and its content.

It will record if you lose your Internet connectivity.

If you open or modify a document while CoMaS is running (for example: pdf, doc,
docx, txt, xIs, xIsx, ppt, pptx, py, java, html, or htm), CoMasS records the file name,
file path, and the application used to open or modify it. CoMaS does not read the
contents of the file.

Please remember that you are not allowed to open any documents except for those authorized

by your course instructor.

6.
7.

8.

10.

11.

It does not look at any files on your computer that are not open.

It does not record or look inside any of your files and documents (except for the files
inside the CoMaS folder which are generated on the desktop each time you log in).

During the CoMaS exam session, CoMaS records relevant activity from Google
Chrome, including browser activity needed for exam monitoring. CoMaS does not
monitor your browser after you end the CoMaS session.

It does not look at network traffic and does not probe devices with which you
communicate.

It does not record what applications you have installed. It records if an application
modifies a document or if the application is visible on the screen, but without
recording the content of any files.

If you lose connectivity, CoMaS will still work in the background generating logs and
screenshots until you close it. When the internet connection resumes, if CoMasS is still
running, it will re-establish a connection and send all the information it gathered
while it was working.
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2.2 Installing CoMaS on Windows PC
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Download CoMasS using the link that is sent to you by email. Make sure the email is from Online
Exams

1. Locate the downloaded file on your device, double-click on it to run.

2. Windows users may receive a Windows security warning when launching the
installer. If this appears, click More info and then Run anyway, provided the installer
was downloaded from the link in your official CoMasS invitation email.

3. Allow the User Account Control pop-up to install the application.

4. A window will open. Run the configurations and close. After installation is complete,
you can see the CoMasS icon on your desktop.

CoMas

2.3 Installing CoMaS on macOS

1. Download CoMaS using the link that is sent to you by email.
2. Locate the downloaded .dmyg file on your device and double-click on it to run.

3. The dialog below will pop up. Please double-click on CoMasS Installer.
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CoMas Installer

4. You will be prompted to confirm that you wish to install the CoMaS Installer app.
Click Open.

5. Complete the installation by clicking the Next button:

Completing the CoMa$S Setup Wizard

Finish

Please Note: Running CoMas in a virtual machine or Docker container is not allowed and may
be treated as an attempt to circumvent e-proctoring and referred as an academic integrity
concern
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3. Running CoMa$S on macOS and Windows
3.1 Regular/Standard CoMaS

1. A few days before the exam, an email will be sent to you that contains all the
information you need to install and log into a CoMasS session.

2. Open the email with CoMasS login information. It will contain these items:
e Link to download the software.
e Instructions
e Server name:
e Student Name:
e ID:
e Course:
e passcode = CASE SENSITIVE

3. Itis critical to test CoMasS as soon as you receive this email to make sure everything
is functioning correctly. After you receive the e-Proctoring Invitation email that
contains all the login information, you can test it before the exam starts by following
the steps shown here. You can use the same information to log into CoMasS on the day
of the exam.

4. If you have any technical problems, send an email to onlineexams@cunet.carleton.ca.
(Please mention your course, operating system and version and include screenshots
of the error).

5. To locate CoMaS on macOS, use Spotlight to search for CoMaS or open
/Applications/CoMaS/CoMaS. On Windows, use Windows Search or the orange
CoMasS shortcut on your desktop.

6. If you are currently connected to a VPN, kindly disconnect before proceeding.

7. The first time you run CoMasS, it may take a couple of minutes to open. Please wait
and avoid launching it multiple times.

8. Make sure CoMaS is not already running. Check Task Manager on Windows or
Activity Monitor on macOS.

9. The first time you run CoMaS, especially on macOS, you may be asked to grant
permission.
10
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e Ifasked to allow CoMasS notifications, press Allow.

e If asked to allow CoMas to access your Desktop folder, press OK.

e If asked, "Do you want the application to accept incoming connections",
press Allow.

e If asked to allow CoMasS to record this computer's screen, open System
Settings/System Preferences, allow CoMaS under Screen Recording, and
follow the prompt to quit and reopen CoMas if required.

e If asked, CoMaS would like to access the camera, press OK.

10. If you receive a message from Windows Security Defender regarding running Java,
allow access.

@& Windows Security Alert X

@ Windows Defender Firewall has blocked some features of this
app

Windows Defender Firewall has blocked some features of Java(TM) Platform SE binary on all
public and private networks,

Name: ava Platform SE binar:
\==") publisher: Oradle Corporation
Path: C:\program files (x86)\comas\jre\bin\javaw.exe

Allow Java(TM) Platform SE binary to communicate on these networks:
Private networks, such as my home or work network

[[] Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

) allow access Cancel

11.Before running CoMas, pause iCloud Drive or OneDrive syncing for the Desktop and
Documents folders so that cloud syncing does not interfere with the CoMasS folder.

a) How to turn off iCloud Drive for Desktop & Documents Folders
« From the Apple menu, choose System Settings.
» Click your name, then click iCloud.
e Click Drive (or iCloud Drive).
« Turn off Desktop & Documents Folders.
» Click Done.

b) Pause OneDrive syncing for Desktop/Documents

11
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« Select the OneDrive cloud icon in the notification area to open OneDrive
settings.

« Pause syncing for the exam period, or turn off Desktop/Documents folder
backup if required by the instructions provided by the e-Proctoring team.

« Do not unlink your OneDrive account unless the e-Proctoring support
team specifically asks you to do so for troubleshooting.

12. Run the application. Choose the server name shown in your invitation email from the
dropdown list, then click OK.

CoMaS Server Choice >

Flease choose a CoMas server. You may press Cancel to enter a new one:
comas-master.cogerent.com v

comas-master.cogerent.com
comas.cogerent.com
comas-its.cogerent.com

comas-its2.cogerent.com
comas-its3.cogerent.com
comas-its4.cogerent.com
comas-local.cogerent.com

(This information is indicated in your invitation email).

13. Google Chrome will open the CoMaS sign-in page. Select your course from the
dropdown list. If the course is not shown, return to the previous step and confirm that
you selected the correct server.

CoMas Login x  +

C R @ localhost:53182/lagin ~

218

Course:

Generated: Tue Jan 06 14:31:40 EST 2026 using v0.8.75

14. Fill in your student information (make sure to use the exact name that was sent to you

by email), and click on Sign In.
12
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) CoMsS Login x +

C [ @ localhost64238/login

A4

]

Course:

First: |tom

Last: |smith

ID: /100000002

oenom

Generated: Tue Jan 06 14:38:41 EST 2026 using v0.8.75

15. Choose CoMaSTesting from the Activity choice dropdown to do all the testing and
setup.

a) Itis recommended that you test CoMasS at least three days before your exam to
allow sufficient time to resolve any potential technical issues.

b) Please paste the passcode provided in your invitation email into the Passcode
field.

c¢) The CoMaSTesting session is available until one hour before the exam begins. If
your exam has multiple dates, the first exam date is used as the cutoff for the
testing session.

d) The remaining steps are the same as those for running CoMaS normally.

B CoMsS Login x 4+

C ) | @ localhost64238/activity

[ PN
[-Ye i\ CoMaSTesting v

Passcode:

o D o

Generated: Tue Jan 06 14:39:52 EST 2026 using v0.8.75

16. On the day of the exam, select Exam from the Activity dropdown.

13
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Activity:

Passcode:

o I o

Generated: Tue Jan 06 14:43:42 EST 2026 using v0.8.75

CoMa$ Login X
g

C @ @ localhost58266/activity

17. Enter the passcode from the email and click Continue:

& CoMas Login x
a g +

C @ | @ localhost:58266/activity

Activity:

Passcode: 3eKUM
o o

Generated: Tue Jan 06 14:44:16 EST 2026 using v0.8.75

18. For online or distance exams, the next step is ID verification. See Section 10, Student
Verification.

19. A new tab will open while CoMaS configures the exam session. Please wait until the
progress reaches 100%. This may take a minute or two.

& CoMas Progress X
a8 9 +

C @ O localhost58266/progress

a
248

Exam, Resources and Tools setup
60%

Generated: Tue Jan 06 14:45:23 EST 2026 using v0.8.75

14
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20.Ifyou had logged into this session before - for example, to do a dry-run test -- it might
ask you if you want the folder to be rewritten. It is necessary to say Yes to that question
which will remove the content of this folder.

Qverwrite activity? X
F Are you sure you want to overwrite C\Users\aliro\Desktop\CoMaSitesti75-testing?

Yes No
L J

21. If you make an error in inputting any of this information, you might receive this
message:

% Session cant be run

And if the passcode is wrong, it will bring up the passcode dialog again. Please carefully
double-check that you have input the exact first/last name and the correct ID that were sent
to you in the email. Also check that you have selected the correct course and activity and
use the correct passcode with no space afterwards.

22.Read the User Agreement and if you do agree click on Yes to authorize CoMaS to
share your information. Even if you do not have a webcam, you can click on Yes and
continue without a webcam. This message will close after 300 seconds if you do not

answer it; CoMaS will then terminate. You only need to agree to this agreement once
per exam.

15
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B CoMas MOTD x —+
C M@ | @ localhost:58266/motd A
2Xs

online exam (101010103):

Please ensure that all unauthorized documents,
webpages and applications are closed before you start.

The webcam page should open up in your default
browser.

If it does not open, go to Desktop\CoMaS\COMP1405A-
COMP1005A-F25Fin-DecO8\Exam  ools  and  open
webcam.html using Chrome, Edge or Safari.

Please make sure that your computer is not set to go to
sleep during the exam as the webcam might stop
working.

Thank you.

Scheduling and Examination Services
Tue Jan 06 14:45:40 EST 2026

Generated: Tue Jan 06 14:45:50 EST 2026 using v0.8.75

23.You will get a message which states some important information needed to properly
set up your CoMasS.

john smith (101010110): Please ensure that all
unauthorized documents, webpages and applications are
closed before you start. The webcam page should open
up in your default browser. If it does not open, go to
Desktop\\CoMaS\\Test-exam-Nov25\\Exam ocls and
open webcam.html using Chrome, Edge or Safari. Please
make sure that your computer is not set to go to sleep
during the exam as the webcam might stop working.
Thank you. Scheduling and Examination Services Wed
Oct 25 11:25:25 EDT 2023

m

24.In MacOS, you need to allow CoMasS access to screen recording to share your screen.
You can do this by changing configuration of System Preferences > Security &
Privacy > Privacy > Screen Recording. Check the option for CoMasS. If it is
already checked, uncheck, and check it again.

16
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o0 < i Security & Privacy
General  FileVault Firewall

@) Accessiviity Allow the apps below to record the contents of your
screen, even while using other apps.
Input Monitoring

Full Disk Access - L )

Files and Folders L

1777 screen Recording | ':

)k Automation /] .f‘ CoMaS.app
Ll
a Developer Tools

u Analytics & Improvements

@& Advertising

Bl Click the lock to prevent further changes. Advanced. fd

25. CoMaS will open a webpage in Chrome which will show the webcam feed and will ask
you for ID verification. For identity verification, please hold your student ID next to
your face in front of the webcam and press Save ID. Based on your browser’s settings
it might ask you to allow using Camera. If you don’t see any permission request from
your browser or you cannot see your webcam image go to the browser settings and
allow camera or change the settings to always ask you for permission (change
permissions for Camera on Chrome).

26.Please note that Webcam images are captured automatically by CoMaS.(There is no
need to enter Picture-in-Picture (PIP) mode).

The webcam image page in the browser should be open all the time during the exam for CoMa$S
to capture it as part of the screenshots.

& CoMaS Web Cam Cap... — O x

8 cogerent.com:2

27. Please try to position your webcam in a way that your face is completely visible, if that
is possible. If you have a detachable camera, place it in a way (on the side of the table)
that your desktop, face, and part of the screen are visible.

28.1t is the students’ responsibility to ensure that CoMasS is running properly on their
system. CoMasS status can be verified in several ways, as outlined below:

17
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Check your screenshots: “Desktop/CoMaS/(Examname)/(Activityname)/screens/..”.

Reload the CoMa$S webpages and check if they are loading properly (make sure the webcam is
working if you reload)

You can also email onlineexams@cunet.carleton.ca and check with the support staff regarding
your setup

a) You can check if screenshots are being recorded by goin to the Desktop Comas
folder and selecting your course and see if the screens are being recorded.

b) The other option is to refresh the CoMaS page, as shown below. After refreshing,
the page should reload correctly, confirming that CoMaS is functioning
properly.

¢) Another option is to ask the online CoMaS support team to confirm that CoMaS
is functioning properly. Students may email their requests to
onlineexams@cunet.carleton.ca. Please note that, due to the volume of

requests, the support team may require some time to respond. You can now start
writing your exam.

29.For a password-protected Brightspace exam, once CoMasS is running correctly, you
can find the required password in the tab opened by CoMaS titled BRIGHTSPACE
Exam PASSWORD. Please note that the Brightspace password is different from the
CoMasS passcode.

Brightspace Exam Password

Password will be displayed here when exam starts

30.If Brightspace Exam Password tab is not opened automatically, you can go to
Home tab, press Resources button and in the listed resources, you can open
Brightspace Exam Password page by clicking Password button.
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CoMaS Commands

Commard Ousergtian

Session: online exam (101010103)

Activity: SOWK2301W-526Final-Aug22/CoMaSTesting

Listing for resources for SOWK2301W-S26Final-Aug22/CoMaSTesting

Generated: Thu Sep D3 13:49:36 EDT 2026 using 0877

31. Similarly, during online exams which require webcams, if webcam page is not opened
automatically, you can open it by right-clicking on Home tab to duplicate it. In the
duplicated Home tab, you can press Webcam button under Resources to open it.
You can open Events page for recording break time in the same way.

BBEEEBEEH

Control: SOWK2301W-S26Final-
Aug22/CoMaSTesting

32. After you submit your exam, click Quit on any CoMaS page and select Confirm. Wait
for the shutdown process to finish. Google Chrome may close automatically as part of
the CoMaS shutdown process. Once CoMaS has closed, no further exam-session
information is captured from your device.
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SELECT SCENARIO DESCRIPTION
(] Washroom Break
a Accomodated Break

] Personal Emergency

Technical Issue

Scanning Documents

Generated: Wed Oct 25 11:59:36 EDT 2023 using v0.8.27

Generated: Wed Oct 25 12:00:32 EDT 2023 using v0.8.27

Session ending

Generated: Wed Oct 25 11:08:55 EDT 2023 using v0.8.27

3.2 Hybrid CoMaS

Hybrid CoMaS is used when the exam is completed directly through CoMaS and/or when
access must be limited to approved websites during the exam. These restrictions are
temporary and are removed when the CoMasS session ends.
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1. Please refer to the information above on how to download and install CoMaS. If
CoMasS is already installed on your computer, you'll need to uninstall it first, then
use the link in the email to install the latest version.

2. If you are currently connected to a VPN, kindly disconnect before proceeding.

3. After installing CoMaS$, run the application as an administrator so Hybrid Mode can
apply the required exam settings.

Windows users: right-click the CoMas$ app and select Run as administrator.

macOS users: run CoMas$ and enter your Mac administrator password when prompted.

4. After CoMasS starts with administrator access, select the server name shown in your
invitation email from the dropdown list. For instance, comas.cogerent.com. The
server’s name can be found in your invitation email.

CoMaS Server Input

Enter new CoMas location or press Cancel to exit

A*A

OK Cancel

5. Google Chrome will open the CoMaS sign-in page. Select your course from the
dropdown list.

A
2N

course:

Generated: Tue Oct 24 11:23:57 EDT 2023 using v0.8.27

6. Fill in your student information (make sure to use the exact name that was sent to
you by email), and click on Sign In.
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Course: [EuERIClIE

First: ‘tcm ‘

Last: ‘smith ‘
ID: |100000002

Generated: Tue Oct 24 11:23:57 EDT 2023 using v0.8.27

7. Choose CoMaSTesting from the Activity choice dropdown to do all the testing and
setup.

a) Itis recommended that you test CoMasS at least three days before your exam to
allow sufficient time to resolve any potential technical issues.

b) Please paste the passcode provided in your invitation email into the Passcode
field.

c¢) The CoMaSTesting session is available until one hour before the exam begins.

d) The remaining steps are the same as those for running CoMaS normally.

B CoMas Login x 4

C (M | @ localhost64238/activity

[t %1% CoMaSTesting v

Passcode:

mm

Generated: Tue Jan 06 14:39:52 EST 2026 using v0.8.75

8. On the day of the exam make sure to select Exam from the dropdown.
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Activity: [EEng

Passcode:

Generated: Tue Oct 24 11:30:49 EDT 2023 using v0.8.27

9. Enter the passcode from the email and click Continue:

Activity: EERd

Passcode: 1KqktN

Generated: Tue Oct 24 11:30:49 EDT 2023 using v0.8.27

10. A new tab will open, and CoMaS will configure itself and you will see the progress.
Please wait until it reaches 100%.

Exam and Resources setup
55%

Generated: Wed Oct 25 11:06:53 EDT 2023 using v0.8.27

11.If you previously logged into this session for a test run, CoMaS may ask whether the
existing folder should be overwritten. Select Yes. This clears the earlier test-session
content and prepares the folder for the current session.

Overwrite activity? X

‘__\ Are you sure you want to overwrite C:Wsersialiro\Desktop\CoMaSiesfi75-testing?

Yes No
yes ] |

12. If you make an error in inputting any of this information, you might receive this
23
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message:

% Session can't be run

If the passcode is incorrect, the passcode screen will appear again. Double-check the exact first
and last name, student ID, course, activity, and passcode from your invitation email. Make sure
there are no extra spaces after the passcode.

13. Read the User Agreement and, if you agree, select Yes to continue. If your exam does
not require a webcam, you may continue without one. Students writing remotely,
including approved Distance Exam students, must use a working webcam. The
agreement screen closes after 300 seconds if no response is made, and CoMasS will
then end. You only need to accept the agreement once per exam.

CoMaS monitors the local file system for unauthorized
access to materials, takes screen shots periodically and
monitors all network access. These screen shots are
uploaded to the CoMaS server. Web cam access may also
be required in order for the activity to proceed. System
checks are also performed in order to confirm that your
system meets requirements for e-proctoring. The end
user license agreement can be found at CoMaS EULA.

If you agree, press Yes and the session will continue.
If you do not agree, press No and this session will end.

This session will be terminated in 300 seconds if you do
nothing.
50/0

X

Generated: Wed Oct 25 11:15:35 EDT 2023 using v0.8.27
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14. You will receive a message with important information needed to properly set up
CoMaS.

john smith (101010110): Started from instructor archive
An explorer window will open showing the exam folder.
Please save all of your work here. Please ensure that all
unauthorized documents, webpages and applications are
closed before you start. The event and log pages should
open up in your default browser. Please make sure that
your computer is not set to go to sleep during the exam
as the webcam might stop working. Thank you.
Scheduling and Examination Services Wed Oct 25
11:07:06 EDT 2023

Generated: Wed Oct 25 11:07:06 EDT 2023 using v0.8.27

15. After clicking 'OK', Google Chrome will open the CoMaS Event and CoMaS Activity
pages, along with any other authorized websites that are required for your exam.

16. A notification will pop up, asking for your approval to set up the IP on your device.
It's important to choose 'Yes' for this step.

You seem to know about locations you should not know about:
- Host google.ca could be resolved

This session has IPv6 access. This will be disabled

CoMaS may change configuration. Continue session?

Yes No

17. For the following pop-up, also select 'Yes.'
- Host google_ca could be resolved

1\ You seem to know about locations you should not know about:

CoMaS may change configuration. Continue session?

Yes i No
L )

18. If your exam is on Brightspace or another approved website, sign in and navigate to
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your course and exam. Steps 19-22 below apply only to students completing an exam
file directly through CoMaS.

19. A webcam is required for approved Distance Exam students and other students
writing remotely. The webcam page will open in Google Chrome. Make sure Chrome
has permission to use the webcam.

20.If your exam is completed directly through CoMaS, a window will open in File
Explorer (Windows) or Finder (macOS), and a CoMaS Exam page will also open. Your
exam questions may be provided in a Word or Excel file.

a) Do not delete, rename, or move the exam file. Save your work regularly while
you write. Saving the file keeps your current work in the required CoMaS exam
location, but it is not the same as your final exam submission.

21. You can also access your exam file from the CoMaS Activity page by clicking the Exam
button.

CoMaS Commands

Camman ] Dascription

Control: BUSI-Encryption-Demo/Exam

o]

22. Save your exam file regularly while you are working.

23. Do not move the exam file to another location on your computer or save a separate
copy outside the CoMaS exam folder unless you are specifically instructed to do so.
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24.When you finish the exam, save the file and use the Upload button on the CoMaS
Exam page if your exam instructions require an upload. Make sure the upload is
complete before ending the CoMaS session.

¢ y O D # locathost

Exam for Hybrid-Demo/Exam for john s

Question Saved Age

Generated: Mon Jul 03 22:45:18 EDT 2023 using v0.8.21

25. After your exam has been submitted or uploaded successfully, end the CoMasS session
using the steps below:

a) Save your work in MS Word/Excel and close the application completely. Then click Quit
on any CoMaS page and select Confirm. CoMasS will not finish closing while the exam
file is still open. On macOS, make sure Word/Excel is fully quit, not only minimized or
with the document window closed.

b) The shutdown process may take a couple of minutes. Please wait until it finishes.
Google Chrome may close automatically as part of the CoMaS shutdown process.
Once CoMaS has closed, no further exam-session information is captured from your
device

a4

SELECT SCENARIO DESCRIPTION
Washroom Break
Accomodated Break
Personal Emeargency
Technical Issue

Scanning Documents

Generated: Wed Oct 25 11:59:36 EDT 2023 using v0.8.27

Session is now terminating. Please close all applications and save files

Generated: Wed Oct 25 12:00:32 EDT 2023 using v0.8.27
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Session ending

Generated: Wed Oct 25 11:08:55 EDT 2023 using v0.8.27

3.2 What happens After Exam

1.

After submitting your exam, click Quit on any CoMaS tab and confirm that you want
to end the session. Wait for the shutdown process to finish. Google Chrome may close
automatically as part of the CoMaS shutdown process. For Hybrid CoMasS, save and
upload your exam as instructed, close MS Word/Excel completely, and then quit
CoMas.

When the exam is finished, all the screenshots and webcam shots are put together on
the Carleton-based secured server to create a video file. This video file, in addition to
the activity logs, is then examined by authorized Scheduling and Examination
Services staff. In summary, SES provides a report of all the data points to the course
instructor, which includes: sign-in and sign-out time, open documents, if other
webpages are open (from the screenshots), loss of connectivity, whether a student
attempted a test-run or not successfully, if the webcam was used or worked at all, if a
phone was used during the exam (from the camera feed), and lastly, if there was any
technical difficulty regarding CoMaS or Brightspace.
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4. Things to NOT do during the exam.

When the exam begins, treat your computer and workspace as an exam environment, similar
to an in-person examination room.

1.

Do not open or leave open any applications, documents, and webpages that are not
allowed to be used or are not necessary for writing the exam. Make sure you close all
of them when you start to write your exam (even if they are not relevant to the course
material). This includes messaging and email applications. It is important to turn off
any pop-up notifications as well.

Some applications, such as Microsoft Teams, Discord, and WhatsApp, may continue
running in the background. Please use Task Manager to ensure that these
applications are completely closed.

Do not use your phone or any other electronic devices such as headphones, unless
allowed or required by your course instructor.

Do not change, move, or delete files inside the CoMaS folder while the exam is in
progress. If CoMaS crashes and you need to restart it, it is okay to accept the prompt
to overwrite the session files.

Do not close the CoMasS application until the exam has been submitted.

6. If CoMaS crashes or closes during the exam, start it again and accept the overwrite

prompt if it appears. If you only notice at the end of the exam that CoMaS stopped
working, submit an exam support request at https://carleton.ca/ses/help and include
your course, operating system and version, and screenshots if available. The
information will be shared with your course instructor.

CoMaS continues recording the exam session if your internet connection is
temporarily lost. Do not close CoMaS. When the connection returns, CoMaS will
reconnect and send the information collected while you were offline.

Do not communicate with anyone during the exam, either in-person or digitally.
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5. Going for a break

1. If you need to leave your examination space for a washroom break, academic
requirement, PMC accommodation, or personal emergency, use the break option in
the CoMaS web interface. You do not need to message a proctor before taking the
break unless your course instructions say otherwise.

2. On the webcam/Events page, select the break reason that best matches your
situation. If none of the listed reasons apply, enter a short description in the available
field and select the corresponding checkbox.

SELECT SCENARIO DESCRIPTION
D Washroom Break
Accommodated Break
Personal Emergency
Technical Issue

Scanning Documents

3. Click OK to start the break. When you return, clear/uncheck the break checkbox so
the break duration is recorded correctly in the CoMaS report.

comas-home.cogerent.com:8443 says

Washroom break authorised
Please uncheck box when you return

SELECT SCENARIO DESCRIPTION
Washroom Break
Accomodated Break
Personal Emergency
Technical Issue

Scanning Documents
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6. Student Verification

Before starting an online or remote exam that requires identity verification, CoMaS will ask
you to verify your identity using the webcam.

1. When you have a valid Carleton issued identity card.

Step 1: Allow Google Chrome to use your camera if prompted. If you cannot see
the webcam image, open Chrome camera permissions and allow camera access for
the CoMasS page.

Il
| T a

Generated: Mon Nov 13 14:23:45 EST 2023 using v0.8.27

Step 2: Hold your Carleton student ID next to your face in front of the webcam and
select Save ID to capture the verification image.

= Carleton

Generated: Mon Nov 13 14:23:45 EST 2023 using v0.8.27

2. If you do not have a valid Carleton student ID card:

IShow another government-issued photo ID to the webcam. An authorized reviewer will verify
the ID from the captured image. Do not use a health card as identification.
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7. Troubleshooting

7.1 General issues running or installing CoMaS.

Troubleshooting CoMasS installation or operation problems. Try these steps in order:

1. Verify your login details, ensuring they match precisely with those provided in your
email.

2. Close any active CoMaS processes using Task Manager (Windows) or Activity
Monitor (macOS).

3. Remove the CoMasS folder from your desktop and attempt to run the program again.

4. If the problem continues, uninstall and reinstall CoMasS using the instructions in this
guide. If antivirus or security software appears to be blocking the installation, contact
the e-Proctoring support team before disabling or changing your security settings.

5. For further assistance, reach out to us at https://carleton.ca/ses/help. Remember to
include details about your course, operating system, and screenshots of the issue
you're encountering.

7. 2 What happens if my technical issue is not fixed in time?

We're committed to addressing any concerns you raise, and usually we can resolve them.
However, due to the variety of operating systems and configurations, some issues might not be
resolved promptly. That's why it's important to download CoMaS at least three days before
your exam, giving us enough time to tackle any problems.

If we can't fix the issue in time and your exam is approaching, please submit an exam support
ticket for e-Proctoring via https://carleton.ca/ses/help. (Please mention your course,
operating system and version and include screenshots of the error). We'll work with you and
your course instructor to explore alternative options. We'll inform your instructor about the
technical issue you've faced, and the steps taken to address it. We also recommend that you
personally update your course instructor on the specifics of the problem you encountered.

7.3 My screenshots do not capture the screen properly on a Mac computer.
If you're using a Mac and screenshots are not capturing the full screen, check the Screen Recording

permission for CoMaS in System Settings/System Preferences. If CoMaS is already allowed, turn the
permission off and back on, then restart CoMaS if prompted.
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7.4 My webcam is not working when | click on the start webcam.

In Google Chrome settings, allow the CoMaS page to access your camera. Make sure no other
application is currently using the webcam.

7.5 The webcam page did not open or was closed. How can | open it again?

From the CoMaS Home page, use the Resources section to reopen the Webcam page. If needed,
confirm that Google Chrome has permission to use your camera.

7.6 Cannot install CoMasS, run the downloaded CoMasS installation package?

This may be a Windows compatibility or permission issue.

1. First approach: Look up ‘CoMaS’ using the search feature in Windows. Once you find
it, right-click and select 'Open file location'. Then, right-click again and choose 'Run
as administrator.'

2. Second approach: begin by searching for it in the Windows search bar. After locating it,
right-click and select 'Open file location'. Then, right-click on the CoMasS file and
choose 'Troubleshoot compatibility'. This action will trigger a pop-up window. Once
the compatibility troubleshooter completes its analysis and suggests optimal settings for
CoMaS, a new window will appear. At this stage, click on "Test the program' to initiate
the installation process. Follow the subsequent prompts to complete the installation.

Pragram Camparinilicy Troubleshoerrr

Test campatibility seltings for the program

“ Sellinge applied lo CuMsS-0.6.0 (1)
- Wirdows compatibility mode: Liap Versien Check

You reed tc test the program tc make sure these new s=ttings fixed the problem bafore
ynil ran click Next to cantinne.

Tesl e prugrdim..

Nzt Cancel

7.7 CoMasS reports that it cannot access files and then closes.

CoMaS must be able to update the files in its Desktop folder each time it runs. If a file is still in
use or access is blocked, CoMaS may not start. Close any active CoMaS processes in Task

Manager/Activity Monitor and try again. If needed, remove the CoMaS folder from the
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Desktop before restarting the application.

7.8 CoMasS reports that it cannot find a Java file.

Check the CoMasS folder for the required CoMasS .jar file. If the file is missing or incomplete,
close CoMaS, remove the CoMaS folder, and run CoMaS again. If the file still does not

download correctly, contact the e-Proctoring support team.
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8. FAQ and Instructional Videos

Please use the link below to find our FAQs, how-to videos, and privacy FAQs;

https://carleton.ca/ses/online-exams/e-proctoring/

9. Contact Us

1. For troubleshooting installation and running CoMaS before/during exam.

o Send an email to onlineexams@cunet.carleton.ca.

Please include your course, operating system (including version), and attach
screenshots of the error.

2. For any urgent issue during exam.

o Exam-related emergency toll-free call line: 1-877-557-2930 (Canada & USA).

o Outside Canada/US exam emergency: +1-613-518-2601.

o Exam Support: Monday-Friday 8:30am-4:30pm (Eastern Time).

3. For non-urgent exam related issues:

o Submit an exam support request: https://carleton.ca/ses/help.

o Email: OnlineExams@-carleton.ca.

o Non-emergency phone call: 613-520-2600 x1571 M-F, 8:30am-4:30pm
(Eastern Time).

35


https://carleton.ca/ses/online-exams/e-proctoring/
https://carleton.ca/ses/help
mailto:onlineexams@carleton.ca

	1. Overview
	1.1 Requirement
	1.11 Hardware & Software Requirements:
	1.12 Examination Requirements:
	1.13 Technical Issues:


	2. How does CoMaS Work?
	2.1 Examination Requirements:
	2.2 Installing CoMaS on Windows PC
	2.3 Installing CoMaS on macOS

	3. Running CoMaS on macOS and Windows
	3.1 Regular/Standard CoMaS
	3.2 Hybrid CoMaS
	3.2 What happens After Exam

	4. Things to NOT do during the exam.
	5. Going for a break
	6. Student Verification
	7. Troubleshooting
	7.1 General issues running or installing CoMaS.
	7. 2 What happens if my technical issue is not fixed in time?
	7.3 My screenshots do not capture the screen properly on a Mac computer.
	7.4 My webcam is not working when I click on the start webcam.
	7.5 The webcam page did not open or was closed. How can I open it again?
	7.6 Cannot install CoMaS, run the downloaded CoMaS installation package?
	7.7 CoMaS reports that it cannot access files and then closes.
	7.8 CoMaS reports that it cannot find a Java file.

	8. FAQ and Instructional Videos
	9. Contact Us

